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Introduction
This contribution should be reviewed in conjunction with WG2 ARC, since the text for TR-0012 proposes impacting TS-0001.

This contribution provides an introduction to the End-to-End Security Framework (ESF) Proposal 1. This is the first contribution in a series of CRs. These details are currently provided in separate CRs to facilitate discussion and agreement on portions of text. The authors are happy to merge these CRs into a single CR once SEC is approaching consensus on the text.
	Doc#
	Description
	Attention of 

	SEC-2015-06xx-CR_TR-0012_ESF_Sec_Intro
	Introduces ESF.
	ARC, SEC

	SEC-2015-06xx-CR_TR-0012_ESF_Sec_Ref_Model
	Reference model for the ESF Security Layer. 
	SEC

	SEC-2015-06xx-CR_TR-0012_ESF-S2
	ESF Security Layer for one-way, single-envelope security session type (S1), supporting securing a single primitive or resource portion
	SEC

	SEC-2015-06xx-CR_TR-0012_ESF-S1
	ESF Security Layer for two-way, single envelope security session type (ESF-S2), supporting security a single request/response exchange. This provides efficiency advantages over the other two security session types when only a single request/response is to be secured
	SEC

	SEC-2015-06xx-CR_TR-0012_ESF-Sm
	ESF Security Layer for two-way, multiple envelope security session type (Sm), comprised of a handshake for authentication and key establishment, followed by the exchange of any number of payloads
	SEC

	SEC-2015-06xx-CR_TS-0012_ESF_TargetDataClass_1
	Details for applying ESF to an entire message (primitive or primitive binding)
	ARC, SEC

	SEC-2015-06xx-CR_TS-0012_ESF_TargetDataClass_2
	Details for applying ESF to the Content parameter of a message (primitive or primitive binding)
	ARC, SEC

	SEC-2015-06xx-CR_TS-0012_ESF_TargetDataClass_3
	Details for applying ESF to the content, (optionally) contentInfo and (optionally) ontolofyRef attributes of a <contentInstance> resource for protection of application data in-transit and at-rest.
	ARC, SEC


The requirements applicable to ESF are provided in SEC-028 through to SEC-033, SEC-036, SEC-046 and SEC-047 of the Rel 2 Requirements TS-0002, copied here:
	Requirement ID
	Description
	Release

	SEC-028
	The oneM2M System shall enable security protocol end-points to protect portions of individual application-generated data so that intermediate entities (whether trusted or untrusted) forwarding the data are unable to access the protected portions of the data in clear text.
	Targeted for Release 2

	SEC-029
	The oneM2M System shall enable security protocol end-points to protect portions of individual application-generated data so that security protocol end-points can detect modification, including modification by intermediate service layer entities (whether trusted or untrusted) forwarding the data.
	Targeted for Release 2

	SEC-030
	The oneM2M System shall enable security protocol end-points to protect portions of individual oneM2M messages so that intermediate entities (whether trusted or untrusted) forwarding the messages are unable to access the protected portions of the messages in clear text.
	Targeted for Release 2

	SEC-031
	The oneM2M System shall enable security protocol end-points to protect portions of individual oneM2M messages so that security protocol end-points can detect modification, including modification by intermediate service layer entities (whether trusted or untrusted) forwarding the messages.
	Targeted for Release 2

	SEC-032
	The oneM2M System shall enable security protocol end-points to establish security sessions which are used for protecting portions of one or more oneM2M messages so that intermediate entities (whether trusted or untrusted) forwarding the messages are unable to access the protected portions of the messages in clear text.
	Targeted for Release 2

	SEC-033
	The oneM2M System shall enable security protocol end-points to establish security sessions which are used for protecting portions of one or more oneM2M messages so that security protocol end-points can detect modification, including modification by intermediate service layer entities (whether trusted or untrusted) forwarding the messages.
	Targeted for Release 2

	SEC-036
	The oneM2M System shall enable security protocol end-points to authenticate each other without relying on intermediate service layer entities (whether trusted or untrusted).
	

	SEC-046
	 The oneM2M System shall enable to protect portions of individual application generated data that is at-rest (e.g. hosted data) for integrity protection and data creator Authentication.
	Targeted for Release 2

	SEC-047
	 The oneM2M System shall enable to protect portions of individual application data at-rest (e.g. hosted data) for confidentiality protection.
	Targeted for Release 2


The architecture includes a “Facilitator” functional role – defined in the ESF Security Layer reference model. This role allows ESF to support group authentication.
This contribution provides high level architecture details only. Further architecture-level details are left for consideration in clause 8 “Description and Analysis of Available Options”. 

NOTE TO RAPPORTEUR: The references in the text currently use short labels (e.g. [RFC6749]), and the assignment of proper reference labels (e.g. [i.7]) is currently left to the rapporteur. The references are currently highlighted in yellow, to assist in finding the references within the proposed text.
-----------------------Start of change 1-------------------------------------------
6.1.1.2
Reference Points
There are two reference points in the Group Based Authentication Architecture:
· the Mca/Mcc reference point [3] between the ADN/ASN and the MN. 
· the Mcc reference point [3] between the MN and the IN.
6.2
End-to-End Security Framework (ESF) Proposal 1
This clause proposes the End-to-End Security Framework (ESF) provides protection to minimize the number of CSEs that are required to be trusted to maintain the integrity and/or confidentiality of communications in a oneM2M network. ESF includes support for group authentication, which providing mechanisms for improving the efficiency of establishing end-to-end security between members in a group.

The requirements applicable to ESF are provided in SEC-028 through to SEC-033, SEC-036, SEC-046 and SEC-047 of TS-0002 [2].

6.2.1

End-to-End Security Framework Introduction
Introduction to the ESF Security Layer. The ESF Security Layer, proposed to be specified in TS-0003 [TS0003] defines the following processes:

· Key establishment. 

· Transforming 
· target data into ESF-treated target data, or the reverse, using established keys. The target data is comprised of plaintext (data to be encrypted and integrity protected) and/or additional authenticated data (to be integrity protected only).
· 
· Serializing (e.g. using JSON or XML) key establishment parameters and/or ESF-treated target data. The serialization is called an envelope. 

What is ESF? There is no inherent restriction on how the ESF Security Layer can be used – it can be used by entities inside or outside of a oneM2M system. However, the End-to-End Security Framework (ESF) specifies how the ESF Security Layer is used when one or both of the ESF Security Layer end-points is a CSE or AE. These additional processing details depend on the target data class to be secured, listed in Table 6.2.1-1 “List of ESF target data classes”. The target data class specific details are proposed to be specified in TS-0001 [TS0001].

NOTE 1: The list of supported ESF target data classes is limited for this release. Further ESF target data classes could be added in the future releases.

	Input Item 
	Target data 
	Details in Clause:

	
	Plaintext
	Additional Authenticated Data (AAD)
	

	Request or response
	Entire Request or response
	None
	6.3.1

	Request or response
	Content parameter
	None
	6.3.2

	<contentInstance> resource
	content attribute
	None
	6.3.3


Table 6.2.1-1 List of ESF target data classes
NOTE: The currently-defined ESF target data classes do not use the Additional Authenticated Data. The option to use Additional Authenticated Data has been included in the ESF Security Layer so that future ESF target data classes can use Additional Authenticated Data without requiring an update to the ESF Security Layer specifications.

The ESF functionality within a CSE or AE is called an ESF End-Point (EEP). The ESF reference model partitions the functionality into three protocol layers; shown in Figure 6.2.1-1 “High Level ESF Reference model”.


[image: image1.emf]receiving ESF End-Point (EEP) sending ESF End-Point (EEP)

ESF Security 

processing

ESF Integration processing

Envelope

ESF Integration processing

Integration Layer

Input Item (Request, Response or Resource),

ESF Preparation processing

Target Data

ESF Preparation processing

ESF Preparation  Layer

Input 

Item 

Verified Target Data

ESF Security Layer

ESF Security 

processing

ESF Treated Item (Request, Response or Resource)

ESF 

Treated 

Item

Envelope

Verified Input Item (Request, Response or Resource) 

ESF Treated Item (Request, Response or Resource)


Figure 6.2.1-1 High Level ESF Reference model. Control data (e.g. security parameters) are not shown.
The three protocol layers in the high level ESF reference model are:

· ESF Preparation Layer: 

· A sending EEP, given an input item, extracts the appropriate target data. The input items are either oneM2M messages or oneM2M resources. The target data is provided to the ESF security layer, in a format independent of the target data class, for transforming into an envelope. The input item is forwarded to the ESF Integration Layer for composing the ESF-treated item. 

· A receiving EEP reconstitutes a verified input item from the verified target data received from the ESF Security Layer and the ESF-treated item and ESF target data identifier received from the sending EEP. 

The processing at this layer depends on the ESF target data class. 

· ESF Security Layer: transforms the target data into an envelope, or the reverse. The processing at this layer does not depend on the target data class. Further details are in clause 6.2.2 “ESF Security Layer High Level Description”. 
· ESF Integration Layer: 
· A sending EEP forms the ESF-treated item from the input item received from the ESF Preparation Layer, and the envelope received from the ESF Security Layer.

· A receiving EEP obtains the ESF-treated item via the Mcc and/or Mca reference points, and extracts the envelope. The envelope is provided to the ESF security layer for transforming back to the verified target data. The ESF-treated item is provided to the ESF Preparation layer for reconstituting the verified input item. 

The processing at this layer depends on the ESF target data class. 

The ESF Preparation Layer and ESF Integration Layer are tightly dependent on each other, since they both depend on ESF target data class, however the ESF Security Layer processing is independent of those layers. Aside from the dependence of key generation on the ESF target data identifier, the security processing is independent of the ESF target data. This independence allows a single ESF Security Layer end-point implementation to be used for all ESF target data classes. Three security session types are proposed for the ESF Security Layer (for more details, see clause 6.2.2 “ESF Security Layer Overview”). 
· 
· 
· 
Each of the supported ESF target data classes can be protected using any of the ESF security session types.

In which oneM2M specifications are the ESF layers proposed to be detailed? The functional architecture of the ESF Preparation Layer and ESF Integration Layer are proposed to be specified in TS-0001 [TS0001], with protocol-level details proposed to be specified TS-0004 [TS0001]. As stated at the beginning of the present clause, the ESF Security Layer details are proposed to be specified in TS-0003 [TS0001].

Editor’s note: Is this an appropriate place to discuss how ESF secured resource portions or primitives can be recursively secured within other ESF secured resource portions or primitives? For example, the content, attribute may be secured end-to-end as using ESF target data class 3 at an ADN-AE for consumption by an IN-AE; and the primitive or primitive binding creating the content on the IN-CSE could be secured end-to-end (from ADN-AE to IN-CSE) using ESF target data class 1. 
-----------------------End of change 1---------------------------------------------
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