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Introduction
This contribution is one of a series on the End-to-End Security Framework (ESF). For details on this series, see introduction to SEC-2015-0633-CR_TR-0012_ESF_Intro.
The present contribution provides the common aspects of the ESF Security Layer Reference Model.

NOTE TO RAPPORTEUR: The references in the text currently use short labels (e.g. [RFC6749]), and the assignment of proper reference labels (e.g. [i.7]) is currently left to the rapporteur. The references are currently highlighted in yellow, to assist in finding the references within the proposed text.
-----------------------Start of change 1-------------------------------------------
6.2.2 ESF Security Layer Reference Model
Security Layer Session Types: The Security Layer supports the three security session types listed in Table 6.2.1.1-1. Any of the two forms of input data (primitive or resource portion) may be protected as part of any of the three session types – providing six high-level options to choose from.
	Term
	Abbr
	Security Session Comprises
	State Lifetime
	Details in clause:

	One-way Single envelope security session
	ESF-S1
	One envelope sent in one direction. Provides all crypto parameters necessary to establish the keys securing the payload. Other than credentials, no state is stored
	Stateless
	6.2.3

	Two-way Single Envelope security session
	ESF-S2
	Envelopes securing request and corresponding response. Request envelope provides all crypto parameters necessary to establish the key plus secured payload. Other than credentials, no state is stored
	Initiator stores state until response received. Target stores state until. response sent
	6.2.4

	Two-way Multi-envelope security session
	ESF-Sm
	Handshake exchange followed by  any number of envelopes containing secured payloads (sent in either direction)
	Initiator and Target store state until session is terminated or expires
	6.2.5


Table 6.2.2-1 List of security session types in the ESF reference model.
Figure 6.2.2-1 shows the ESF Security Layer reference model the functional components and reference points within the security layer of the ESF End-Points. 
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Figure 6.2.2-1 ESF Security Layer Reference model

Security Layer Functional Components. The functionality of the Security Layer is provided by three components:

· Key establishment Function (KEF): responsible for establishing keys for securing payloads. The details of the KEF are dependent on the security session type.

· Payload Security Function (PSF): responsible for applying security mechanisms transforming the input payload input into the secured payload, or the reverse, using the keys established by the KEF. The details of the KEF are dependent on the security session type. 

· Envelope Function (EF) responsible for representing exchanged data in an envelope: a common serialization independent of the security session type.
Additional data: Additional data is optional additional information, associated with the target data, which requires integrity protection but does not need to be exchanged as part of the envelope (and is consequently sent or stored un-encrypted). The choice of additional data depends on the ESF target data class. The ESF Security Layer does not select the additional data – this is the responsibility of the ESF Preparation layer and ESF Integration layer.

NOTE: The currently-defined ESF target data classes do not use the additional data parameter. The option to use additional data has been included in the ESF Security Layer so that future ESF target data classes can use additional data without requiring an update to the ESF Security Layer specifications.

-----------------------End of change 1---------------------------------------------

-----------------------Start of change 2---------------------------------------------

7.x 
End-to-End Security Framework (ESF) Security Layer Requirements
Clause 7.x proposes detailed requirements for the ESF Security Layer. Clause 7.x.1 proposes requirements which are independent of the security session type. Clauses 7.x.2, 7.x.3, 7.x.4 proposes requirements specific to the security session types ESF-S1, ESF-S2 and ESF-Sm respectively.
7.x.1
Generic Requirements for the ESF Security Layer

7.x.1.1
ESF Security Layer Macro-Considerations 

“Macro-considerations” are considerations or requirements that are not specific to the Facilitation, Key Establishment, Payload Security or Envelope “sub-layers” of the ESF Security Layer.

The following is a list of proposed macro-considerations for the ESF Payload Security which are not specific to the reference points (ESF payload security, ESF key establishment and ESF envelope reference points) and independent of security session type:

· The ESF Security Layer supports ESF End-Point implementations with a KEF in a secure environment providing established keys to a PSF outside the secure environment.
Proposed macro-considerations for individual security session types are found in clauses 7.x. 2.1 (for ESF-S1), 7.x.x (for ESF-S2), and 7.x.4.1 (for ESF-Sm). 
7.x.1. 2
Generic ESF Payload Security Requirements
The following is a list of proposed requirements for the ESF Payload Security which are independent of the security session type:

· ESF Payload Security supports protecting the payload using a symmetric (secret) key established using the corresponding ESF Key Establishment reference points.

· ESF Payload Security supports encryption of the input payload using a symmetric key.

· ESF Payload Security supports integrity protection of the input payload using a symmetric key.

· ESF Payload Security supports a range of crypto algorithms, to enable migrating to another secure cryptographic algorithms in the event that cryptographic algorithms are found to be insecure or are otherwise deprecated. 

· ESF Payload Security is not required to maintain state between security sessions.

Proposed ESF Payload Security requirements for individual security session types are found in clauses 7.x.2.2 (for ESF-S1), 7.x.3.2 (for ESF-S2), and 7.x.4.2 (for ESF-Sm).
7.x.1.3
Generic ESF Key Establishment Requirements 
The following is a list of proposed requirements for the ESF Key Establishment which are independent of the security session type:

· ESF Key Establishment supports authenticated key establishment based on a symmetric (secret) key provisioned by means unspecified by oneM2M specifications.

· ESF Key Establishment supports authenticated key establishment based on a symmetric (secret) key obtained through interaction with a trusted Facilitator. 
NOTE: The role of Facilitator in this case could be played by an M2M Authentication Function (MAF) or M2M Enrolment Function (MEF).

· ESF Key Establishment supports key establishment using certificates.
· ESF Key Establishment supports mutual authentication.

· ESF Key Establishment could support one-way authentication of the source/initiator EEP or target/responder EEP.

· ESF Key Establishment ensures that there is only a very low probability that keys established for one security session are identical to keys established for a different security session – regardless of the security session type of both security sessions.

· ESF Key Establishment ensures keys established for one security session type cannot be used in another security session type; e.g. the keys established for a single-envelope security session cannot be used for a multi-envelope security session.

· ESF Key Establishment ensures that there is only a very low probability that keys established for one ESF target data class are identical to keys established for a different ESF target data class.

· ESF Key Establishment maintains minimal state between security sessions.
Proposed ESF Key Establishment requirements for individual security session types are found in clauses 7.x.2.3 (for ESF-S1), 7.x.3.3 (for ESF-S2), and 7.x.4.3 (for ESF-Sm).
7.x.1.4
Generic ESF Facilitation Requirements 

ESF Facilitation is independent of the security session type. The following is a list of proposed requirements for the ESF Key Establishment which are independent of the security session type:

· ESF Facilitation is independent of the security session type (S1, S2 or Sm)
· ESF Facilitation supports being secured from the ESF End-Point to the Facilitator.

· ESF Facilitation supports mutual authentication of the ESF End-Point and the Facilitator. 

· A Facilitator may apply access control.

· ESF Facilitation supports EEPs obtaining symmetric (secret) keys through interaction with trusted Facilitators. 

NOTE: The role of Facilitator in this case could be played by an M2M Authentication Function (MAF) or M2M Enrolment Function (MEF).

· ESF Facilitation supports Facilitators acting as a repository of certificates or public keys associated with an ESF End-Point.

Proposed ESF Facilitation requirements imposed by individual security session types are found in clauses 7.x.2.4 (for ESF-S1), 7.x.3.4 (for ESF-S2), and 7.x.4.4 (for ESF-Sm).
7.x.1.5
Generic ESF Envelope Requirements
The following is a list of proposed ESF Envelope requirements which are independent of the security session type:

· The envelope serialization shall be independent of the security session type (S1, S2 or Sm) and type of input data (resource portion or primitive). 

· The envelope serialization shall identify the security session type (S1, S2 or Sm)
· The envelope serialization shall be compatible with oneM2M resource and primitive representations (JSON and XML are supported at the time of writing).

· The serialization shall allow simple identification of envelopes within oneM2M resources representations (JSON and XML are supported at the time of writing).

Proposed ESF Envelope requirements for individual security session types are found in clauses 7.x.2.5 (for ESF-S1), 7.x.3.5 (for ESF-S2), and 7.x.4.5 (for ESF-Sm).

-----------------------End of change 2---------------------------------------------
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