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Introduction
This contribution is one of a series on the End-to-End Security Framework (ESF). For details on this series, see introduction to SEC-2015-06xx-CR_TR-0012_ESF_Intro.

The present contribution proposes high level details for End-to-End Security Framework for ESF-S1 (One-way Single envelope) security sessions: ESF-S1 is based on the ESF reference model – the ESF reference model is described in proposed text for clause 6.2.2 in contribution “SEC-2015-06xx-CR_TR-0012_ESF_Ref_Model”. 
ESF-S1 envelopes are comprised of
· Key establishment parameter: sufficient for the Target ESF End-Point(s) (EEPs) to compute or obtain the keys for securing the payload, and

· Secured payload: protected using the keys computed or obtained using the key establishment parameters.

This contribution proposes text for
· Clause 6.2.2
“ESF-S1 High Level Architecture”

· The ESF-S1 Reference model, including a figure and list of ESF-S1 Security Layer reference points

· The ESF-S1 call flow including a figure and descriptive text

· Clause 7.x.2 “ESF-S1 Requirements”, including list of proposed “crypto algorithm classes” for key establishment and payload security.

This contribution provides high level architecture and requirements only. Further architecture-level details are left for consideration in clause 8 “Description and Analysis of Available Options”. 

NOTE TO RAPPORTEUR: The references in the text currently use short labels (e.g. [RFC6749]), and the assignment of proper reference labels (e.g. [i.7]) is currently left to the rapporteur. The references are currently highlighted in yellow, to assist in finding the references within the proposed text.
-----------------------Start of change 1-------------------------------------------
6.2.2 
ESF-S1 High Level Architecture 

6.2.2.1
 ESF-S1 Reference Model

Figure 6.2.2.1-1 shows the ESF-S1 reference model the functional components and reference points within the security layer of the ESF End-Points. The ESF-S1 reference model supports an envelope having a single Source EEP and one or more Target EEPs. 
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Figure 6.2.2.1-1 Reference model for ESF-S1

Table 6.2.2.1-1 “List of ESF-S1 reference points” lists the ESF-S1 reference points. More details can be found in Clause 7.x.2 “ESF-S1 Reference Point Requirements”.
	Abbr
	Reference Point
	End-Point Components
	Brief Description 
	Described in clause:

	ESF-S1 Key Establishment
	S1 Key establishment
	KEF
	Selects KEF Algorithm Set (AlgSet) and PSF AlgSet – options are discussed in clauses 7.x.2.3 and 7.x.2.2 respective. ESF-S1 Key Establishment functionality can include

· Interacting with Facilitator to obtain parameters associated with other EEPs

· Providing proof of the Source EEP Identity
 Establish of key(s) for ESF-S1 Payload Security payload security
· Provide Payload security Functions with key(s)
· Communicate key establishment parameters via ESF-S1 Envelope reference point.
	7.x.2.3

	ESF-S1 Facilitation
	S1 Facilitation
	KEF, Facilitators
	Distributing re-usable parameters, typically for efficiency reasons.
	7.x.2.4

	ESF-S1 Payload Security
	S1 Payload Security
	PSF
	· Protecting input payload according to PSF AlgSet selected at ESF-S1k and using keys provided by KEF. PSF AlgSet options are discussed in clause 7.x.2.2.
· Communicate secured payload via ESF-S1 Envelope reference point.
	7.x.2.2

	ESF-S1 Envelope
	S1 Envelope Serialization
	
	· Serializing the key establishment data and secured payload in an envelope (e.g. using JSON or XML).

· Communicate envelope via Integration Layer 
	7.x.2.5


Table 6.2.1.1-1 List of ESF-S1 reference points. 
6.2.2.2
 ESF-S1 call flow

Figure 6.2.2.2-1 shows the call flow when using this session type.
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Figure 6.2.2.2-1 Call flow for single envelope session type (S1).
1. EEPs can interact with Facilitators to provide the Facilitators with long-term parameters (that is, parameters with long lifetime) and/or short-term parameters (that is, parameters with a short lifetime). This step is not expected to be mandatory.
a. (Optional). EEPs could provide interact with one or more Facilitators to provide long-term parameters (that is, parameters with long lifetime) that the other EEPs can use for either for 
· Generating S1 session envelopes, as Source EEPs, or

· Processing received envelopes, as Target EEPs. 
Example long-term parameters include

· List of supported Key Establishment Algorithm-Sets

· List of supported Payload Security Algorithm-Sets

· Certificates
This interaction is expected to happen relatively infrequently – possibly only once in the lifetime of the EEP. The Facilitator(s) store the parameters and make them available for retrieval.

Editor’s note: access to the parameters may be controlled

b. (Optional). EEPs could provide interact with one or more Facilitators to update short-term parameters that can be provided to other EEPs for either for 
· Generating S1 session envelopes, as Source EEPs, or

· Processing received envelopes, as Target EEPs. 
Example, short-term parameters include

· Random values with short lifetime; these might be used as challenges for authentication.
The Facilitator(s) store the parameters and make them available for retrieval.

This interactions are expected to happen relatively infrequently – possibly only once in the lifetime of the EEP.

Editor’s note: access to the parameters may be controlled
2. The Preparation Function at the Source EEP provides the Security Layer Functions with 
· An input payload (in the figure, the input payload is shown as being passed to the PSF) and

· Identifiers for the intended Target EEPs. This could include individual identifiers and group identifiers.

This triggers the resulting call flow.

3.  Source KEF Operations:

a. (Optional) The Source KEF could retrieve the Target EEP(s)’ long-term and/or short-term parameters from the Facilitator(s).
Editor’s note: access to the parameters may be controlled

Editor’s note: How the KEF identifies the appropriate Facilitators to contact is FFS.
b. The Source KEF selects one or more Key Establishment Function Algorithm-Sets (KEF AlgSets) and Payload Security Function Algorithm-Set (PSF AlgSet). This decision could be influenced by

· The KEF Algorithm Set(s) and PSF Algorithm Set(s) supported by the Source EEP.
· Preferences configured to the KEF.
· The KEF Algorithm Set(s) and PSF Algorithm Set(s) supported by the Target EEP(s), which may have been either configured to the Source EEP or retrieved by the Source KEF from the Facilitators in (optional) step 3.a.
The choice of Key AlgSets and PSF Algorithm Set are somewhat dependent on each other; in particular, if the PSF Algorithm Set includes encryption and/or symmetric-key based integrity protection of the input payload, then the KEF Algorithm Set(s) must include an algorithm for generating a secret key to be used for this protection. A high level overview of possible PSF Algorithm Set Options is found in clause 7.x.2.2 “ESF-S1 Payload Security (ESF-S1 Payload Security) Requirements”. A high level overview of possible Key Algorithm Set options is found in clause 7.x.2.3 “ESF-S1 Key Establishment (ESF-S1 Key Establishment) Requirements”.

c. The Source KEF applies the selected KEF Algorithm Set, which can include proof of the Source EEP’s identity, and generation of keys for processing the input payload. 

d. (Optional) The Source KEF provides the Facilitator(s) with updated Short-term Key establishment parameters. This may include configuring access controls at the Facilitator to limit access only to the set of intended Target EEPs.
e. The Source KEF provides the Source EF with the KEF Algorithm Set(s), PSF Algorithm Set and key establishment parameters applicable for this envelope.

f. The Source KEF provides the Source PSF with the PSF Algorithm Set and Keys for processing the input payload.
4. Source PSF Operations
a. The Source PSF applies the selected PSF Algorithm Set to the input payload using the key(s) provided by the Source KEF, resulting in the secured payload.

b. The Source PSF provides the Source EF with the secured payload.
5. Source EF Operations: 
a. The Source EF serializes the KEF Algorithm Set(s), PSF Algorithm Set, key establishment parameters and secured payload into an envelope.
b. The Source EF provides the envelope to the Source EEP’s Integration Function.
6. The envelope is obtained by the Target EEP(s). The Security Layer does not address how the Target EEP(s) obtain the envelope. 

NOTE: The following discussion shows processing at one of the potentially multiple Target EEPs
7. The Target EEP’s Integration Function provides the envelope to the Target EF.
8. Target EF Operations: 
a. The Target EF extracts the KEF Algorithm Set, PSF Algorithm Set, key establishment parameters and secured payload from the received envelope.
b. The Target EF provides the Target KEF with the KEF Algorithm Set, PSF Algorithm Set and key establishment parameters.
c. The Target EF provides the Target PSF with the secured payload.
9. Target KEF Operations: In the case that there are multiple KEF Algorithm Sets present, the Target KEF identifies a KEF Algorithm Set that it expects to process successfully.

a. (Optional) The Target KEF could retrieve the Source EEP’s long-term and/or short-term parameters from the Facilitator(s). The Facilitator(s) could authorize access based on configured access controls.
b. The Target KEF applies the selected KEF Algorithm Set, which can include verifying the identity of Source EEP and generation of keys for processing the input payload.
c. The Target KEF provides the Target PSF with the Source EEP’s identity, PSF Algorithm Set and keys for processing the secured payload.
10. Target PSF Operations
a. The Target PSF applies the selected PSF Algorithm Set to the secured payload using the key(s) provided by the KEF, resulting in the input payload.

b. The Target PSF provides the Target EEP’s Preparation Layer with the input payload and Source EEP’s identity.
-----------------------End of change 1---------------------------------------------

-----------------------Start of change 2---------------------------------------------

7.x.2 
ESF-S1 Requirements
7.x.2.1
ESF-S1 Macro-Considerations 
In addition to the macro-considerations in clause 7.x.1.1 “ESF Security Layer Macro-Considerations”, the following ESF-S1-specific macro-considerations are proposed:

Editor’s note: there are currently no ESF-S1-specific macro-considerations. Members are invited to provide ESF-S1-specific macro-considerations. If there are no ESF-S1-specific macro-considerations then this clause can be deleted. 
7.x.2.2
ESF-S1 Payload Security  Requirements
PSF Algorithm Classes: A PSF Algorithm Class (AlgCl) describes the type of protection that is afforded the input payload. A PSF Algorithm Set (AlgSet) comprises a PSF AlgCl plus an indication of the specific algorithms to be used with that PSF AlgCl.  Table 7.x.2.2-1 “List of ESF-S1 PSF Algorithm Class (AlgCl) options” lists PSF AlgCl options which could be considered. This list is not necessarily exhaustive, and other options could be available. 

Editor’s note: members are invited to provide other options for consideration.
The selection of algorithms for each AlgCl is discussed in clause 8 “Description and Analysis of Available Options”.

Editor’s note: Should advantages and disadvantages of each Algorithm Class be documented in the present document or TR-0008 [TR0008]?
	Name
	Brief Description
	Keys that must be provided by the KEF

	MIC
	Provides symmetric-key based MIC protection only. Secured payload comprises the input payload and the MIC.
	KEFs provide the PSFs with the symmetric envelope master key established between the Source KEF and Target KEF(s)

	AEAD 
	Provides symmetric-key based Authenticated Encryption with Associated Data (AEAD) protection only
	

	AEAD + Digital Signature
	At Source EEP: PSF generates a digital signature of the input payload, and produces an intermediate payload containing the input payload and the digital signature. PSF then applies AEAD encryption to intermediate payload to generate secured payload.

At Target EEP: PSF applies AEAD decryption to secured payload to generate intermediate payload. Target PSF parses the intermediate payload and verifies the digital signature on the input payload.
	KEFs provide the PSFs with the symmetric envelope master key established between the Source KEF and Target KEF(s)

At Source EEP: KEF provides PSF with digital signature public signing key.

At Target EEP: KEF provides PSF with an digital signature public signing key, e.g. from a certificate provided as key establishment parameter in envelope or via Facilitator.

	Digital Signature 
	Source PSF generates a digital signature of the input payload. Secured payload comprises the input payload and the digital signature.

Target PSF parses the secured payload and verifies the digital signature on the input payload.
	At Source EEP: KEF provides PSF with digital signature private signing key.

At Target EEP: KEF provides PSF with digital signature public verification key, e.g. from a verified certificate provided as key establishment parameter in envelope or via Facilitator.


Table 7.x.2.2-1 List of ESF-S1 PSF Algorithm Class (AlgCl) options. 

Proposed ESF-S1 Payload Security Requirements. In In addition to the generic requirements in clause 7.x.1.2 “Generic ESF Payload Security Requirements”, the following ESF-S1-specific Payload Security requirements are proposed:

· The ESF-S1 Payload Security supports the PSF algorithm classes in Table 7.x.2.2-1 “List of ESF-S1 PSF Algorithm Class (AlgCl) options”.
7.x.2.3
ESF-S1 Key Establishment (ESF-S1 Key Establishment) Reference Point 
The PSF AlgCl in Table 7.x.2.2-1 “List of ESF-S1 Payload Security PSF Algorithm Class (AlgCl) options” which require an envelope master key are:

· MIC

· AEAD, and 

· AEAD + Digital Signature.

If one of these PSF AlgCl are used, then one or more of the following KEF AlgCls from Table 7.x.2.3-1 “List of ESF-S1 Key Establishment KEF Algorithm Class (AlgCl) options” are needed:

· Trusted Third Party,

· Key Encryption, and 

· Key Agreement

The PSF AlgCl in Table 7.x.2.2-1 “List of ESF-S1 PSF Algorithm Class (AlgCl) options” which require an envelope master key are:

· AEAD + Digital Signature, and

· Digital Signature.

If one of these PSF AlgCl are used, then the KEF Algorithm Class “Digital Signature” in Table 7.x.2.3-1 “List of ESF-S1 KEF Algorithm Class (AlgCl) options” is needed.

Editor’s note: Should advantages and disadvantages of each Algorithm Class be documented in the present document or TR-0008 [TR0008]?
	Name
	Brief Description
	Applicable PSF AlgCl 

	Trusted Third Party
	The Source KEF requests a Facilitator to store the envelope master key with an associated set of permissions.  The Facilitator could optionally generate the envelope master key for the Source KEF. The Source KEF and Facilitator agree on a unique envelope master key identifier for the envelope master key, and this envelope master key identifier is provided in the envelope. After the Target KEF retrieves the envelope, then the Target KEF provides the envelope master key identifier to the Facilitator. If the Target KEF has the necessary permissions, then the Facilitator provides the envelope master key to the Target KEF. This requires a high degree of trust in the Facilitator, and communication with the Facilitator (form both the Source KEF and Target KEF) must be mutually authenticated and secured.
	MIC, 
AEAD, 
AEAD + Digital Signature

	Key Encryption
	The Source KEF selects a set of Target KEFs for which the Source KEF knows a public encryption key of the Target KEF (for example, the public encryption keys could be in certificates, or Identity Based Encryption might be applied) or the Source KEF shares a symmetric key encryption key (KEK). For each Target KEF, then Source KEF encrypts the envelope master key using either the public encryption key or KEK and includes the resulting encrypted envelope master key in the envelope. The envelope includes an encrypted envelope master key for each Target KEF. After the Target KEF retrieves the envelope, then the Target KEF uses its private decryption key or KEK (shared with the Source KEF) to decrypt its encrypted envelope master key and obtain the envelope master key. The mechanism could optionally authenticate the Source KEF; e.g by including a digital signature that can be verified using a certificate of the Source KEF.
	

	Key Agreement
	(This approach can work only if there is a single Target EEP). The Source KEF and Target KEF applies a key agreement protocol to establish a shared key. For example, the Source KEF could use a Diffie-Hellman protocol [ReferenceNeeded] using a public key in a certificate of the Target EEP. The mechanism could optionally authenticate the Source KEF; e.g. by including a digital signature that can be verified using a certificate of the Source KEF.
	

	Digital Signature
	Digital signature public verification key is provided for additional verification of the input payload. The digital signature public verification key could be provided in a certificate communicated as key establishment parameter in envelope or via Facilitator. The Target KEF verifies the certificate prior to providing the public verification key to the PSF.
	AEAD + Digital Signature,
Digital Signature


Table 7.x.2.3-1 List of ESF-S1 KEF Algorithm Class (AlgCl) options which could be considered. 
This list is not necessarily exhaustive, and other options could be available. This list is not intended to constrain the options considered for establishing an envelope master key.

Proposed ESF-Sm.k Requirements. In addition to the generic requirements in clause 7.x.1.3 “Generic Requirements for ESF Key Establishment Reference Points”, the following ESF-Sm.k-specific requirements are proposed:

· ESF-S1 Key Establishment supports the KEF algorithm classes in Table 7.x.2.3-1 “List of ESF-S1 KEF Algorithm Class (AlgCl) options”.
7.x.2.4
ESF-S1-Specific ESF Facilitation Requirements
Proposed ESF-S1-specif Requirements. In addition to the generic requirements in clause 7.x.1.3 “Generic ESF Key Establishment Requirements”, the following ESF-S1-specific requirements are proposed:

1. ESF Facilitation shall support Facilitators acting as a repository of long-term key parameters associated with an ESF End-Point which could including

· List of supported KSF AlgSets.

· List of supported PSF AlgSets.

· List of Certificates or public keys.

These parameters could be used in the Key Encryption, Key Agreement and Digital Signature Algorithm Classes in Table 7.x.2.3-1 “List of ESF-S1 KEF Algorithm Class (AlgCl) options”

2. ESF Facilitation may support Facilitator acting as a repository of the latest provided short-term key parameters associated with an ESF End-Point, which could including

· A short-lifetime randomly-generated, non-secret value – e.g. for use as challenges in authentication or for adding non-secret entropy to key generation.

· A short-lifetime public key value – e.g. EC-DH public key for adding perfect forward secrecy (PFS).

NOTE: The case of using a short-lifetime secret value – e.g. for use as adding secret entropy to key generation – is already covered by the first ESF Facilitation requirement “The reference point supports EEPs obtaining symmetric (secret) keys through interaction with trusted Facilitators” in clause 7.x.1.3 “Generic Requirements for ESF Key Establishment Reference Points”.
These parameters could be used in the Key Encryption, Key Agreement and Digital Signature Algorithm Classes in Table 7.x.2.3-1 “List of ESF-S1 KEF Algorithm Class (AlgCl) options”

7.x.2.5
ESF-S1 Envelope (ESF-S1 Envelope) Reference Point 
Proposed ESF-Sm Envelope reference point requirements. In addition to the generic requirements in clause 7.x.1.5 “Generic ESF Envelope Requirements”, the following ESF-S1-specific Envelope requirements are proposed:

· The ESF-S1 Envelope supports representing secured payloads for the PSF Algorithm Classes in clause 7.x.2.2 “ESF-S1 Payload Security Reference Point (ESF-S1 Payload Security)”.

· The ESF-S1 Envelope supports representing key establishment parameters for the KEF Algorithm Classes in clause 7.x.2.3 “ESF-S1 Payload Security Reference Point (ESF-S1 Key Establishment)”.

JSON Representations. The IETF JOSE specifications [references] can provide a JSON representation of the ESF-S1 secured payload and key establishment parameters. The generic envelope serialization requirements and the proposed ESF-S1 Envelope requirements could be satisfied by be an envelope which is a JSON element comprised of 

· An identifier for the security session type (in this case indicating S1), followed by 

· One or more JOSE data elements containing the ESF-S1 key establishment parameters and ESF-S1 secured payload.

XML Representations. The W3C XML-SIG [i.26] and XML-ENC [i.28] can provide a XML representation of the ESF-S1 secured payload and key establishment parameters. The generic envelope serialization requirements and the proposed ESF-S1 Envelope requirements could be satisfied by be an envelope which is a JSON element comprised of 

· An identifier for the security session type (in this case indicating S1), followed by 
· One or more XML-SIG and/or XML-ENC data elements containing the ESF-S1 secured payload and key establishment parameters.
Detailed proposed specification for JSON serialization and XML serialization are provided in clause 8.

Editor’s note: The above sentence anticipates detailed specifications will be provided in clause 8. If detailed specifications are not provided, then the above sentence should be deleted.
-----------------------End of change 2---------------------------------------------

Add the following references to clause 2.2. “Informative references”
-----------------------Start of Changes to References Section -------------

[RFC5166] 
IETF RFC 5166: “An Interface and Algorithms for Authenticated Encryption”, 2008

-----------------------End of Changes to References Section -------------

-Start of changes to Definitions Symbols Abbreviations Acronyms -

3
Definitions, symbols, abbreviations and acronyms

3.1
Definitions

For the purposes of the present document, the terms and definitions given in [i.2] and the following apply:
End-to-End Security: Provides for securing messages that can traverse multiple hops between communication entities. Securing of messages involves mutually authenticating the end entities. Securing of messages also involves providing confidentiality and integrity protection of messages in order that end entities are assured that the messages have not been altered or eavesdropped by un-authorized entities.
End-to-End Authentication: Provides an entity with the ability to validate another entity’s identity that was supplied as part of the message. The communicating entities can be multiple hops away.
Canonical:
A unique and unambiguous representation of data [i.17]
Canonicalization:
The process of converting a legal representation of data into its canonical form.
Object-based security:
technology embeds application data within a secure object that can be safely handled by untrusted entities [i.19]
End-to-End Data Integrity Protection: Provides the ability for an entity to integrity protect data.. The integrity protected data can be transported over multiple hops consisting of trusted or untrusted communication entities. An authorized consumer of the data is able to verify the integrity of data and is also able to verify the originator of the data. Such a protection mechanism would ensure that the data is integrity protected “at-rest” and “in-transit” even when handled by intermediate nodes.

End-to-End Data Confidentiality Protection: Provides the ability for an entity to provide for confidentiality protection of data. The confidentiality protected data can be transported over multiple hops consisting of trusted or untrusted communication entities. Only authorized entities can decrypt the confidentiality protected data. Such a protection mechanism would ensure that the data is confidentiality protected “at-rest” and “in-transit” even when handled by intermediate nodes.

Authenticated Encryption with Associated Data: An algorithm providing confidentiality for the plaintext and a way to check its integrity and authenticity while providing the ability to check the integrity and authenticity of some associated data. In this context: plaintext refers to data that is authenticated and encrypted; and associated data refers to data that is authenticated, but not encrypted. See [RFC5116] for further details.
Editor’s Note: the definitions are subject to further refinement.
NOTE:
This may contain additional information.
3.4
Acronyms

For the purposes of the present document, the abbreviations [2] apply:
AMI
Advanced Metering Infrastructure
AEAD
Authenticated Encryption with Associated Data 
DAP
Data Aggregation Point
---End of changes to Definitions, Symbols, Abbreviations, Acronyms ---
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5.a Serialize AlgSets, key params and secured payload in envelope


9.d Source EEP Id, PSF AlgSet, key(s)


10.b input payload, Source EEP Identity 


8.b KEF AlgSet, PSF AlgSet, Key Establishment Params


IntF


8.a Extract key params and secured payload from envelope


6. Security Layer does not address how envelope gets to Target


9.a (o) Retrieve Source EEP Parameters


8.c secured payload


Store parameters


PrepF


IntF


PrepF


9.b Source verif’n & key generation


Note: Colors used to highlight which entity/component performs which operations


1.b (o) Short-term Source EEP params 
(E.g. random values)


ESF Security Layer Functions


5.b envelope



