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1
Introduction

This contribution proposes implementing attribute based access control using XACML.
2
Proposal
8.x
Proposal n: Using XACML
8.x.1
Introduction
eXtensible Access Control Markup Language (XACML)  [i.5] is an XML-based access control language defined by the Organization for the Advancement of Structured Information Standards (OASIS). XACML access control framework conforms to the Attribute Based Access Control (ABAC).

8.x.2
Detailed descriptions
XACML policy structure is shown in figure 8.x.2-1, and described as follows:
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Figure 8.x.2-1: XACML policy structure
Structural elements
XACML is structured into 3 levels of elements:
· Policy set: It is the top level of a XACML policy. A policy set may contain the following components:

· a target
· a policy-combining algorithm-identifier

· a set of policies
· a set of policy sets
· obligation expressions
· advice expressions
· Policy: It is used to organize a set of rules. A policy may contain the following components:

· a target

· a rule-combining algorithm-identifier

· a set of rules

· obligation expressions

· advice expressions
· Rule: It is the most elementary unit of policy. A policy set may contain the following components:

· a target

· an effect

· a condition

· obligation expressions

· advice expressions
Targets
Policy set, policy and rule can all contain target elements. Target is basically a set of simplified conditions for the subject, resource, and action that must be met for a policy set, policy or rule to apply to a given request. Once a policy set, policy or rule is found to be applicable to a given request, the policies contained in the policy set, rules contained in the policy or the rule are evaluated to determine the access decision.
The structure of target is shown in figure 8.x.2-2. Each target may contain one to multiple matches, and each match contains one match function and two match values. One match value is preset in the rule, the other is obtained form a given request.
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Figure 8.x.2-2: XACML target structure
Conditions
Conditions only exist in rules. It is used to check in which condition a rule can be used to evaluate a request.
The structure of condition is shown in figure 8.x.2-3. Each condition may contain one to multiple applies, and each apply contains one apply function and two match values. These match values could be preset in the rule or obtained dynamically, e.g. current time, IP address and so on.
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Figure 8.x.2-3: XACML condition structure
Attributes and categories
The values contained in the targets, match, apply and request are organized into four categories:

· Subject: It is the entity requesting access. A subject has one or more attributes.

· Resource: It is a data, service or system component. A resource has one or more attributes.

· Action: It defines the type of access requested on the resource. Actions have one or more attributes.

· Environment: It provides additional information, e.g. current time.
Effect 
Effect is the intended consequence of the satisfied rule. It can either take the value Permit or Deny.
Obligations

An operation specified in a rule, policy or policy set which is provided to the PEP with the decision of the PDP. The PEP should perform it in conjunction with the enforcement of an authorization decision.
Advice

A supplementary piece of information in a rule, policy or policy set which is provided to the PEP with the decision of the PDP. In contrast to obligations, advice may be safely ignored by the PEP.
Combining algorithms
XACML defines two categories of combining algorithms that can be used to combine multiple rules or policies respectively. The rule combining algorithm defines a procedure for arriving at an access decision given the individual results of evaluation of a set of rules. Similarly, the policy combining algorithm defines a procedure for arriving at an access decision given the individual results of evaluation of a set of policies.
Request
A request can carry the following information:

· Subject attributes

· Resource attributes

· Action attributes

· Environment attributes
Response
A response can carry the following information:

· Decision

· Status

· Obligations

· Advice
8.x.3
Evaluation
From the perspective of the access control policy specification XACML has the following advantages and disadvantages:
Advantages:
· XACML is an access control policy language designed for all organizations.

· A standardized approach to authorization. Access control policies expressed in XACML are interoperable between different access control implementation by multiple vendors
· The XACML model supports the separation of the access decision from the point of use. Authorization algorithms can be removed from the application logic of individual information systems.

· XACML conforms to the Attribute Based Access Control (ABAC).
· Role-based access control (RBAC) can be implemented in XACML.
· Support fine-grained access control.

· An access control system that supports XACML can be reused in other access control systems.
· XACML is extensible through defining new attribute identifiers, data types, policy combing algorithms, rule combing algorithms and functions of match or apply.
Disadvantages:
· XACML is verbose and complex in some ways.
· XACML does not standardize the interactions involving PAP and PIP.
· XACML does not standardize the policy administration and versioning.
· XACML does not support the specification of purpose or intent which is often associated with a privacy policy.

· XACML does not support dynamic authorization.
· There is some adoption, including large enterprises, but not broad, though commercial support is existent.
Recommendation:
For the reasons listed below, we should consider using XACML in the oneM2M system:
· XACML is a standardized access control policy language.

· There is no alternative to XACML for describing ABAC policy currently.
· oneM2M Profile of XACML should be developed in order to achieve the interoperability in the oneM2M System.
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