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Introduction
This CR proposes provides more detail about the procedure of evaluating heterogeneous access control policies and some editorial changes
-----------------------Start of change 1-------------------------------------------

7
Supporting user specified access control policies
7.1
Issues


According to the description in clause 9.6.2 of oneM2M TS-0001 [1] and in clause 7.1 of oneM2M TS-0003 [2], the current authorization solution does not support heterogeneous access control policies. As it is difficult to predicate all the authorization requirements of the oneM2M system and then design a versatile authorization system to satisfy all authorization requirements, it is reasonable for the oneM2M access control system to support user-defined access control mechanisms and/or access control policy languages..



7.2
Solutions


7.2.1
Proposal 1: Solution of Supporting Heterogeneous Access Control Policies
7.2.1.1
Introduction


This clause describes a solution that extends the current oneM2M authorization system to support heterogeneous access control policies.
In the oneM2M authorization system there are two types of access control policies. One type is evaluated in PDP, another type is enforced in PEP such as privacy related access control policies. Access control policies enforced in PEP is also called obligation policy.
7.2.1.2
Redefined Resource Type accessControlPolicy
The redefined <accessControlPolicy> resource is shown in the Figure 7.2.1.2-1. 
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Figure 7.2.1.2-1: Redefined <accessControlPolicy> resource
In the redefined <accessControlPolicy> resource the modified and the new defined attributes are specified in table 7.2.1.2-1.

Table 7.2.1.2-2: New defined/modified attributes of <accessControlPolicy> resource
	Attributes of <accessControlPolicy>
	Multiplicity
	RW/

RO/

WO
	Description
	<accessControlPolicyAnnc> Attributes

	privileges
	0..1
	RW
	A set of access control rules that applies to resources referencing this <accessControlPolicy> resource using the accessControlPolicyID attribute.
	MA

	policyRef
	0..1
	RW
	A reference to an access control policy, from which access control policy can be retrieved.
	MA

	policyCategory
	0..1
	RW
	PDP uses this attribute for selecting a suitable policy evaluator to evaluate the access control policy specified in privileges or policyRef attribute.
	MA

	policyType
	1
	RW
	This attribute indicates the access control policy specified in policyRef attribute should be evaluated in a PDP or in a PEP.
	MA


7.2.1.2
Generic Procedure of Evaluating Heterogeneous  Access Control Policies

The generic procedure of evaluating heterogeneous access control policies is shown in figure 7.2.1.2-1 and described as follows:
· 
· 
· 
· The process in PRP: 

· The PRP generates two policy sets named as PDPPolicySet and PEPPolicySet respectively. The PDPPolicySet is used for keeping the access control policies enforced by a PDP. The PEPPolicySet is used for keeping the obligation policies enforced by a PEP.

· The PRP retrieves all applicable access control policies according to an access control policy request. 

· The PRP puts the applicable policies that should be enforced by the PDP into the PDPPolicySet, and puts the applicable policies that should be enforced by the PEP into the PEPPolicySet.

· The PRP returns both PDPPolicySet and PEPPolicySet back to the PDP via an access control policy response.

· The process in PDP:

· The PDP evaluates an access control decision request against the policies stored in the PDPPolicySet, and makes an access control decision.

· If the result of policy evaluation is “permit” and the PEPPolicySet is not empty, the PDP should return both the access control decision and the PEPPolicySet back to the PEP, otherwise only the access control decision should be returned back to the PEP via an access control decision response.

· The process in PEP:

· The PEP enforces the access control decision, and fulfills the obligation policies in the PEPPolicySet if they accompany the access control decision.
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Figure 7.2.1.2-1: Generic procedure of evaluating heterogeneous access control policies
-----------------------End of change 1---------------------------------------------
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