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1
Introduction

This contribution provides a proposal about how to implement Role Based Access Control in the oneM2M System for TR-0016.
2
Proposal
6.4
Implementing Role Based Access Control
6.4.1
Introduction of Role Based Access Control
6.4.3
Solutions of implementing Role Based Access Control
6.4.3.1
Proposal 1: Solution of supporting Role Based Access Control
6.4.3.1.1
Role Based Access Control architecture
6.4.3.1.2
Role token structure
The structure of role token is shown in figure 6.4.3.1.2-1, it contains the following data fields:

· version: version of the token format.
· tokenID: unique ID of the token.

· holder: ID of the token holder.
· issuer: ID of the token issuer.
· startTime: token valid from this time.

· expiryTime: token expired after this time.

· roleType: distinguish between different types of roles, e.g. M2M Service Roles or some other types of roles defined by M2M Application Service Providers.

· roleName: human readable name of the role.

· appCategories: List of M2M application identities that specify in which applications this role could be used for access control.

· role: ID of the role.

· extensions: Information defined and used by a specific application.
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Figure 6.4.3.1.2-1: Structure of role token
6.4.3.1.3
Resource Type role
The <role> resource represents a role assigned an AE or CSE. It is the child resource of an <AE> resource or a <remoteCSE> or directly under the <CSEBase> resource of the IN-CSE. One can get the information about what roles are assigned to an AE or a CSE through retrieving <role> resources under its <AE> resource or <remoteCSE> resource or the <CSEBase> resource of the IN-CSE.
An <AE> resource or a <remoteCES> or the <CSEBase> resource of the IN-CSE could have zero or multiple <role> child resources.
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Figure 6.4.3.1.3-1: Structure of <AE> resource
The <role> resource should contain the child resources specified in table 6.4.3.1.3-1.
Table 6.4.3.1.3-1: Child resources of <role> resource
	Child Resources of <role>
	Child Resource Type
	Multiplicity
	Description
	<role> Child Resource Types

	[variable]
	<subscription>
	0..n
	See clause 9.6.8 of oneM2M TS-0001 [1] where the type of this resource is described.
	[variable]


The <role> resource should contain the attributes specified in table 6.4.3.1.3-2.

Table 6.4.3.1.3-2: Attributes of <role> resource
	Attributes of <role>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [1] where this common attribute is described.

	resourceID
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [1] where this common attribute is described.

	resourceName
	1
	WO
	See clause 9.6.1.3 of oneM2M TS-0001 [1] where this common attribute is described.

	parentID
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [1] where this common attribute is described.

	expirationTime
	1
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [1] where this common attribute is described.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [1] where this common attribute is described. If no accessControlPolicyIDs is given at the time of creation, the accessControlPolicyIDs of the parent resource is linked to this attribute.

	creationTime
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3 where this common attribute is described

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	roleID
	1
	RW
	The identifier of the role.

	issuer
	1
	RW
	The identifier of the role issuer.

	startTime
	1
	RW
	Start time/date of the role can be used for access control.

This attribute is mandatory for all role resources.

	expiryTime
	1
	RW
	End time/date of the role can be used for access control.

This attribute is mandatory for all role resources.

	roleType
	0..1
	RW
	Distinguish between different types of roles, e.g. M2M Service Roles defined by M2M Service Providers, roles defined by M2M Application Service Providers in their specific M2M applications.

	roleName
	0..1
	RW
	Human readable name of the <role>.

	appCategory
	0..1
	RW
	Specify this role should be used for access control in which M2M application. The holder of the role could use this information to select applicable role for a resource access.

	tokenValue
	0..1
	RW
	Used to store a role token that contains the ID of a role that is assigned to the Originator. The role ID in the role token should be equal to the roleID attribute.
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