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1
Introduction

This contribution provides a solution about token based access control for TR-0016.
2
Proposal
8.x
Proposal n: A Solution of Token Based Access Control
8.x.1
Token Structure
The structure of token is shown in figure 8.x.1-1, it contains the following data fields:

· version: version of the token format.
· tokenID: unique ID of the token.

· holder: ID of the token holder.
· issuer: ID of the token issuer.
· startTime: token valid from this time.

· expiryTime: token expired after this time.

· tokenType: it specifies what kind of privilege is specified in privileges field, e.g. a role or an Access Control List (ACL)..

· tokenName: human readable name of the token.

· appCategories: List of M2M application identities that specify in which applications this token could be used for access control.

· privileges: privilege description, e.g. roles or ACLs.

· extensions: information defined and used by a specific application.
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Figure 8.x.1-1: Structure of access token
8.x.2
Resource Type token
The <token> resource represents an access token assigned an AE or CSE. It is the child resource of an <AE> resource or a <remoteCSE> or directly under the <CSEBase> resource of the IN-CSE. One can get the information about what tokens are assigned to an AE or a CSE through retrieving <token> resources under its <AE> resource or <remoteCSE> resource or the <CSEBase> resource of the IN-CSE.
An <AE> resource or a <remoteCES> or the <CSEBase> resource of the IN-CSE could have zero or multiple <token> child resources.
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Figure 8.x.2-1: Structure of <token> resource
The <token> resource should contain the child resources specified in table 8.x.2-1.
Table 8.x.2-1: Child resources of <token> resource
	Child Resources of <token>
	Child Resource Type
	Multiplicity
	Description
	<token> Child Resource Types

	[variable]
	<subscription>
	0..n
	See clause 9.6.8 of oneM2M TS-0001 [1] where the type of this resource is described.
	[variable]


The <token> resource should contain the attributes specified in table 8.x.2-2.

Table 8.x.2-2: Attributes of <token> resource
	Attributes of <token>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [1] where this common attribute is described.

	resourceID
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [1] where this common attribute is described.

	resourceName
	1
	WO
	See clause 9.6.1.3 of oneM2M TS-0001 [1] where this common attribute is described.

	parentID
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [1] where this common attribute is described.

	expirationTime
	1
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [1] where this common attribute is described.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [1] where this common attribute is described. If no accessControlPolicyIDs is given at the time of creation, the accessControlPolicyIDs of the parent resource is linked to this attribute.

	creationTime
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3 where this common attribute is described

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	tokenID
	1
	RW
	The identifier of the token.

	issuer
	1
	RW
	The identifier of the token issuer.

	startTime
	1
	RW
	Start time/date of the token can be used for access control.

This attribute is mandatory for all token resources.

	expiryTime
	1
	RW
	End time/date of the token can be used for access control.

This attribute is mandatory for all token resources.

	tokenType
	1
	RW
	Specify what kind of privileges is specified in the privileges field of token, e.g. roles or ACLs.

	tokenName
	0..1
	RW
	Human readable name of the token.

	appCategories
	0..1 (L)
	RW
	Specify this token should be used for access control in which M2M applications. The holder of the token could use this information to select applicable tokens for a resource access.

	tokenValue
	0..1
	RW
	Used to store access token itself. The token ID in the access token should be equal to the value in the tokenD attribute.


8.x.3
Procedure of Token Based Access Control 
The general procedure of issuing a token to an Originator and the originator uses the token to access resource is shown in the Figure 8.x.3-1 and described as follows:
Pre-configuration for the token issuance and verification:
· The Originator registers to the Registrar CSE.

· The Token Authority provides the security credentials used for verifying tokens to PDPs.

Procedure of token issuance and use
1. The Originator sends token application request to the Token Authority. This step may not be needed in some cases.
2. The Token Authority checks if the applied privilege can be assigned to the Originator. The Token Authority may need to contact an External Authorization Function for checking this request. In case Token Authority can check the privilege authorization locally, skip this step and the next step.
3. The External Authorization Function checks the privilege authorization request and returns the check result.

4. After passing the privilege authorization check the Token Authority issues a token that contains the applied privilege for the Originator.
5. The Token Authority sends a <token> resource creation request to the Originator’s <AE>/<remoteCSE> resource which is in the Registrar CSE. The token issued to the AE/CSE and information pertain to the token are included in the request.

6. The Registrar CSE checks the access control policies to determine if the Token Authority has the privileges of creating <token> resource in the target <AE>/<remoteCSE> resource. If it is permitted, the Registrar CSE creates the <token> resource.

7. The Registrar CSE returns the result of <token> resource creation back to the Token Authority.

8. The Token Authority returns the result of token issuance back to the Originator. The response may or may not contain the issued token and information pertaining to this token.
9. The Originator sends <token> resources retrieve request to its <AE>/<remoteCSE> resource in the Registrar CSE in order to get the tokens that are issued to it.

10. The Registrar CSE returns retrieved <token> resources back to the Originator.

11. The Originator selects applicable tokens according to the appCategoryIDs attribute of <token> resources, and includes them into the request sent to the Hosting CSE. The included token information should contain at least the token IDs or tokens themselves.

12. The PEP in the Hosting CSE generates access decision request according to the request of the Originator, and sends the request to a PDP. The token information received from the Originator should be included in the request.

13. In case only token IDs are included in the access decision request, the PDP sends a token attribute request to a PIP in order to get the token information using the token IDs, and the PIP further sends a <token> resource retrieve request to the Registrar CSE of the Originator. The PDP may directly send a <token> resource retrieve request to the Registrar CSE of the Originator instead of via a PIP. In case tokens are included in the access decision request, skip this step and the next step.
14. The Registrar CSE retrieves the <token> resource in the target <AE>/<remoteCSE> resource according to the token IDs, and returns the <token> resource back to the PIP or directly back to the PDP.

15. The PDP verifies the received tokens, the verification includes: a token is issued by a valid Token Authority and is still valid. If a token passes the verification, the PDP extracts the privileges from the token.
16. The PDP evaluates the resource access request of the Originator using access control policies and privileges assigned to the Originator for making an access control decision.

17. The PDP returns the access control decision back to the PEP.

18. The Hosting CSE enforces the access control decision, i.e. either performs the resource access on behalf the Originator or denies the resource access.

19. The Hosting CSE returns the result of resource access back to the Originator.
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Figure 8.x.3-1: Token based access control procedure
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