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1
Introduction

This contribution provides a proposal for Application Entity discovery and selection. The document(TS-0016) has getSecureEnvironment, getSEFunctions and getSecureEnvironment, but there is no functions for AEs. A field domain node may have one or more SEs, and SE may be removable. So we need to get a list of available SE, to select a SE, and to use the functions of the SE. A SE may have one or more AE. An AE issuer may create, activate, deactivate, delete AE. And each AE may be issued by different issuers. So each AE has different sensitive functions. And also, CSE need to check what AEs are available when a new SE connected. Because of these, an application for an AE needs to get a list of available AE, to select AE, and to use the functions of the AE.

A SE may has its sensitive functions to access control of SE and to management AEs. For example, An access control function of SE may permit based on its access control policy and data. And remote application management function may load, activate and delete AEs.

An AE may has its dedicated sensitive functions, such as access control function, application dedicated cipher function and sensitive application data management function.
2
Proposal
7.X
AE Discovery and Selection

7.X.1
getApplicationEntity

7X.1.1
Description

This service provides a list of available AE provided by a given SE. A SE may have one or more AEs. A SE may be inserted and be removed physically. Application provider which issued AEs may create, update and delete the AEs. Because of these, CSE or an application for the AE need to check available AEs.
7.X.1.2
Pre-Conditions

M2M-SE-ID is known to the calling entity (getSecureEnvironment).

7.X.1.3
Signature – getApplicationEntity

Table 7.3.1.3-1: getApplicationEntity
	Parameter name
	Direction
	Optional
	Description

	seId
	IN
	NO
	M2M-SE-Identifier

	applicationId
	IN
	NO
	Application Identifier (App-ID) for the AE

	responseType
	OUT
	NO
	Response types:

· List of available Application Entities include their M2M-AE-IDs and their provided security level
· No Application Entity available (but SE exists)

· Application Entities do not exist


7.X.2
getAEFunctions

7.X.2.1
Description

This service provides a list of available sensitive functions provided by a given AE. Unlike getSEFunctions is related with the functions of SE, getAEFunctions is related with dedicated functions to the AE. For example, a mobile TV application shall get permission to access the SE from the access control function of the SE, and then the application should request the multimedia content decryption to the decoding function of the AE.
7.X.2.2
Pre-Conditions

M2M-AE-ID is known to the calling entity (getApplicationEntity).
7.X.2.3
Signature – getAEFunctions

Table 7.3.2.3-1: getAEFunctions
	Parameter name
	Direction
	Optional
	Description

	aeId
	IN
	NO
	M2M-AE-Identifier

	applicationId
	IN
	NO
	Application Identifier (App-ID) for the AE

	responseType
	OUT
	NO
	Response types:

· List of available sensitive functions 

· No sensitive function available (but AE exists)

· AEs do not exist


7.X.3
selectApplicationEntity
7.X.3.1
Description

Selects a particular Application Entity available within the present entity.

7.X.3.2
Pre-Conditions

Not applicable.
7.X.3.3
Signature – selectApplicationEntity
Table 7.4.1.3-1: selectApplicationEntity
	Parameter name
	Direction
	Optional
	Description

	aeId
	IN
	conditional
	M2M-AE-ID

	secLevel
	IN
	conditional
	Types:

AE with highest available security level to be selected

AE with a particular security level to be selected

	responseType
	OUT
	NO
	Response types:

· Security level of selected AE together with aeId

· Security level or selected AE does not exist

	Note: conditional is to be interpreted as mandatory if no other conditional parameter does exist.
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