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	Minutes

	Meeting title:
	SEC20 Meeting – Beijing, China

	Chair:
	Francois Ennesser, Gemalto (Francois.Ennesser@gemalto.com) 

	Vice Chairs:
	Dragan Vujcic, Oberthur Technologies (V.Dragan@oberthur.com) 

	Secretary:
	Victoria Mitchell, TIA (vmitchell@tiaonline.org)

	Meeting Date:
	19-23 November 2015

	Intended purpose of

document:
	 Decision

 Discussion

 Information

 Other <specify>


oneM2M Notice

The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.

1
Opening of meeting 

1.1
Welcome
The meeting was opened by the Chair, Francois Ennesser, Gemalto (Francois.Ennesser@gemalto.com), and began at 13:40 (local) on 19 November 2015.
1.2
Schedule for WG4 (SEC)
The schedule, as noted on the agenda, was reviewed. The Chair noted that due to a meeting conflict, two of the SEC Rapporteurs will not be available this week.

1.3
Attendees

The official list of T20 participants is available on the Portal.
2
Review of Agenda
SEC-2015-0644R01-SEC_20_Agenda
· Updates were made during the week. The final agenda was posted as R08.
AGREED - SEC-2015-0644R01-SEC_20_Agenda
3
Approval of Previous Minutes 

By correspondence
4
Review of Objectives for the Meeting
The objectives, as listed on the agenda, were noted.

5
Review of Action Items
The open action items, as listed on the agenda, were updated as the week progressed:

	REFERENCE
	WHAT
	WHO
	STATUS

	A-WG4-TP18-3
	Clarify the terminology and definitions for Tokens in TR-0019
	All
	

	A-WG4-TP19-1
	SEC will define the concept of role:  what it is, and what it is used for (following joint ARC Teleconference)
	All
	

	A-WG4-TP19-2
	Security and Architecture Group experts were asked to bring a contribution to clarify the terminology for nodes and entities (in TR-0012, see SEC-2015-0601).  
	All
	Closed See SEC-2015-0643R02

	A-WG4-TP19-3
	Clarify terminology related to authorization models in Release 1 and Release 2 (in TR-0016, see SEC-2015-0602).  
	All
	Closed See SEC-2015-0641 and SEC-2015-0645

	A-WG4-TP19-4
	Consider comments on TR-0019 v0.0.3 in SEC-2015-0603 as work moves forward.  
	All
	


6
Corrections and Enhancements CRs (generic WIs)
6.1

Corrections/Clarifications to TS-0003

6.2

Enhancements to TS-0003

SEC-2015-0625-M2M Service Subscription Profile Discussion

NOTED - SEC-2015-0625-M2M Service Subscription Profile Discussion
SEC-2015-0640-RBAC Discussion and Proposal

NOTED - SEC-2015-0640-RBAC Discussion and Proposal
SEC-2015-0655- discussion Role based security

· 3 CRs will be created as a result of this presentation:
· 1 to depricate the SRole-ID (MNT WI)
· 1 to list the roles of AE (MNT WI)
· STE CR against Release 2 (Dynamic Authorization WI)
NOTED - SEC-2015-0655- discussion Role based security
SEC-2015-0657-E2E Security Architecture Impact

· TR-0020 can support
· Joint call to discuss this contribution will be scheduled
· Will also be uploaded as an ARC document
· Update to the contribution (R01) will be uploaded to the Portal
NOTED - SEC-2015-0657-E2E Security Architecture Impact
6.3

Security Related Contributions Affecting REQ Deliverables
Please refer to the official REQ20 meeting summary (REQ-2015-0665) for the official disposition of the REQ contributions that are affected by SEC deliverables.
6.4

Security Related Contributions Affecting ARC Deliverables
Please refer to the official ARC20 meeting summary (ARC-2015-2275) for the official disposition of the ARC contributions that are affected by SEC deliverables.
SEC-2015-0652-Some oneM2M Authorization Solutions Introduction

NOTED - SEC-2015-0652-Some oneM2M Authorization Solutions Introduction

6.5

Security Related Contributions Affecting PRO Deliverables
Please refer to the official PRO20 meeting summary (PRO-2015-xxxx) for the official disposition of the PRO contributions that are affected by SEC deliverables.
7
Contributions to Existing WIs for Future Releases

7.1

TR-0012/WI-0016 – Group Authentication and End-to-End Security
SEC-2015-0628-TR-0012 Determining Security Requirements based on Security Profile

· Security profile (remote or local provisioning) – good 1st step

· Would be enhanced in Release 3

· Proposal for TR-0012
AGREED - SEC-2015-0628R01-TR-0012 Determining Security Requirements based on Security Profile
SEC-2015-0629-TR-0012 End-to-end Data Security proposal

AGREED - SEC-2015-0629-TR-0012 End-to-end Data Security proposal
SEC-2015-0630-TR-0012 End-to-end security credential generation process

AGREED - SEC-2015-0630R01-TR-0012 End-to-end security credential generation process
SEC-2015-0631-TR-0012 Use Case Requirements for Dynamic Security Adaptation

AGREED - SEC-2015-0631R02-TR-0012 Use Case Requirements for Dynamic Security Adaptation
SEC-2015-0633-CR TR-0012 ESF Intro

· Addresses requirements for end-to-end security

· Contributions SEC-2015-0637 ~ 0639 explain in detail the 3 different options proposed in this document
AGREED- SEC-2015-0633R02-CR TR-0012 ESF Intro
SEC-2015-0634R01-CR TR-0012 ESF Sec Layer Ref Model

AGREED - SEC-2015-0634R02-CR TR-0012 ESF Sec Layer Ref Model
SEC-2015-0635-CR TR-0012 ESF-S1

AGREED - SEC-2015-0635R01-CR TR-0012 ESF-S1
SEC-2015-0636-CR TR-0012 ESF-Sm

AGREED - SEC-2015-0636R01-CR TR-0012 ESF-Sm
SEC-2015-0637-CR TR-0012 ESF TargetDataClass 1

· Once SEC TR text is agreed, text is expected to end up in the ARC spec
· Concern was raised about the ability to have this ready before TP21
· If time crunched, this should be the focus for Release 2
AGREED - SEC-2015-0637R01-CR TR-0012 ESF TargetDataClass 1
SEC-2015-0638-CR TR-0012 ESF TargetDataClass 2

· Once SEC TR text is agreed, text is expected to end up in the ARC spec
AGREED - SEC-2015-0638-CR TR-0012 ESF TargetDataClass 2
SEC-2015-0639-CR TR-0012 ESF TargetDataClass 3

· Once SEC TR text is agreed, text is expected to end up in the ARC spec
AGREED - SEC-2015-0639-CR TR-0012 ESF TargetDataClass 3
SEC-2015-0643R01-TR-0012 Normalizing Nodes and Entities

· Submitted in response to an action item asking for clarification of the terminology for nodes and entities

· TR-0012 – several instances of “entity” were replaced with “node” and other changes.
AGREED - SEC-2015-0643R02-TR-0012 Normalizing Nodes and Entities
SEC-2015-0656R02-TR-0012 Annex: Use case for remote attestation
AGREED-SEC-2015-0656R02-TR-0012 Annex: Use case for remote attestation
SEC-2015-0658- Change of schedule for WI-0016
AGREED - SEC-2015-0658- Change of schedule for WI-0016
7.2

TR-0016/WI-0023 – Authorization Architecture and Policies
SEC-2015-0641-TR-0016 Description about Self-Contained Authorization

AGREED- SEC-2015-0641R01-TR-0016 Description about Self-Contained Authorization
SEC-2015-0642-TR-0016 Propose implementing ABAC using XACML

AGREED - SEC-2015-0642-TR-0016 Propose implementing ABAC using XACML
SEC-2015-0645-TR-0016 CR Clause 7 Editorial and Policy Evaluation Procedure

AGREED - SEC-2015-0645R01-TR-0016 CR Clause 7 Editorial and Policy Evaluation Procedure
SEC-2015-0646-TR-0016 A proposal for RBAC Architecture

AGREED - SEC-2015-0646-TR-0016 A proposal for RBAC Architecture
SEC-2015-0647-TR-0016 A proposal of Role Token and Role Resource

AGREED - SEC-2015-0647-TR-0016 A proposal of Role Token and Role Resource
SEC-2015-0648-TR-0016 A Proposal of RBAC Procedures
AGREED - SEC-2015-0648-TR-0016 A Proposal of RBAC Procedures
7.3

TR-0019/WI-0019 – Dynamic Authorization for IoT
SEC-2015-0620-CR TR-0019 Clause 6.2 Title Changes to DAA1

AGREED - SEC-2015-0620-CR TR-0019 Clause 6.2 Title Changes to DAA1
SEC-2015-0622R01-CR TR-0019 Clause 6.3 DAA2 (was in 8.2)
AGREED - SEC-2015-0622R01-CR TR-0019 Clause 6.3 DAA2 (was in 8.2)

SEC-2015-0623R01-CR TR-0019 Clause 6.4 Dyn Auth  Arch 3
AGREED - SEC-2015-0623R04-CR TR-0019 Clause 6.4 Dyn Auth  Arch 3

SEC-2015-0632R01-TR-0019 Dynamic Authorization Solution Proposal
AGREED - SEC-2015-0632R01-TR-0019 Dynamic Authorization Solution Proposal

SEC-2015-0649-TR-0019 A proposal of Token Based Access Control Architecture
AGREED - SEC-2015-0649R01-TR-0019 A proposal of Token Based Access Control Architecture

SEC-2015-0650-TR-0019 A proposal of Token Based Access Control Solution
AGREED - SEC-2015-0650R01-TR-0019 A proposal of Token Based Access Control Solution
SEC-2015-0654R01-TR-0019 Improvements
AGREED - SEC-2015-0654R01-TR-0019 Improvements
7.4

TS-0016/WI-0021 – Secure Environment Abstraction

SEC-2015-0651R06-TS-0016 AE discovery and selection
AGREED - SEC-2015-0651R06-TS-0016 AE discovery and selection
SEC-2015-TS-0016R03 Profile Management
AGREED - SEC-2015-TS-0016R03 Profile Management
7.5
TR-0008 Release 2 oneM2M Threat Analysis

None
7.6
Release 2 Privacy Profiles Interoperability 
SEC-2015-0627-Interoperable Privacy Profiles – Draft list of tags and demo slides
· Contribution will be discussed during SEC20.1.

POSTPONED - SEC-2015-0627-Interoperable Privacy Profiles – Draft list of tags and demo slides
8
Other Contributions
8,1
Liaisons, New Work Items and Revisions of Work Items
None
8,2
Other Contributions for Discussion
None
9
Planning for Next Meeting(s)
Teleconferences
· 26 November 2015 – SEC20.1
· 3 December 2015 – SEC20.2

· 17 December 2015 – SEC20.3

· 6 January 2016 – Joint ARC/SEC

· 14 January 2016 – SEC20.4
Face to Face

· TP21 – San Diego, CA (USA) – 18-22 January 2016
10
Any Other Business/Other Discussions
SEC has chosen to move the change control date to align with the freeze date for ARC, which is TP21 (January 2016).  TR-0016 and TR-0019 work items will be updated to reflect this change (also done for TR-0012). The Revised schedule will be submitted to the Plenary.
11
Closure of meeting

The final SEC session ended at 11:06 (local) on 13 November 2015.
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