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Introduction
-----------------------Start of change 1-------------------------------------------
5.1.2.1 Dynamic Authorization

Dynamic Authorization enables a service provider or resource owner with the ability to provide access privileges, based on one or more authorization checks to an entity such that it is able to perform operations on resource(s) for a finite duration of time, when a prior relationship or static access control policy does not exist for the operation requested by that entity.
-----------------------End of change 1---------------------------------------------

-----------------------Start of change 2-------------------------------------------

6.2.2.1 Dynamic Authorization Architecture
6.2.2.1.1 Consultation-based Dynamic Authorization Architecture
Figure 6.2.2.1-1 provides a high level overview of the consultation-based dynamic authorization architecture. This architecture comprises the following subcomponents that are described as follows:

· Dynamic Authorization System (DAS): A system that determines the access rights of an Originator to perform CRUD operations on a resource based on the dynamic authorization policies associated with it. The dynamic authorization system may reside within an oneM2M service provider network or externally. The details of the External Dynamic Authorization System is out of scope for the present document. The system may compose of one or more Authorization Entities (Authorization Servers) that can perform one or more authorization checks.

· Hosting Entity (HE): A logical entity that hosts a resource and performs enforcement of dynamic authorization policies associated with a hosted resource. The HE may be a dynamic authorization enabled CSE.
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Figure 6.2.2.1-1: Overview of the consultation-based dynamic authorization architecture
Dynamic Authorization Consultation Request: The Hosting CSE consults with a Dynamic Authorization System by sending it a Dynamic Authorization Consultation Request message.  
Dynamic Authorization Consultation Response: Based on the authorization checks that are performed, the Dynamic Authorization System returns dynamic authorization results to the Hosting CSE via a Dynamic Authorization Consultation Response message. 

Dynamically-created Access Control Policy: The Dynamically-created ACP is the counter-part to the existing statically created ACP and uses the same resource structure.  Based on the results of the dynamic authorization checks obtained as part of the Dynamic Authorization Consultation Response, the Hosting CSE dynamically creates an ACP with information about the Originator-Id, type of operation, validity or lifetime of the dynamic authorization that was granted. The only difference between a statically created ACP and this dynamically-created ACP is the dynamically-created ACP is created on-the-fly by the Hosting CSE based the results of the dynamic authorization checks obtained as part of the Dynamic Authorization Consultation Response and likewise can be deleted once the lifetime associated with the authorization checks has expired.

The generic consultation-based dynamic authorization procedure is shown in Figure 6.2.2.1-2.
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Figure 6.2.2.1-2: Overview of the authorization procedure
Step 001:
An Originator sends a request to perform a CRUD operation on a targeted resource hosted by the oneM2M Hosting Entity (Hosting CSE)

Step 002:
The Hosting CSE checks any existing access control policy privileges(if present) associated with the targeted resource and determines that the Originator has not been authorized to access the resource(s).

Step 003: .To determine whether or not dynamic authorization is enabled for the targeted resource, the Hosting CSE checks to see if the resource (or one of its parent resources) has a Dynamic Authorization Consultation resource associated with it.    

Step 004: The Hosting CSE uses the contact information configured in the Dynamic Authorization Consultation resource to initiate dynamic authorization by sending a Dynamic Authorization Consultation Request message to the corresponding Dynamic Authorization System.

Step 005:
The Dynamic Authorization System processes the request.  The details of this processing are out of scope for the present document.
Step 006: The Dynamic Authorization System sends Dynamic Authorization Consultation Response message to the Hosting CSE containing the results of the authorization checks

Step 007:
The Hosting CSE creates a new ACP (dynamically-created ACP) based on the response received. The Hosting CSE performs the appropriate operation(s) on the resource(s) as requested by the originator

Step 008:
The Hosting CSE sends a response back to the originator

-----------------------End of change 2---------------------------------------------
-----------------------Start of change 3---------------------------------------------

7.3
Consultation-based Dynamic Access Control Mechanism

7.3.1
General Description

The Consultation-based Dynamic Access Control mechanism supports authorization to access resources in a dynamic manner.  The steps involved in the Consultation-based Dynamic Access Control procedure are described below.
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Figure 7.3.1.x-1: Flow-chart for Consultation-based Dynamic Authorization process

Step 1.
The Hosting CSE processes incoming request from an originator.

Step 2.
The Hosting CSE checks to see if there is an available ACPs that grants privileges to originator for the requested type of operation. If there is a valid ACP that matches the originator’s request then the Hosting CSE processes the request and no dynamic authorization processing is performed. The Hosting CSE does not differentiate between a dynamically-created ACP and a static ACP since the resource structure and formats are the same as shown in Figure 7.3.1-2.

Step 3.
If there is no valid ACP privilege present that matches the request from the originator, then the Hosting CSE checks to see if the targeted resource has a <dynamicAuthorizationConsultation> resource associated with it. This is done by checking if the targeted resource has has an associated  dynamicAuthorizationConsultationIDs attribute (either included explicitly as an attribute of the resource itself, implied  from one of the parents of the resource, or fixed by the system). The dynamicAuthorizationConsultationIDs attribute contains a list of identifiers of <dynamicAuthorizationConsultation> resources applicable to the targeted resource.
Step 4.
If there is no <dynamicAuthorizationConsultation> resource available, then the Hosting CSE denies the request and the process ends.

Step 5.
If there is a valid <dynamicAuthorizationConsultation> resource available and if the dynamicAuthorizationEnabled attribute is set to “true”, then the Hosting CSE initiates a dynamic authorization consultation request to the DAS.  The DAS processes the request (details of which are out of scope for the present document) and returns a dynamic authorization response to the Hosting CSE that contains the authorization results.  The overall structure of the dynamic authorization consultation request and response messages are defined in section 7.3.2.
Step 6.
If dynamic authorization privileges are granted by the DAS, then the Hosting CSE creates a new ACP (dynamically-created ACP) that reflects the authorization results and their associated lifetime.

Step 7.
If dynamic authorization privileges are granted by the DAS, then Hosting CSE performs the request initiated by the originator. 
Step 8.
If dynamic authorization privileges are denied by the DAS, then Hosting CSE denies the request initiated by the originator. 
A CSE that supports the consultation-based dynamic authorization procedure shall support the following oneM2M resources and attributes.

· A <dynamicAuthorizationConsultation> resource - The information defined in a <dynamicAuthorizationConsultation> resource is used by a CSE for initiating consultation-based dynamic authorization requests.  Consultation-based dynamic authorization is only performed for a targeted resource if and only if it is associated with an enabled <dynamicAuthorizationConsultation> resource.  This resource shall support a dynamicAuthorizationPoA attribute that has point of access address information of a Dynamic Authorization System.  The resource shall also support a dynamicAuthorizationLifetime attribute having a lifetime value that a Hosting CSE shall use when initiating consultation based dynamic authorization requests.  The overall structure of <dynamicAuthorizationConsultation> resources is described in clause xxx "Resource Type dynamicAuthorizationConsultation" of oneM2M TS-0001 [1]).

· A dynamicAuthorizationConsultationIDs common attribute – This attribute contains a list of identifiers of <dynamicAuthorizationConsultation> resources.    If the attribute is not set or has a value that does not correspond to a valid <dynamicAuthorizationConsultation> resource(s), or it refers to an <dynamicAuthorizationConsultation> resource(s) that is not reachable (e.g. because it is located on a remote CSE that is offline or not reachable), then the dynamicAuthorizationConsultationIDs associated with the parent (if present) may apply to the targeted resource, or a system defaults may apply if present.  The complete definition of the dynamicAuthorizationConsultationIDs common attribute is described in clause xxx "Common attributes" of oneM2M TS-0001 [1]). 
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Figure 7.3.1-2: Relation between Resource Instances and dynamically-created Access Control Policies
7.3.2 Parameters for the Request / Response messages

This clause specifies the parameters of a consultation-based dynamic authorization request message. The data types applicable to these parameters are defined in clause xxx of oneM2M TS-0004 [4].

The parameters are listed in table 7.3.2-1
Table 7.3.2-1: Parameters indicated in the consultation-based dynamic authorization request message
	Parameter
	Description
	Mandatory/ Optional

	to
	URI of targeted Dynamic Authorization System
	M

	fr
	Identifier of the Hosting CSE issuing the consultation request
	M

	rid
	Unique identifier of this request message
	M

	oid
	Identifier of the Originator of the request received by the Hosting CSE
	M

	ort
	Type of resource targeted by originated request received by Hosting CSE
	M

	oro
	Type of operation specified in originated request received by Hosting CSE
	M

	oip
	IP address of Originator of request received by Hosting CSE
	O

	oloc
	Location of Originator of request received by Hosting CSE
	O

	orol
	Role of Originator of request received by Hosting CSE
	O

	otm
	Timestamp when originated request was received by Hosting CSE
	O

	orid
	Resource ID targeted by originated request received by Hosting CSE
	O

	rlt
	Proposed lifetime of authorization privileges requested by the Hosting CSE
	O


This clause specifies the parameters of a consultation-based dynamic authorization response message. The data types applicable to these parameters are defined in clause xxx of oneM2M TS-0004 [4].

The parameters are listed in table 7.3.x

Table 7.3.xx: Parameters indicated in the consultation-based dynamic authorization response message

	Parameter
	Description
	Mandatory/ Optional

	rsc
	Response Status Code
	M

	rid
	Request Identifier
	M

	dad
	Dynamic Authorization Decision (e.g. GRANTED or DENIED)
	M

	priv
	List of granted privileges
	O

	plt
	Lifetime of granted privileges
	O


-----------------------End of change 3---------------------------------------------
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