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Introduction
This pseudo-CR introduces an Identity resource within the Secure Environment together with its associated procedures.
-----------------------Start of change 1-------------------------------------------
7.9
Authentication and Identification

7.9.1
<Identity> resource
Secure Environments provide a service to AEs or CSEs to establish a Identity and provide authentication of this Identity. The <Identity> resource shall represent the services offered by the Secure Environment to enable the establishment of a secure Identity. The services include the following:

· generation of an Identity and associated key material within the secure environment
· using the associated key material for authenticating the generated Identity
The <Identity> resource is shown in figure 7.9-1. 
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Figure 7.9-1: <Identity> representation

Attributes in <Identity> are shown in table 7.9-1.

Table 7.9-1: Attributes of <Identity> resource
	Attributes of <sensitiveDataObject>
	Multiplicity
	RW/

RO/

WO
	Description
	<sensitiveDataObjectAnnc> (MA/OA/NA)

	resourceType
	1
	RO
	Defines the resource type.
	NA

	resourceID
	1
	RO
	Defines an identifier for the resource.

This attribute shall be provided by the creator. The creator shall assign a resourceID which is unique within its context.
	NA

	creationTime
	1
	RO
	Time/date of creation of the resource.
The creationTime is set by the CSE hosting the SE when the resource is created.
	NA

	lastModifiedTime
	1
	RO
	Last modification time/date of the resource.

This attribute is mandatory. The lastModifiedTime value is set by the Hosting CSE when the resource is created,and the lastModifiedTime value is updated when the resource is updated.
	NA

	creator
	1
	RO
	The AE-ID or CSE-ID of the entity creating the resource.
	NA

	seAccessPrivileges
	1
	WO
	Is used to control access to the resource.
	NA

	IDName
	1
	RW
	Contains the name of the differential identity 
	NA

	IDData
	1
	RW
	Contains information associated to the identity and which is necessary for the authentication protocol.

The detailed structure depends on the authentication protocol and could comprise among others key material, key references, nonces, protocol identifier, certificates 
	NA

	OriginatorAuthenticationData
	1
	RW
	Contains information provided by the Originator and which is necessary for the authentication protocol.

The detailed structure depends on the authentication protocol and could comprise among others nonces, certificates, signatures
	NA

	ReceiverAuthenticationData
	1
	RW
	Contains information provided by the Receiver and which is necessary for the authentication protocol.

The detailed structure depends on the authentication protocol and could comprise among others nonces, certificates, signatures
	NA


Editor’s note: 
· usage of resourceType attribute is for further study
· discovery of existing identities is for further study
7.9.2
<Identity> Resource Procedures
7.9.2.1
CREATE <Identity>

This procedure shall be used for creating a <Identity>  resource. 

Table 7.9.2.1-1: <Identity> CREATE
	<Identity> CREATE request message parameters

	Associated Reference Point
	Mcs

	Information in Request message
	Following parameters shall exist within the Create request:

To: contains M2M-SE-ID or M2M-AE-ID

From: Registree AE, Registree CSE

Request Identifier

Content: IDName, IDData

	Processing at Originator before sending Request
	Establish security association between creator and SE or AE_Sec

Requests from an AE includes their AE-ID

Requests from a CSE include their CSE-ID

	Processing at Receiver
	Check seAccessPrivileges and validate request

	Information in Response message
	Response status codes: ack; successful operation = CREATE; Unsuccessful Operation = C; 

Request Identifier

	Processing at Originator after receiving Response
	n/a

	Exceptions
	According to [2]


7.9.2.2
RETRIEVE <Identity>
This procedure shall be used for retrieving the identity and conducting the authentication protocol.

Table 7.9.2.2-1: <Identity> RETRIEVE
	<Identity> RETRIEVE request message parameters

	Associated Reference Point
	Mcs

	Information in Request message
	Following parameters shall exist within the RETRIEVE request:

To: contains M2M-SE-ID or M2M-AE-ID

From: Registree AE or Registree CSE

Request Identifier

Content = IDName, OriginatorAuthenticationData

	Processing at Originator before sending Request
	Establish security association between creator and SE

Requests from an AE includes their AE-ID

Requests from a CSE include their CSE-ID

Conducting authentication protocol

	Processing at Receiver
	Check seAccessPrivileges and validate request

Conducting authentication protocol

	Information in Response message
	Response status codes: ack; successful operation = RETRIEVE; Unsuccessful Operation = R; 

Request Identifier

Content = IDName, ReceiverAuthenticationData

	Processing at Originator after receiving Response
	Conducting authentication protocol

	Exceptions
	As defined in [2]


Depending on the authentication protocol it may be necessary to use this procedure several times.

7.9.2.3
UPDATE <Identity>

This procedure shall be used for updating IDData

Table 7.8.2.3-1: <Identity> UPDATE
	<Identity> UPDATE request message parameters

	Associated Reference Point
	Mcs

	Information in Request message
	Following parameters shall exist within the UPDATE request:

To: contains M2M-SE-ID

From: Registree AE or Registree CSE

Request Identifier

Content = IDName, IDData to be updated

	Processing at Originator before sending Request
	Establish security association between creator and SE

Requests from an AE includes their AE-ID

Requests from a CSE include their CSE-ID

	Processing at Receiver
	Check seAccessPrivileges and validate request

	Information in Response message
	Response status codes: ack; successful operation = UPDATE; Unsuccessful Operation = R; 

Request Identifier

	Processing at Originator after receiving Response
	As defined in [2]

	Exceptions
	As defined in [2]


7.9.2.4
DELETE <Identity >

This procedure shall be used for deleting a <Identity> resource. 

Table 7.9.2.4-1: < Identity> DELETE
	<Identity> DELETE request message parameters

	Associated Reference Point
	Mcs

	Information in Request message
	Following parameters shall exist within the DELETE request:

To: contains M2M-SE-ID

From Registree AE

Request Identifier

Content: IDName

	Processing at Originator before sending Request
	Establish security association between creator and SE

Requests from an AE includes their AE-ID

Requests from a CSE include their CSE-ID

	Processing at Receiver
	Check seAccessPrivileges and validate request

	Information in Response message
	Response status codes: ack; successful operation = DELETE; Unsuccessful Operation = D; 

Request Identifier

	Processing at Originator after receiving Response
	n/a

	Exceptions
	As defined in [2]


-----------------------End of change 1---------------------------------------------

-----------------------Start of Changes to References Section -------------

2.1
Normative references

The following referenced documents are necessary for the application of the present document.
[1]
oneM2M Drafting Rules  (http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc)
2.2
Informative references
 [i.1]
oneM2M Drafting Rules  (http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc)
-----------------------End of Changes to References  -------------

-Start of changes to Definitions Symbols Abbreviations Acronyms -

3
Definitions, symbols, abbreviations  and acronyms
3.1
Definitions

<defined term>: <definition>

<defined term>[N]: <definition>

3.2
Symbols

<symbol>
<Explanation>

3.3
Abbreviations and Acronyms
<ABBREVIATION/ACRONYM>
<Explanation>
---End of changes to Definitions, Symbols, Abbreviations, Acronyms ---
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