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1
Introduction

This contribution proposes the role and token based authorization architecture.
2
Proposal
7.y.2.1
Architecture General Description
Figure 7.y.2.1-1 provides a high level overview of the role and token based access control architecture in the oneM2M System. The entities related to role or token issuance are described as follows:

· Authorization Authority: It is responsible for assigning roles and/or issuing access tokens to an Originator and/or according to some privilege assignment policies. These policies are however out of scope of the present document. Token can provide integrity and/or confidentiality protection for its content. The Authorization Authority is a CSE and the Originator is an AE or a CSE.
· External Authorization Function: It is responsible for evaluating a privilege authorization request sent by an Authorization Authority and then making a privilege authorization decision. It could be a trusted third party or the owner of the target resource or the Hosting CSE of the target resource. How to implement an External Authorization Function is however out of scope of the present document.
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Figure 7.y.2.1-1: Role and token based access control architecture
The generic procedure of this architecture is described as follows:
Step 001:
An Originator applies for a privilege from an Authorization Authority.
Step 002:
The Authorization Authority checks if the applied privilege can be assigned to the Originator. In case the Authorization Authority is not sure whether to agree to the request locally, it may contact an External Authorization Function for checking this request.
Step 003:
After confirming the Originator’s request, the Authorization Authority issues a role and/or token to the Originator through creating a <role> resource used to store the role information and/or creating a <token> resource used to store the token information under the Originator’s registration resource in the Originator’s Registrar CSE.
Step 004:
The Originator retrieves the assigned role and/or token from its registration resource.
Step 005:
The Originator sends a resource access request in which role ids, token ids or tokens are included to the Hosting CSE.
Step 006:
The Hosting CSE sends an access decision request to a PDP.
Step 007:
The PDP may need to retrieve the Originator’s roles or tokens from the Originator’s registration resource.
Step 008:
The PDP verifies the Originator’s roles or tokens and makes an access control decision according to access control policies, roles or the privileges described in the token.
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