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1
Introduction

This contribution proposes the procedure of issuing roles or tokens.
2
Proposal
7.y.2.2
Role and Token Issuing Procedure

The general procedure of issuing a role or token to an Originator is shown in the Figure 7.y.2.2-1 and described as follows:
Pre-configuration for the token issuance:

· The Originator registers to the Registrar CSE.
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Figure 7.y.2.2-1: Procedure of issuing a role or token
Procedure of role and/or token issuance is:

1. The Originator sends privilege application request to the Authorization Authority.

2. The Authorization Authority checks if the applied privilege can be assigned to the Originator. The Authorization Authority may need to contact an External Authorization Function for checking this request. In case Authorization Authority can check the privilege authorization locally, skip this step and the next step.

3. The External Authorization Function checks the privilege authorization request and returns the check result.

4. After passing the privilege authorization check the Authorization Authority issues a role and/or token that contains the applied privilege (e.g. roles or ACPs) for the Originator.

5. The Authorization Authority sends a <role> and/or <token> resource creation request to the Originator’s <AE>/<remoteCSE> resource which is in the Registrar CSE. The token issued to the AE/CSE and information pertain to the token are included in the request.

6. The Registrar CSE checks the access control policies to determine if the Authorization Authority has the privileges of creating <role>/<token> resource in the target <AE>/<remoteCSE> resource. If it is permitted, the Registrar CSE creates the <role>/<token> resource.

7. The Registrar CSE returns the result of <role>/<token> resource creation back to the Authorization Authority.

8. The Authorization Authority returns the result of role and/or token issuance back to the Originator. The response may or may not contain the issued role and/or token and information.

9. The Originator sends <role>/<token> resource retrieve request to its <AE>/<remoteCSE> resource in the Registrar CSE in order to get the role and/or tokens that are issued to it.

10. The Registrar CSE returns retrieved <role>/<token> resources back to the Originator.
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