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	MINUTES

	Meeting:
	SEC 21 Interim F2F meeting 

	Chair:
	Francois Ennesser

	Secretary:
	Laurent Velez, ETSI

	Meeting Date:
	2016-01-18 to 2016-01-22

	Meeting Details:
	Face-to-face meeting SEC 21, San Diego, CA


	Intended purpose of

document:
	 Decision

 Discussion

 Information

 Other <specify>

	Template Version:23 February 2015 (Dot not modify)


oneM2M Notice

The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.

1
Opening of the meeting


Francois, opened the meeting and drew the participants’ attention to the oneM2M notice on the cover page of the agenda. He went through the agenda and objectives for this face to face meeting. 
2
Review of Agenda


	SEC-2016-0014R02
	SEC 21 Agenda
	WG Chair
	2016-01-18


SEC-2016-0014R02 was AGREED 
3
Approval of previous Minutes and draft deliverables

	SEC-2016-0003
	7Jan16_SEC20.4_Minutes
	Victoria Mitchell, 


These minutes will be agreed by correspondence and confirmed by email
	SEC-2016-0022
	Minutes SEC 20-5
	Karen Hughes, Secretariat


These minutes will be agreed by correspondence and confirmed by email
4
Review of Objectives for the Meeting

· Release 2 Stage 2 Finalization:

· Clarification on Roles in Release 1 and consolidation for Release 2
· Complete new deliverables scheduled for Release 2 to Change Control status: TR-0012, TR-0016, TR-0019. 

· Finalize architecture impact (Stage 2) of ongoing WIs on TS-0001 and TS-0003

· Reschedule left over features for further releases
5
Review of Action Items
	REFERENCE
	WHAT
	WHO
	STATUS

	A-WG4-TP19-1
	SEC will define the concept of role:  what it is, and what it is used for (following joint ARC Teleconference)
	All
	

	A-WG4-SEC20-1
	In Clause 10.1 of TS-0001, factorize language and procedures related to Authorization and Access Control, checking proper use of references to subsection of clause 11 (cf. discussions on ARC-2016-2306 at SEC 20.4).
	All
	

	A-WG4-SEC21-1:
	In TR-0019, capture current analysis regarding the fact that PIP and PRP are already taken care of by existing resources
	All
	

	A-WG4-SEC21-2
	Complete procedures (RETRIEVE or NOTIFY?) for new resources in ARC-2016-0089R04
	All
	

	A-WG4-SEC21-3
	For Interworking with external systems, SEC should analyze potential issues related to <AE> resource creations without any security check
	All
	


6
Corrections and enhancements CRs (generic WIs)
none

6.1
Corrections / Clarifications to TS-0003 Rel-1
	SEC-2016-0030
	Draft Baseline for TS-0003 Release 2
	Secretariat


SEC-2016-0030 was AGREED
	SEC-2016-0009
	Making from Field Optional in AE Registration
	Interdigital


Some more clarification on the “from” parameter was requested. 
SEC-2016-0009 was NOTED
Revision expected with clarification.

R01 edited online
SEC-2016-0009R02 was AGREED
	SEC-2016-0010
	FQDN from KeID
	Interdigital


Bug fix in release 1 of TS-0003
SEC-2016-0010 was AGREED
	SEC-2016-0011
	DTLS Handshake On-hold
	Interdigital


CR under maintenance of the TS-0003

Edited online. 

SEC-2016-0011 was NOTED
Expected revision 
SEC-2016-0011R01 was NOTED
Expected revision 

SEC-2016-0011R03 was AGREED
	SEC-2016-0012
	Expiration of Enrolment Credentials
	Interdigital


It was raised that there was normative text (shall , may)  in one of the ”note” of the contribution. This needs to be fixed to turn it as informative.

Some off line discussions were needed.

SEC-2016-0012 was NOTED
Revision expected

Some more work needed
SEC-2016-0012R01 was NOTED

Revision expected

SEC-2016-0012R02 was NOTED

SEC-2016-0012R03 was AGREED
	SEC-2016-0013
	Authorizing an Enrolment Target during Provisioning
	Interdigital


There were some discussions for clarification.

Some normative text was in a Note which should be avoided according drafting rules.
SEC-2016-0013 was NOTED
Expected revision.

SEC-2016-0013R01 was AGREED

	SEC-2016-0008
	ServiceSubscriptionAppRule Credentials Update (Rel-1)
	Interdigital


Clarification of the existing spec TS-0003. It adds a note. It was raised the issue that the text is too long for a note, so it was proposed at the meeting to change it into normative text, not into a note.
Expected revision including normative text

SEC-2016-0008 was NOTED
Issue raised: The revision R01of the CR indicates MNT Maintenance in the CR header, but  the type of change is marked as “Change to existing feature or functionality”. This type of change is not allowed for a MNT CR. It was asked to contribute again with a new revision fixing the type of change.in the header.
R01 Edited online as 2 NOTEs were not numbered as it is recommended in the drafting rules.
Expected revision.
SEC-2016-0008R02 was AGREED
6.2
Enhancements to TS-0003 
	SEC-2015-0675R04
	TS-0003 CR to add PPM and Privacy Attribute list
	BT Group


Presented on Wednesday.
Some text identified as requirements needs to be rephrased using normative verbs.
As some questions were raised, it was asked to update some parts with clarification.
SEC-2015-0675R04 was NOTED
Revision expected

R06 presented on Thursday
Edited on line

Clause 11.3.1 is called “actor”. It was indicated it is not the appropriate word. Suggested Involved Entities

M2M Device (AE), which is not in line with the oneM2Mdefinition. It was suggested to replace M2M device by AE.

Also M2M gateway replaced by MN-CSE , ASP AE by IN-AE, etc …
SEC-2015-0675R07 was AGREED 
	SEC-2016-0002R01
	TS-0003 CR E2E Security Primitives Stage 2 text
	Qualcomm Inc.


Presented on Friday. CR for integration in TS-0003 for Rel 2.
SEC-2016-0002R01 was AGREED 
	SEC-2016-0004R01
	TS-0003 CR ESData Stage 2 text
	Qualcomm Inc.


Edited online.
Replace AEAD (Authenticated Encryption with Associated Data) by Encryption

Added text into the definitions and abbreviation.
Expected revision.

SEC-2016-0004R02 was AGREED
	SEC-2016-0018R01
	TS-0003 CR E2EKey Stage 2 text
	Qualcomm Inc.


Presented on Thursday 
SEC-2016-0018R01 was AGREED
	SEC-2016-0021R01
	TS-0003_CR_Dynamic_Authorization_stage_2_text 
	Qualcomm Inc.


One clause needs to be moved to another clause into the contribution.
SEC-2016-0021R01 was NOTED
Revision expected
SEC-2016-0021R02 was edited online

SEC-2016-0021R02 was NOTED

SEC-2016-0021R03 was AGREED
	SEC-2016-0006R02
	Credential Generation for End-to-end security
	Interdigital


Some text would need to be fixed due to minor errors
SEC-2016-0006R02 was NOTED
Revision expected.
CR Integration in TS-0003 Rel 2
SEC-2016-0006R04 was AGREED
	SEC-2016-0007R01
	Consultation based dynamic authorization system
	Interdigital


Comments need off line discussions.
There is commonality for this contribution and the SEC-2016-0021. It is proposed merge the common part
The contribution is proposed to be integrated in SEC-2016-0021R02
SEC-2016-0007R01 was NOTED
	SEC-2016-0027
	TS-0003 Role & Token Issuing Procedure
	Datang


Contribution kept open and will come back with a merged contribution
SEC-2016-0027 was kept OPEN
	SEC-2016-0028
	TS-0003 Role & Token Based Authorization Procedure
	Datang


SEC-2016-0028 was NOTED 
	SEC-2016-0029
	TS-0003 Token Structure
	Datang


Suggestion is to add an audience field, but it can be done later.
Edited online to clarify that the privilege could be role or ACP

SEC-2016-0029 was NOTED
SEC-2016-0029R01 was AGREED
	SEC-2016-0033R01
	S-0003 RBAC Architecture and Procedures
	Datang


The subject has been also discussed in ARC this week.
The document uses the template of an input contribution but should be a Change Request for Rel 2
SEC-2016-0033R01 was NOTED
Revision expected with a appropriate template for contribution

SEC-2016-0033R02 was AGREED

6.3
Security related contributions affecting REQ deliverables

none
6.4
Security related contributions affecting ARC deliverables
	ARC-2016-0053R01
	TS-0001 CR Deprecate SRole
	Alcatel-Lucent


Presented on Monday SEC. Proposal for deprecating Srole into release 1 and need to check if it is acceptable from the security aspect.
Need more off line discussion. Need to be discuss in SEC ad hoc 
R01 was presented in joint ARC/SEC

The service roles are used in TS-0007 – this should be checked with the rapporteur of this spec – Tim Carey.

Annex G should be marked as Void

ARC-2016-0053R01 was NOTED in ARC/SEC
ARC-2016-0053R03 was AGREED in ARC/SEC
	ARC-2016-0068
	Deprecate SRole Mirror CR
	Alcatel-Lucent


ARC-2016-0068 was NOTED in ARC/SEC

ARC-2016-0068R02 was AGREED in ARC/SEC
	ARC-2016-0069 
	Add Authorization Role Handling
	Alcatel Lucent


Presented on Monday SEC. This is addressing release 2.

Clarification that the role concept is not only dynamic. Revsion expected
ARC-2016-0069 was NOTED in ARC/SEC

	ARC-2016-0049R02
	TS-0001 CR SEC2 Access Code
	FUJITSU


Comment was raised that the terminology “access code” is misleading as functionally it is rather an access token.
Need general clarification presenting the full picture of the proposal.

ARC-2016-0049R02 was NOTED in ARC/SEC
Revision expected
ARC-2016-0049R03 was WITHDRAWN in ARC/SEC
	ARC-2015-2306R02
	TS-0001 CR ACP interpretation on registration procedure
	FUJITSU


The behaviour needs to be specified and more details added to explain what exactly is to be checked.

CSE should be included

This issue may be solved by introducing the ‘role’ in Release 2 but it remains a problem in Release 1.

Offline discussion needed and more discussion in the SEC WG to verify whether or not this really is needed.

Revision expected

ARC-2015-2306R02 was NOTED in ARC/SEC
R03 Presented in joint session ARC/SEC on Thursday
ARC-2015-2306R03 was NOTED in ARC/SEC
Expected revision to be reviewed in ARC

ARC-2015-2306R06 was NOTED in ARC 

	ARC-2016-0089
	Distributed Authorization Resource Types and Procedures
	Datang, China Unicom, CATR


ARC-2016-0089 was NOTED in ARC/SEC

Revision expected to be presented in ARC/SEC

There was a concern raised that the mechanism seems to overlap the ACP mechanism. More information are needed to clarify how to link the proposal to the ACP mechanism for security.

Further clarifications were requested. off-line discussion needed.

Will be discussed during the ARC session on Friday

ARC-2016-0089R01 was left OPEN
	ARC-2016-0091
	Role Definition
	Datang, Gemalto, OBERTHUR Technologies


The concern raised is that the content is in line with NIST but not with oneM2M. It needs to be reworked in a revision.

ARC-2016-0091was NOTED in ARC/SEC

Revision expected

ARC-2016-0091R01 was AGREED in ARC/SEC
	ARC-2016-0006R01
	TS-0001 CR E2E Security
	Qualcomm Inc.


Presented in the SEC adhoc on Monday then in the SEC session on Monday.
Clarification needed on why it was decided to use ‘notify’

End to end Security capabilities should be read /write

Common attributes should be grouped together.

Revision expected

ARC-2016-0006R01 was NOTED in ARC/SEC
R02 presented on Thursday in joint session ARC/SEC

Format of the figure if not correctly displayed.

Revision expected to be reviewed in ARC on Friday. As the figure does not include security normative text, it is agreed it can be reviewed in ARC only. The R03 is expected to have an updated figure.

ARC-2016-0006R02 was NOTED in ARC/SEC
ARC-2016-0006R04 was AGREED in ARC

	ARC-2016-0047
	TS-0001 CR Role Resource type and Procedures
	Datang, China Mobile, ZTE, China Unicom, CATR


Some clarification requested so for this purpose, it was decided to present the ARC-2016-0090

The proposed contribution is about having an available resource to associate a role to an entity

ARC-2016-0047R03 was NOTED in ARC/SEC
Revision expected
ARC-2016-0047R04 was NOTED in ARC/SEC
Further discussion requested

Revision expected
ARC-2016-0047R05 was AGREED in ARC
	ARC-2016-0090
	RBAC Architecture and Procedures
	Datang


Comment is that this contribution to TS-0001 contains security concepts that are not clearly linked in the figure to reference points so it will difficult to address them into the protocol specification.

 ARC-2016-0090 was NOTED in ARC/SEC
Revision expected
Comment is that the TS-0001 always refers to TS-0003 for security concept. So the contribution should be included in the TS-0003 instead of TS-0001. The comment is not in the content but rather in which TS to include this normative text.

Off-line discussion needed to come back with a revision
Revision expected if common proposal following off line discussion
ARC-2016-0090R01 was NOTED in ARC/SEC

Expected revision

ARC-2016-0090R02 was NOTED in ARC

	ARC-2016-0048
	TS-0001 CR Token Resource type and Procedures
	Datang, China Mobile, ZTE, China Unicom, CATR


ARC-2016-0048R02 was NOTED in ARC/SEC
ARC-2016-0048R03 presented in ARC/SEC on Thursday
Question about how to use App-ID with the Token procedure.

ARC-2016-0048R03 was NOTED in ARC/SEC
Expected revision
ARC-2016-0048R04 was AGREED in ARC 
	ARC-2016-0032R01
	TS-0001 Dynamic Authorization consultation resource R2
	Interdigital


Doc presented at SEC on Monday. R01 is not yet on the ARC portal. To be discussed at SEC/ARC.
Concerns were raised and discussed that this should be done in configuration and not standardized to keep it simple. 
To explain the background of the contribution, it was presented the SEC-2016 0007 from SEC 20.5, especially for the ones that were not at this interim meeting.
Some concerns. It was expected more off line discussions and chairman proposed to come back on Tuesday on this topic.
ARC-2016-0032R01 was NOTED in ARC/SEC
ARC-2016-0032R03 was AGREED in ARC
	ARC-2015-2261R05
	TS-0014 IW LWM2M Object Security
	Gemalto NV


ARC-2015-2261R05 was AGREED in ARC/SEC
	ARC-2016-0033R01
	TS-0001 Dynamic Authorization consultation procedures R2
	Interdigital


This contribution describes a part of the dynamic authorization procedure as is linked to other contribution. Offline discussion needed.
ARC-2016-0033R01 was NOTED in ARC/SEC

Revision expected to be reviewed in ARC

ARC-2016-0033R02 was AGREED in ARC

	ARC-2016-0073R01
	Proposal of New Access Control Rule Format
	Datang, CATR, China Unicom


Some exchanges have been done in the mailing list that were not taken in account in the contribution. 

It was suggested that the terminology is misleading so it would need to find a better one. 

It was proposed to take into account the comment and come back with a revision after offline discussion.

ARC-2016-0073R02 was NOTED in ARC/SEC

Revision expected

ARC-2016-0073R04 presented in ARC/SEC on Thursday
ARC-2016-0073R04 was NOTED in ARC/SEC
Revision expected

ARC-2016-0073R06 was NOTED in ARC

ARC-2016-0073R07 AGREED in ARC

	ARC-2016-0072
	oneM2M ACP Rule Issues and New Proposal Introduction
	Datang,


Delegates are invited to read this contribution and submit comments.

ARC-2016-0072 was NOTED in ARC/SEC

	ARC-2016-0046
	Role and Token Based Authorization Solutions
	Datang,


Need to decide the way the tokens will be used – this needs to be decided in the security group and then brought back to ARC. This should be discussed during the SEC ad hoc session

ARC-2016-0046 was NOTED in ARC/SEC
	ARC-2016-0082
	TS-0001 R2 CR Dynamic Authorization
	Qualcomm Inc. (TIA)


Some extra time needed to read and understand this contribution

Feedback welcome. See SEC-2016-0021 – this contribution may be of interest and the figure from this should be added to the ARC-2016-0082 contribution.

Revision expected

ARC-2016-0082 was NOTED in ARC/SEC
Dynamic Authorization will be included in release 2.

ARC-2016-0082R04 was AGREED in ARC/SEC
	SEC-2015-0655R01
	discussion Role based security
	Omar Elloumi (Alcatel-Lucent)


Clarification needed, especially expected in another contribution clarifying the definition of the Role.

More discussion to come in SEC

SEC-2015-0655R01 was NOTED in ARC/SEC
6.5
Contributions not discussed

	ARC-2015-2305
	TS-0001 CR Role and Token Resource types
	Datang

	ARC-2015-2303
	TS-0001 CR Role and SRole 
	Alcatel-Lucent

	SEC-2015-0674R01
	TS-0003 CR Correction Roles
	FUJITSU

	SEC-2016-0023
	TS-0003 Proposal of sub-clauses added into clause 7
	Datang

	SEC-2016-0024
	TS-0003 Distributed Authorization Resource Types
	Datang

	SEC-2016-0025
	TS-0003 Distributed Authorization Resource Procedures
	Datang

	SEC-2016-0026
	TS-0003 Role & Token Based Authorization Architecture
	Datang


7
Contributions to existing WIs for future releases

7.1
TR-0012 / WI 0016 Group Authentication and End-to-End Security
	SEC-2015-0656R01
	Use Case for Remote Attestation
	NEC


	SEC-2016-0032
	CR TR-0012 Proofreading
	Gemalto


SEC-2016-0032 was POSTPONED to next conf calls
7.2
TR-0016 / WI 0023 Authorization Architecture and Policies
	SEC-2016-0019
	TR-0016 Evaluation of oneM2M Current ACP Rule
	Qualcomm Inc


SEC-2016-0019 was POSTPONED to next conf calls
	SEC-2016-0020
	TR-0016 Proposal and evaluation of new ACP Rule
	Qualcomm Inc


SEC-2016-0020 was POSTPONED to next conf calls
7.3
TR-0019 / WI 0019 Dynamic Authorization for IoT
	SEC-2015-0661R01 
	TR-0019 CR Ext Dyn Authz system Interworking
	Qualcomm Inc.


SEC-2015-0661R01was NOTED
To be reviewed at the next conf calls

7.4
TS-0016 / WI 0021 Secure Environment Abstraction
	SEC-2016-0015
	TS-0016 Secure Connection
	Giesecke & Devrient


SEC-2016-0015R02 presented on Friday
SEC-2016-0015R02 was POSTPONED for the next conf calls
	SEC-2016-0016
	TS-0016 CR Identity
	Giesecke & Devrient


SEC-2016-0016R02 presented on Friday
SEC-2016-0016R02 was POSTPONED for the next conf calls
	SEC-2016-0017
	TS-0016 CR Cipher
	Giesecke & Devrient


Presented the version R01 for discussion but can not be handled as it was not into the portal
Clarification needed. Questions on the procedure how to use the <Cipher> resource
Also suggestion to use a virtual resource instead.

SEC-2016-0017R02 was presented on Friday.
This subject is the first time to be discussed in SEC. It has not yet been discussed in ARC
It proposed creations of new resources
Discussion that the contribution needs more work to align the proposed new resources with the ARC.
Editorial work to align the convention and way to specify resource with ARC (list of common attributes, naming convention, etc…)
Same comments for associated contributions SEC-2016-0015R02 and SEC-2016-0016R02
More general discussions took place on the Secure Environment (TS-0016) to see evaluate in which release it should be part of. It was suggested to add TS-0016 in release 3, rather than release 2.
SEC-2016-0017R02 was POSTPONED to the next conf calls
	SEC-2016-0031
	CR TS-0016 Improvements
	Giesecke & Devrient


SEC-2016-0031 was POSTPONED to the next conf calls
7.5
TR-0008 Release 2 oneM2M Threat Analysis

7.6
Release 2 Privacy Profiles interoperability

8
Planning for next Meeting(s)

· Conference Calls (tentative)
· SEC21.1 Th. 11 February 2016 
13.30-15.00 UTC 
· SEC21.2 Tue. 16 February 2016   
13.30-15.00 UTC
· SEC21.3 Tue. 1 March 2016 
13.30-15.00 UTC 
· Face to Face
· TP 22 Sophia Antipolis
 
14-18 March 2016
9
Any other business
There was no other business to discuss.
10
Closure of meeting


The Chairman François Ennesser has kindly thanked all the delegates for their involvement and efforts brought at this fruitful meeting.
He also said a big thank to Phil Hawkes and Qualcomm for having kindly hosted the interim meeting SEC#20.5
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