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Introduction
This pseudo-CR introduces a Cipher resource within the Secure Environment together with its associated procedures.

-----------------------Start of change 1-------------------------------------------
7.7.1
<cipher> resource
Secure Environments provide a service for cryptographic operations. A <cipher> resource shall represent sensitive data and related information owned by a creator as shown in figure 7.6-1. 
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Figure 7.7.1-1: <cipher> representation

The <cipher> resource shall contain the child resources specified in table 7.7.1-1.

Table 7.7.1-1: Child resources of <cipher> resource
	Child Resources of <cipher>
	Child Resource Type
	Multiplicity
	Description
	<cipherAnnc> Child Resource Types

	encrypt
	<encrypt>
	1
	See clause 7.7.1.2
	None

	decrypt
	<decrypt>
	1
	See clause 7.7.1.3
	None

	generateKey
	<generateKey>
	0..1
	See clause 7.7.1.4
	None


Attributes in <Cipher> are shown in table 7.7.1-2.

Table 7.7-2: Attributes of <cipher> resource
	Attributes of <sensitiveDataObject>
	Multiplicity
	RW/

RO/

WO
	Description
	<sensitiveDataObjectAnnc> (MA/OA/NA)

	resourceType
	1
	RO
	Defines the resource type.
	NA

	resourceID
	1
	RO
	Defines an identifier for the resource.

This attribute shall be provided by the creator. The creator shall assign a resourceID which is unique within its context.
	NA

	resourceName
	1
	WO
	This attribute is the name for the resource that is used for 'hierarchical addressing method' to represent the parent-child relationships of resources.
	NA

	parentID
	1
	RO
	This attribute is the resourceID of the parent of this resource.
	NA

	expirationTime
	1
	RW
	Time/date after which the resource will be deleted by the Hosting CSE.
	NA

	accessControlPolicyIDs
	0..1 (L)
	RW
	Is used to control access to the resource. If no accessControlPolicyIDs are provided at the time of creation, the accessControlPolicyIDs of the parent resource is linked to this attribute
	NA

	creationTime
	1
	RO
	Time/date of creation of the resource.
The creationTime is set by the CSE hosting the SE when the resource is created.
	NA

	lastModifiedTime
	1
	RO
	Last modification time/date of the resource.

This attribute is mandatory. The lastModifiedTime value is set by the Hosting CSE when the resource is created,and the lastModifiedTime value is updated when the resource is updated.
	NA

	maxByteSize
	0..1
	RW
	Maximum size in bytes of data
	NA

	currentByteSize
	0..1
	RO
	Current size in bytes of sensitive data.
	NA

	sensitiveData
	0..1
	RW
	Contains sensitive data and required information to access and manage sensitive data owned by a dedicated creator
	NA

	calculatedData
	0..1
	RO
	Contains the result of the encryption/decryption
	NA

	
	
	
	
	

	algorithm
	1
	WO
	Contains the algorithm type of the resource instance
	NA

	keyData
	0..1
	RW
	Contains the value of a key
	NA

	keyInformation
	0..1
	RW
	Contains the appropriate Key and algorithm specific parameters, like e.g. initial vector, public part of a key, certificate
	NA


Editor’s note: It is to be investigated if references to keys are possible and how access control of theses keys could then be realized.
The following types are defined for the algorithm attribute:

· ALG_AEAD_AES_128_GCM: The AEAD_AES_128_GCM authenticated encryption algorithm works as specified in [RFC5116], using AES-128 as the block cipher, by providing the key, nonce, and plaintext, and associated data to that mode of operation.
· ALG_AEAD_AES_256_GCM: This algorithm is identical to AEAD_AES_128_GCM, but with the following differences: K_LEN is 32 octets, instead of 16 octets, and AES-256 GCM is used instead of AES-128 GCM.
· ALG_AEAD_AES_128_CCM: The AEAD_AES_128_CCM authenticated encryption algorithm works as specified in [RFC5116], using AES-128 as the block cipher, by providing the key, nonce, associated data, and plaintext to that mode of operation.  
· ALG_AEAD_AES_256_CCM: This algorithm is identical to AEAD_AES_128_CCM, but with the following differences: K_LEN is 32 octets, instead of 16, and AES-256 CCM is used instead of AES-128 CCM.

· ALG_AEAD_AES_128_CCM_8: The AEAD_AES_128_CCM_8 authenticated encryption algorithm is identical to the AEAD_AES_128_CCM algorithm (see Section 5.3 of  [RFC 5116]), except that it uses 8 octets for authentication, instead  of the full 16 octets used by AEAD_AES_128_CCM (see Section 6.1 of  [RFC 6655]). 

· ALG_AEAD_AES_256_CCM_8: The AEAD_AES_256_CCM_8 authenticated encryption algorithm is identical to the AEAD_AES_256_CCM algorithm (see Section 5.4 of [RFC 5116]), except that it uses 8 octets for authentication, instead of the full 16 octets used by AEAD_AES_256_CCM (see Section 6.2 of  [RFC 6655]).
· ALG_AES_BLOCK_128_CBC_NOPAD : Cipher algorithm ALG_AES_BLOCK_128_CBC_NOPAD provides a cipher using AES with block size 128 in CBC mode and does not pad input data.
· ALG_AES_BLOCK_128_ECB_NOPAD : Cipher algorithm ALG_AES_BLOCK_128_ECB_NOPAD provides a cipher using AES with block size 128 in ECB mode and does not pad input data.

· ALG_AES_CBC_ISO9797_M1: Cipher algorithm ALG_AES_CBC_ISO9797_M1 provides a cipher using AES with block size 128 in CBC mode, and pads input data according to the ISO 9797 method 1 scheme.

· ALG_AES_CBC_ISO9797_M2: Cipher algorithm ALG_AES_CBC_ISO9797_M2 provides a cipher using AES with block size 128 in CBC mode, and pads input data according to the ISO 9797 method 2 (ISO 7816-4, EMV'96) scheme.
· ALG_AES_CBC_PKCS5: Cipher algorithm ALG_AES_CBC_PKCS5 provides a cipher using AES with block size 128 in CBC mode, and pads input data according to the PKCS#5 scheme.

· 
· 
· 
· 
· 
· 
· 
· 
· 
· 
· 
· 
· 
· 
· 
· 
· 
Editor’s note: It need to be investigated, which algorithms are needed for oneM2M specifications.
7.7.1.1
<cipher> Resource Procedures
7.7.1.1.1
CREATE <cipher>

This procedure shall be used for creating a <cipher>  resource.

Table 7.7.1.1.1-1: <cipher> CREATE
	<cipher> CREATE request message parameters

	Associated Reference Point
	Mcs

	Information in Request message
	All parameters defined in table 8.1.2-3 of [2] apply with the specific details for:

To: contains M2M-SE-ID or M2M-AE-ID


Content: The resource content shall provide the information as defined in clause 7.7.1.

	Processing at Originator before sending Request
	According to clause 10.1.1.1.of [2]


	Processing at Receiver
	According to clause 10.1.1.1.of [2]

	Information in Response message
	All parameters defined in table 8.1.3-1 of [2] apply with the specific details for:

•
Content: Address of the created <cipher> resource, according to clause 10.1.1.1.of [2]


	Processing at Originator after receiving Response
	According to clause 10.1.1.1. of [2]

	Exceptions
	According to clause 10.1.1.1. of [2]


If <generateKey> is created, the key to be used will be generated  and stored in keyData, in such a case keyInformation is filled with the public part of the generated key. 

7.7.1.1.2
RETRIEVE <cipher>

This procedure shall be used for retrieving the generated output from all/last input data of the <Cipher> resource.

Table 7.7.1.1.2-1: <cipher> RETRIEVE
	<cipher> RETRIEVE request message parameters

	Associated Reference Point
	Mcs

	Information in Request message
	According to clause 10.1.2. of [2] with the specific details for:


To: contains M2M-SE-ID or M2M-AE-ID



	Processing at Originator before sending Request
	According to clause 10.1.2. of [2]


	Processing at Receiver
	According to clause 10.1.2. of [2]

	Information in Response message
	All parameters defined in table 8.1.3-1 of [2] apply with specific details for:

Content: Attributes of the <cipher> resources as defined in clause 7.7.1.



	Processing at Originator after receiving Response
	According to clause 10.1.2. of [2]

	Exceptions
	According to clause 10.1.2. of [2]


7.7.1.1.3
UPDATE <cipher>

This procedure shall be used for updating the <cipher> resource with data to encrypt or decrypt. It may be necessary to use this procedure several times until all data is transmitted.
Table 7.7.1.1.3-1: <cipher> UPDATE
	<cipher> UPDATE request message parameters

	Associated Reference Point
	Mcs

	Information in Request message
	All parameters defined in table 8.1.2-3 of [2] apply with the specific details for:


To: contains M2M-SE-ID or M2M-AE-ID



Content = attributes of the <cipher> resource as defined in clause 7.7.1 which need be updated

	Processing at Originator before sending Request
	According to clause 10.1.3. of [2]


	Processing at Receiver
	According to clause 10.1.3. of [2]

	Information in Response message
	According to clause 10.1.3. of [2]


	Processing at Originator after receiving Response
	According to clause 10.1.3. of [2]

	Exceptions
	According to clause 10.1.3. of [2]


7.7.1.1.4
DELETE <cipher>

This procedure shall be used for deleting a <cipher> resource.

Table 7.7.1.1.4-1: <cipher> DELETE
	<cipher> DELETE request message parameters

	Associated Reference Point
	Mcs

	Information in Request message
	All parameters defined in table 8.1.2-3 of [2] apply with the specific details for:

To: contains M2M-SE-ID or M2M-AE-ID



	Processing at Originator before sending Request
	According to clause 10.1.4.1 of [2]


	Processing at Receiver
	According to clause 10.1.4.1 of [2]

	Information in Response message
	According to clause 10.1.4.1 of [2]


	Processing at Originator after receiving Response
	According to clause 10.1.4.1 of [2]

	Exceptions
	According to clause 10.1.4.1 of [2]


7.7.1.2
<encrypt> Resource
The <encrypt> resource is a virtual resource because it does not have a representation. It is the child resource of a <cipher> resource. When a RETRIEVE request addresses the <encrypt> resource, the sensitiveData of the <cipher> resource is encrypted and the result shall be stored in calculatedData.
The <encrypt> resource inherits access control policies that apply to the parent <cipher> resource.

7.7.1.3
<decrypt> Resource

The <decrypt> resource is a virtual resource because it does not have a representation. It is the child resource of a <cipher> resource. When a RETRIEVE request addresses the <decrypt> resource, the sensitiveData of the <cipher> resource is decrypted and the result shall be stored in calculatedData.

The <decrypt> resource inherits access control policies that apply to the parent <cipher> resource.

7.7.1.4
<generateKey> Resource

The <generateKey> resource is a virtual resource because it does not have a representation. When a RETRIEVE request addresses the <generateKey> resource, the keyData attribute is filled with a key generated according the algorithm attrbute.

The <generateKey> resource inherits access control policies that apply to the parent resource.

7.7.2
<rand> resource
A <rand> resource shall represent random data owned by a creator as shown in figure 7.7.2-1. 
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Figure 7.7.2-1: <rand> representation

The <rand> resource shall contain the child resources specified in table 7.7.1-1.

Table 7.7.1-1: Child resources of <rand> resource
	Child Resources of <rand>
	Child Resource Type
	Multiplicity
	Description
	<randAnnc> Child Resource Types

	generateRand
	<generateRand>
	1
	See clause 7.7.2.2
	None


Attributes in <rand> are shown in table 7.7.2-2.

Table 7.7.2-2: Attributes of <rand> resource
	Attributes of <rand>
	Multiplicity
	RW/

RO/

WO
	Description
	<sensitiveDataObjectAnnc> (MA/OA/NA)

	resourceType
	1
	RO
	Defines the resource type.
	NA

	resourceID
	1
	RO
	Defines an identifier for the resource.

This attribute shall be provided by the creator. The creator shall assign a resourceID which is unique within its context.
	NA

	resourceName
	1
	WO
	This attribute is the name for the resource that is used for 'hierarchical addressing method' to represent the parent-child relationships of resources.
	NA

	parentID
	1
	RO
	This attribute is the resourceID of the parent of this resource.
	NA

	expirationTime
	1
	RW
	Time/date after which the resource will be deleted by the Hosting CSE.
	NA

	accessControlPolicyIDs
	0..1 (L)
	RW
	Is used to control access to the resource. If no accessControlPolicyIDs are provided at the time of creation, the accessControlPolicyIDs of the parent resource is linked to this attribute
	NA

	creationTime
	1
	RO
	Time/date of creation of the resource.
The creationTime is set by the CSE hosting the SE when the resource is created.
	NA

	lastModifiedTime
	1
	RO
	Last modification time/date of the resource.

This attribute is mandatory. The lastModifiedTime value is set by the Hosting CSE when the resource is created,and the lastModifiedTime value is updated when the resource is updated.
	NA

	randomData
	0..1
	RO
	Contains random data which can be retrieved by the creator
	NA

	
	
	
	
	

	rngType
	1
	WO
	A SE can comprise several RNGs, like pseudo RNGs, physical RNGs, Hybrid RNGs, each one even with different properties. The one requested is given by this attribute
	NA

	requestedDataSize
	0..1
	RW
	Requested amount of randomData in Bytes
	NA


7.7.2.1
<rand> Resource Procedures
7.7.2.1.1
CREATE <rand>

This procedure shall be used for creating a <Rand>  resource.

Table 7.7.2.1.1-1: <rand> CREATE
	<rand> CREATE request message parameters

	Associated Reference Point
	Mcs

	Information in Request message
	All parameters defined in table 8.1.2-3 of [2] apply with the specific details for:

To: contains M2M-SE-ID or M2M-AE-ID


Content: The resource content shall provide the information as defined in clause 7.7.2.

	Processing at Originator before sending Request
	According to clause 10.1.1.1.of [2]


	Processing at Receiver
	According to clause 10.1.1.1.of [2]

	Information in Response message
	All parameters defined in table 8.1.3-1 of [2] apply with the specific details for:

•
Content: Address of the created <cipher> resource, according to clause 10.1.1.1.of [2]


	Processing at Originator after receiving Response
	According to clause 10.1.1.1. of [2]

	Exceptions
	According to to clause 10.1.1.1. of [2]


7.7.2.1.2
RETRIEVE <rand>
This procedure shall be used for retrieving the random numbers.

Table 7.7.2.1.2-1: <rand> RETRIEVE
	<rand> RETRIEVE request message parameters

	Associated Reference Point
	Mcs

	Information in Request message
	According to clause 10.1.2. of [2] with the specific details for

To: contains M2M-SE-ID or M2M-AE-ID



	Processing at Originator before sending Request
	According to clause 10.1.2. of [2]


	Processing at Receiver
	According to clause 10.1.2. of [2]

	Information in Response message
	All parameters defined in table 8.1.3-1 of [2] apply with specific details for:

Content: Attributes of the <rand> resources as defined in clause 7.7.2



	Processing at Originator after receiving Response
	According to clause 10.1.2. of [2]

	Exceptions
	According to clause 10.1.2. of [2]


7.7.2.1.3
UPDATE <rand>

This procedure shall be used for setting the amount of random data which is requested.

Table 7.7.1.1.3-1: <rand> UPDATE
	<Rand> UPDATE request message parameters

	Associated Reference Point
	Mcs

	Information in Request message
	All parameters defined in table 8.1.2-3 of [2] apply with the specific details for:


To: contains M2M-SE-ID or M2M-AE-ID



Content = attributes of the <rand> resource as defined in clause 7.7.2 which need be updated

	Processing at Originator before sending Request
	According to clause 10.1.3. of [2]


	Processing at Receiver
	According to clause 10.1.3. of [2]

	Information in Response message
	According to clause 10.1.3. of [2]


	Processing at Originator after receiving Response
	According to clause 10.1.3. of [2]

	Exceptions
	According to clause 10.1.3. of [2]


7.7.2.1.4
DELETE <rand>

This procedure shall be used for deleting a <rand> resource.

Table 7.7.2.1.4-1: <rand> DELETE
	<rand> DELETE request message parameters

	Associated Reference Point
	Mcs

	Information in Request message
	All parameters defined in table 8.1.2-3 of [2] apply with the specific details for:

To: contains M2M-SE-ID or M2M-AE-ID



	Processing at Originator before sending Request
	According to clause 10.1.4.1 of [2]


	Processing at Receiver
	According to clause 10.1.4.1 of [2]

	Information in Response message
	According to clause 10.1.4.1 of [2]


	Processing at Originator after receiving Response
	According to clause 10.1.4.1 of [2]

	Exceptions
	According to clause 10.1.4.1 of [2]


7.7.2.2
<generateRand> Resource

The <generateRand> resource is a virtual resource because it does not have a representation. When a RETRIEVE request addresses the <generateRand> resource, the randomData attribute is filled with random numbers from a random number generator according the rngType attrbute.

The <generateRand> resource inherits access control policies that apply to the parent resource.

7.7.3
<hash> resource
Secure Environments provide a service for calculating hashes. A <hash> resource shall represent sensitive data and related information owned by a creator as shown in figure 7.7.3-1. 
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Figure 7.7.3-1: <hash> representation

The <hash> resource shall contain the child resources specified in table 7.7.1-1.

Table 7.7.3-1: Child resources of <hash> resource
	Child Resources of <hash>
	Child Resource Type
	Multiplicity
	Description
	<hashAnnc> Child Resource Types

	calculateHash
	<calculateHash>
	1
	See clause 7.7.3.2
	None


Attributes in <hash> are shown in table 7.7.3-2.

Table 7.7.3-2: Attributes of <hash> resource
	Attributes of <sensitiveDataObject>
	Multiplicity
	RW/

RO/

WO
	Description
	<sensitiveDataObjectAnnc> (MA/OA/NA)

	resourceType
	1
	RO
	Defines the resource type.
	NA

	resourceID
	1
	RO
	Defines an identifier for the resource.

This attribute shall be provided by the creator. The creator shall assign a resourceID which is unique within its context.
	NA

	resourceName
	1
	WO
	This attribute is the name for the resource that is used for 'hierarchical addressing method' to represent the parent-child relationships of resources.
	NA

	parentID
	1
	RO
	This attribute is the resourceID of the parent of this resource.
	NA

	expirationTime
	1
	RW
	Time/date after which the resource will be deleted by the Hosting CSE.
	NA

	accessControlPolicyIDs
	0..1 (L)
	RW
	Is used to control access to the resource. If no accessControlPolicyIDs are provided at the time of creation, the accessControlPolicyIDs of the parent resource is linked to this attribute
	NA

	creationTime
	1
	RO
	Time/date of creation of the resource.
The creationTime is set by the CSE hosting the SE when the resource is created.
	NA

	lastModifiedTime
	1
	RO
	Last modification time/date of the resource.

This attribute is mandatory. The lastModifiedTime value is set by the Hosting CSE when the resource is created,and the lastModifiedTime value is updated when the resource is updated.
	NA

	algorithm
	1
	WO
	Specfies the algorithm for the hash
	NA

	message
	0..1
	RW
	The message which is to be hashed
	NA

	hashValue
	0..1
	RO
	Is the calculated Hash
	NA


The following types are defined as algorithm types: SHA256, SHA384, SHA512
7.7.3.1
<hash> Resource Procedures
7.7.3.1.1
CREATE <hash>

This procedure shall be used for creating a <hash>  resource.

Table 7.7.3.1.1-1: <hash> CREATE
	<hash> CREATE request message parameters

	Associated Reference Point
	Mcs

	Information in Request message
	All parameters defined in table 8.1.2-3 of [2] apply with the specific details for:

To: contains M2M-SE-ID or M2M-AE-ID


Content: The resource content shall provide the information as defined in clause 7.7.3.

	Processing at Originator before sending Request
	According to clause 10.1.1.1.of [2]


	Processing at Receiver
	According to clause 10.1.1.1.of [2]

	Information in Response message
	All parameters defined in table 8.1.3-1 of [2] apply with the specific details for:

•
Content: Address of the created <hash> resource, according to clause 10.1.1.1.of [2]


	Processing at Originator after receiving Response
	According to clause 10.1.1.1. of [2]

	Exceptions
	According to clause 10.1.1.1. of [2]


7.7.3.1.2
RETRIEVE <hash>
This procedure shall be used for retrieving the calculated hash. 

Table 7.7.3.1.2-1: <hash> RETRIEVE
	<hash> RETRIEVE request message parameters

	Associated Reference Point
	Mcs

	Information in Request message
	According to clause 10.1.2. of [2] with the specific details for:


To: contains M2M-SE-ID or M2M-AE-ID



	Processing at Originator before sending Request
	According to clause 10.1.2. of [2]


	Processing at Receiver
	According to clause 10.1.2. of [2]

	Information in Response message
	All parameters defined in table 8.1.3-1 of [2] apply with specific details for:

Content: Attributes of the <hash> resources as defined in clause 7.7.3



	Processing at Originator after receiving Response
	According to clause 10.1.2. of [2]

	Exceptions
	According to clause 10.1.2. of [2]


7.7.3.1.3
UPDATE <hash>

This procedure shall be used for updating the <hash> resource with data to be hashed.

Table 7.7.3.1.3-1: <hash> UPDATE
	<hash> UPDATE request message parameters

	Associated Reference Point
	Mcs

	Information in Request message
	All parameters defined in table 8.1.2-3 of [2] apply with the specific details for:

To: contains M2M-SE-ID or M2M-AE-ID



Content = attributes of the <hash> resource as defined in clause 7.7.3 which need be updated

	Processing at Originator before sending Request
	According to clause 10.1.3. of [2]


	Processing at Receiver
	According to clause 10.1.3. of [2]

	Information in Response message
	According to clause 10.1.3. of [2]


	Processing at Originator after receiving Response
	According to clause 10.1.3. of [2]

	Exceptions
	According to clause 10.1.3. of [2]


7.7.3.1.4
DELETE <hash>

This procedure shall be used for deleting a <hash> resource.

Table 7.7.3.1.4-1: <hash> DELETE
	<hash> DELETE request message parameters

	Associated Reference Point
	Mcs

	Information in Request message
	All parameters defined in table 8.1.2-3 of [2] apply with the specific details for:

To: contains M2M-SE-ID or M2M-AE-ID



	Processing at Originator before sending Request
	According to clause 10.1.4.1 of [2]


	Processing at Receiver
	According to clause 10.1.4.1 of [2]

	Information in Response message
	According to clause 10.1.4.1 of [2]


	Processing at Originator after receiving Response
	According to clause 10.1.4.1 of [2]

	Exceptions
	According to clause 10.1.4.1 of [2]


Editor’s note: It is to be discussed, if this resource should be merged with the <Cipher> resource.
7.7.3.2
<calculateHash> Resource

The <calculateHash> resource is a virtual resource because it does not have a representation. When a RETRIEVE request addresses the < calculateHash > resource, the hashValue attribute is filled with the hash calculated over the data in the message attribute according the algorithm  attrbute.

The <calculateHash> resource inherits access control policies that apply to the parent resource.

7.7.4
<signature> resource
Secure Environments provide a service for signing messages and verifying signatures. A <signature> resource shall represent sensitive data and related information owned by a creator as shown in figure 7.7.4-1. 
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Figure 7.7.4-1: <signature> representation

The <signature> resource shall contain the child resources specified in table 7.7.4-1.

Table 7.7.4-1: Child resources of <signature> resource
	Child Resources of <signature>
	Child Resource Type
	Multiplicity
	Description
	<signatureAnnc> Child Resource Types

	calculateSignature
	<calculateSignature>
	1
	See clause 7.7.4.2
	None

	verifySignature
	<verifySignature>
	1
	See clause 7.7.4.3
	None

	generateKey
	<generateKey>
	0..1
	See clause 7.7.4.4
	None


Attributes in <Signature> are shown in table 7.7.4-2.

Table 7.7.4-2: Attributes of <signature> resource
	Attributes of <signature>
	Multiplicity
	RW/

RO/

WO
	Description
	<signatureAnnc> (MA/OA/NA)

	resourceType
	1
	RO
	Defines the resource type.
	NA

	resourceID
	1
	RO
	Defines an identifier for the resource.

This attribute shall be provided by the creator. The creator shall assign a resourceID which is unique within its context.
	NA

	resourceName
	1
	WO
	This attribute is the name for the resource that is used for 'hierarchical addressing method' to represent the parent-child relationships of resources.
	NA

	parentID
	1
	RO
	This attribute is the resourceID of the parent of this resource.
	NA

	expirationTime
	1
	RW
	Time/date after which the resource will be deleted by the Hosting CSE.
	NA

	accessControlPolicyIDs
	0..1 (L)
	RW
	Is used to control access to the resource. If no accessControlPolicyIDs are provided at the time of creation, the accessControlPolicyIDs of the parent resource is linked to this attribute
	NA

	creationTime
	1
	RO
	Time/date of creation of the resource.
The creationTime is set by the CSE hosting the SE when the resource is created.
	NA

	lastModifiedTime
	1
	RO
	Last modification time/date of the resource.

This attribute is mandatory. The lastModifiedTime value is set by the Hosting CSE when the resource is created,and the lastModifiedTime value is updated when the resource is updated.
	NA

	message
	0..1
	RW
	Message either to be signed or to be used to verify a signature, this could be alternatively a hash value
	NA

	
	
	
	
	

	algorithm
	1
	WO
	Contains the algorithm type of the resource instance
	NA

	keyData
	0..1
	WO
	Contains the value of the key
	NA

	keyInformation
	0..1
	RW
	Contains information about the key like a certificate
	NA

	signature
	0..1
	RW
	Contains the signature either to be calculated or to be verified
	NA

	verificationResult
	0..1
	RO
	Contains the result of a signature verification operation
	NA


The following types are defined for the algorithm attribute:

ALG_AES_CMAC_128 : Signature algorithm ALG_AES_CMAC_128 generates a 16-byte Cipher-based MAC (CMAC) using AES with blocksize 128 in CBC mode with ISO9797_M2 padding scheme.

 ALG_AES_MAC_128_NOPAD :Signature algorithm ALG_AES_MAC_128_NOPAD generates a 16-byte MAC using AES with blocksize 128 in CBC mode and does not pad input data.
















ALG_ECDSA_SHA_256 :Signature algorithm ALG_ECDSA_SHA_256 generates a 32-byte SHA-256 digest and signs/verifies the digest using ECDSA with the curve defined in the ECKey parameters - such as the P-256 curve specified in the Digital Signature Standards specification[NIST FIPS PUB 186-2].

 ALG_ECDSA_SHA_384 :Signature algorithm ALG_ECDSA_SHA_384 generates a 48-byte SHA-384 digest and signs/verifies the digest using ECDSA with the curve defined in the ECKey parameters - such as the P-384 curve specified in the Digital Signature Standards specification[NIST FIPS PUB 186-2].

 ALG_ECDSA_SHA_512 :Signature algorithm ALG_ECDSA_SHA_512 generates a 64-byte SHA-512 digest and signs/verifies the digest using ECDSA with the curve defined in the ECKey parameters - such as the P-521 curve specified in the Digital Signature Standards specification[NIST FIPS PUB 186-2].



ALG_HMAC_SHA_256 :HMAC message authentication algorithm ALG_HMAC_SHA_256 This algorithm generates an HMAC following the steps found in RFC: 2104 using SHA-256 as the hashing algorithm.

 ALG_HMAC_SHA_384 :HMAC message authentication algorithm ALG_HMAC_SHA_384 This algorithm generates an HMAC following the steps found in RFC: 2104 using SHA-384 as the hashing algorithm.

 ALG_HMAC_SHA_512 :HMAC message authentication algorithm ALG_HMAC_SHA_512 This algorithm generates an HMAC following the steps found in RFC: 2104 using SHA-512 as the hashing algorithm.

























7.7.4.1
<signature> Resource Procedures
7.7.4.1.1
CREATE <signature>

This procedure shall be used for creating a <signature> resource.

Table 7.7.4.1.1-1: <signature> CREATE
	<Signature> CREATE request message parameters

	Associated Reference Point
	Mcs

	Information in Request message
	All parameters defined in table 8.1.2-3 of [2] apply with the specific details for:

To: contains M2M-SE-ID or M2M-AE-ID


Content: : The resource content shall provide the information as defined in clause 7.7.1.

	Processing at Originator before sending Request
	According to clause 10.1.1.1.of [2]


	Processing at Receiver
	According to clause 10.1.1.1.of [2]

	Information in Response message
	All parameters defined in table 8.1.3-1 of [2] apply with the specific details for:

•
Content: Address of the created <signature> resource, according to clause 10.1.1.1.of [2]


	Processing at Originator after receiving Response
	According to clause 10.1.1.1. of [2]

	Exceptions
	According to clause 10.1.1.1. of [2]


If <generateKey> is created, the key to be used will be generated  and stored in keyData, in such a case keyInformation is filled with the public part of the generated key.
 7.7.4.1.2
RETRIEVE <signature>
This procedure shall be used for retrieving either the calculated signature of the <Signature> resource or the result of the verification of a signature. 

Table 7.7.4.1.2-1: <signature> RETRIEVE
	<signature> RETRIEVE request message parameters

	Associated Reference Point
	Mcs

	Information in Request message
	According to clause 10.1.2. of [2] with the specific details for:


To: contains M2M-SE-ID or M2M-AE-ID



	Processing at Originator before sending Request
	According to clause 10.1.2. of [2]


	Processing at Receiver
	According to clause 10.1.2. of [2]

	Information in Response message
	All parameters defined in table 8.1.3-1 of [2] apply with specific details for:

Content: Attributes of the <signature> resources as defined in clause 7.7.4.



	Processing at Originator after receiving Response
	According to clause 10.1.2. of [2]

	Exceptions
	According to clause 10.1.2. of [2]


7.7.4.1.3
UPDATE <signature>

This procedure shall be used for updating the <signature> resource with the message to be signed or to be verified and in the case of verification the signature to be verified.

Table 7.7.4.1.3-1: <signature> UPDATE
	<signature> UPDATE request message parameters

	Associated Reference Point
	Mcs

	Information in Request message
	All parameters defined in table 8.1.2-3 of [2] apply with the specific details for:

To: contains M2M-SE-ID or M2M-AE-ID


Content = attributes of the <signature> resource as defined in clause 7.7.4 which need be updated

	Processing at Originator before sending Request
	According to clause 10.1.3. of [2]


	Processing at Receiver
	According to clause 10.1.3. of [2]

	Information in Response message
	According to clause 10.1.3. of [2]


	Processing at Originator after receiving Response
	According to clause 10.1.3. of [2]

	Exceptions
	According to clause 10.1.3. of [2]


7.7.1.1.4
DELETE <signature>

This procedure shall be used for deleting a <signature> resource.

Table 7.7.1.1.4-1: <signature> DELETE
	<signature> DELETE request message parameters

	Associated Reference Point
	Mcs

	Information in Request message
	All parameters defined in table 8.1.2-3 of [2] apply with the specific details for:

To: contains M2M-SE-ID or M2M-AE-ID



	Processing at Originator before sending Request
	According to clause 10.1.4.1 of [2]


	Processing at Receiver
	According to clause 10.1.4.1 of [2]

	Information in Response message
	According to clause 10.1.4.1 of [2]


	Processing at Originator after receiving Response
	According to clause 10.1.4.1 of [2]

	Exceptions
	According to clause 10.1.4.1 of [2]


7.7.4.2
<calculateSignature> Resource

The <calculateSignature> resource is a virtual resource because it does not have a representation. It is the child resource of a <signature> resource. When a RETRIEVE request addresses the <calculateSignature> resource, the signature is calculated and written in the signature attribute of the <signature> resource.
The <calculateSignature> resource inherits access control policies that apply to the parent <signature> resource.

7.7.4.3
<verifySignature> Resource

The <verifySignature> resource is a virtual resource because it does not have a representation. It is the child resource of a <signature> resource. When a RETRIEVE request addresses the <verifySignature> resource, signature of the is verified and the result shall be stored in verificationResult.

The <verifySignature> resource inherits access control policies that apply to the parent <cipher> resource.

7.7.4.4
<generateKey> Resource

The <generateKey> resource is a virtual resource because it does not have a representation. When a RETRIEVE request addresses the <generateKey> resource, the keyData attribute is filled with a key generated according the algorithm attrbute.

The <generateKey> resource inherits access control policies that apply to the parent resource.

-----------------------End of change 1---------------------------------------------

-----------------------Start of Changes to References Section -------------

2.1
Normative references

The following referenced documents are necessary for the application of the present document.
[1]
oneM2M Drafting Rules  (http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc)
2.2
Informative references
 [i.1]
oneM2M Drafting Rules  (http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc)
-----------------------End of Changes to References  -------------

-Start of changes to Definitions Symbols Abbreviations Acronyms -

3
Definitions, symbols, abbreviations  and acronyms
3.1
Definitions

<defined term>: <definition>

<defined term>[N]: <definition>

3.2
Symbols

<symbol>
<Explanation>

3.3
Abbreviations and Acronyms
<ABBREVIATION/ACRONYM>
<Explanation>
---End of changes to Definitions, Symbols, Abbreviations, Acronyms ---

CHECK LIST

· Does this change request include an informative introduction containing the problem(s) being solved, and a summary list of proposals.?
· Does this CR contain changes related to only one particular issue/problem?
· Have any mirror crs been posted?
· Does this change request  make all the changes necessary to address the issue or problem?  E.g. A change impacting 5 tables should not only include a proposal to change only 3 tables. Includes any changes to references, definitions, and acronyms in the same deliverable?
· Does this change request follow the drafting rules?
· Are all pictures editable?
· Have you checked the spelling and grammar?
· Have you used change bars for all modifications?
· Does the change include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change? (Additions of complete sections need not show surrounding clauses as long as the proposed section number clearly shows where the new section is proposed to be located.)
· Are multiple changes in this CR clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.?
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