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Introduction
It is very important to provide introductory figure for security provisioning for reader since he will first get what are all procedures are there for security provisioning. A figure 6.1.2.1-1 is added showing there could be 2 ways to configure security parameters. 

Next change is modification in figure 6.1.2.1-1 figure. Since this figure is for enrolment phase, hence there should not be event of operational phase. Keeping that in mind Operation phase connections have been removed.
-----------------------Start of change 1-------------------------------------------
6.1.2
High level sequence of events

6.1.2.1
Enrolment phase

M2M equipments typically require provisioning and configuration phases before being put in actual operation. Enrolment provisions the essential information to establish a security association between a Field Domain entity (the Enrolee) and the entity’s Registrar CSE, either by provisioning the entities directly, or by provisioning the Enrolee and the M2M Authentication Function of a chosen M2M Service Provider. The essential security information includes the security credentials and identifiers. 

Enrolment may be performed by a pre-provisioning that can be integrated in the manufacturing or product deployment phase, or by means of a security bootstrapping procedure (i.e. remote security provisioning) that takes place before the equipment starts actual operation. Figure 6.1.2.1-1 clearly explains the above mentioned procedures.

[image: image1]
Figure 6.1.2.1-1: Provisioning Procedures
At the service layer level, such provisioning and configuration requires  selection of the stakeholder that will provide services through the equipment, especially the M2M Service Provider. This Enrolment phase requires contractual agreements between the stakeholders.

Enrolment phase may occur several times during the lifecycle of an M2M equipment, but is only repeated when a change in the Service Provider affects the provisioning or configuration of the equipment. 

The security provisioning phase for the different layers can be combined using a common method of  security pre-provisioning.

Remote Security Provisioning Frameworks (RSPF) provide post-provisioning of the essential information. Remote 
Security Provisioning procedures rely on an M2M Enrolment Function which can be external to the M2M Service Provider to establish appropriate credentials.

· Pre-Provisioned Symmetric Enrolee Key Remote Security Provisioning Framework: A symmetric key is pre-provisioned to the Enrolee and M2M Enrolment Function for the mutual authentication of those entities. For more details, see clause 8.3.2.1.

· Certificate-Based Remote Security Provisioning Framework: The Enrolee and M2M Enrolment Function are each issued and authenticate themselves with private signing keys and Certificates containing the corresponding Public Verification Key. For more details see clause 8.3.2.2.

· GBA-based Remote Security Provisioning Framework. In this case, the M2M Enrolment Function includes the functionality of a GBA Bootstrap Server Function. This framework uses 3GPP or 3GPP2 symmetric keys to authenticate the Enrolee and the M2M Enrolment Function (which is also a GBA BSF). The details are specified by 3GPP TS 33.220 [13] and 3GPP2 S.S0109-A [14]. For more details see clause 8.3.2.3.

Figure 6.1.2.1-1 illustrates the different Remote Security Provisioning Frameworks. Note there is no communication between M2M Entities A and B in the Remote Security Provisioning procedure. After successful completion of the Remote Security Provisioning procedure, a Security Association Establishment procedure is applied.
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Figure 6.1.2.1-2: Entities involved in Remote Security Provisioning. 
-----------------------End of change 1---------------------------------------------
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�This text was largely moved from the description of RSPFs below


�The deleted text was moved to the beginning of the clause
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