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Introduction
Some editorial changes has been suggested for TS-0003-V2.0.1 .
-----------------------Start of change 1-------------------------------------------
7.2
AE Impersonation Prevention

Since several AEs can behave maliciously and pretend to be another AE with their ID changed, the Hosting CSE needs prevention mechanism for AE impersonation. This mechanism works at Registrar CSE since Registrar CSE is an entry point of M2M system.
When the Registrar CSE receives a request,the Registrar CSE shall perform the following procedure.
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Figure 7.2-1: AE impersonation checking procedure
 0.
Security association establishment is performed.

1.
The AE sends a request to Hosting CSE via its Registrar CSE (Hosting CSE is not represented on this figure and can either be the Registrar CSE or another CSE).

2.
The Registrar CSE checks if the value in the From parameter is the same as the ID associated in security association.

3.
If the value is not the same, the Registrar CSE sends a response with an impersonation error response code.

4.
The Registrar CSE performs procedures specified in clause 8.2 of oneM2M TS-0001 [1]. Depending on the number of Transit CSEs, the Registrar CSE either processes the request or forwards it to the Hosting CSE or to another Transit CSE.

7.4
Role Based Access Control

7.4.1
Role Based Access Control Architecture
Figure 7.4-1 provides a high level overview of the role based access control architecture in the oneM2M System. The entities related to role issuance are described as follows:
· Role Authority: It is responsible for assigning roles to Originators through creating <role> resources in a Role Repository.

· Role Repository: It is a CSE that is responsible for storing <role> resources created by Role Authorities.
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Figure 7.4.1-1. Role based access control architecture
The profiles for these certificates are found in clause 10.1.1 "Certificate Profiles".
8.1.2.2
Path Validation and Certificate Status Verification

If an entity is to authenticate another entity using a device certificate, CSE-ID certificate, AE-ID certificate or FQDN certificate, then the entity shall perform basic path validation (section 6.1of IETF RFC 5280 [34]) as part of verifying the other entity's certificate (see clause 8.1.2.5 "Certificate Verification").
CA certificates shall include the name constraint extensions (clause 4.2.1.10 "Name Constraints" of IETF RFC 5280 [34]) and shall constrain the names (object identifier M2M Device IDs from Annex H "Object Identifier Based M2M Device Identifier" oneM2M TS-0001 [1], public domain name representation of the CSE-ID, Absolute AE-ID or FQDNs) which may be in the subsequent certificate used to authenticate the entity (device certificate, CSE-ID certificate, AE-ID certificate or FQDN certificate respectively).
· Clause 4.2.1.10 "Name Constraints" in IETF RFC 5280 [34] describes how the name constraint extension is used for constraining URIs and FQDNs.

· Clause 10.4.1.4.2 "Profile for Certificate Authority Certificates for Device Certificates" describes how the name constraint extension is used for constraining object identifier M2M Device IDs.

The trust anchor information (section 6.1.1 of IETF RFC 5280 [34]) is provided to the entity during Credential Configuration, Association Configuration, Bootstrap Credential Configuration or Bootstrap Instruction Configuration.

8.1.2.4
Information Needed for Certificate Authentication of another Entity

Entity A shall be configured to trust the following information in order to authenticate Entity B using the certificate-Based SAEF:

· An indication of the public key certificate flavour of other Entity B's Certificate (that is, raw public key certificate, device certificate, CSE-ID certificate or AE-ID certificate).

· In the case where Entity B's certificate is a raw public key certificate:

· A public key identifier for the raw public key in the certificate (see clause 10.1.2 "Public Key Identifiers"). 
· In the case where other Entity B's certificate is a device certificate, CSE-ID certificate or FQDN certificate:

· A Globally unique identifier: The globally unique identifier for the entity  which is also present in the subjectAltName extension of the other entity's certificate:

· Device Certificate: A globally unique hardware instance identifier (such as the object identifier M2M Device ID  in Annex H "Object Identifier Based M2M Device Identifier" oneM2M TS‑0001 [1]) that is present in the device certificate.

· CSE-ID Certificate: The public domain name representation of the CSE-ID as defined in TS-0001 [1].
· Trust Anchor Information: For the trust anchor certificates of Entity B's certificate chain (see clause 8.1.2.2 "Path Validation and Certificate Status Verification").

Entity B shall be configured to trust the following information in order to authenticate Entity A using the Certificate-Based SAEF:

· An indication of the public key certificate flavour of Entity A’s Certificate (that is, raw public key certificate, device certificate or CSE-ID certificate).

· In the case where Entity A’s certificate is a raw public key certificate: 

· 
A public key identifier for the raw public key in the certificate (see clause 10.1.2 “Public Key Identifiers”). 

· In the case where Entity A’s certificate is an device certificate, CSE-ID certificate or AE-ID certificate:

· 
Trust Anchor Information: for the trust anchor certificate for Entity A’s certificate chain (see clause 8.1.2.2 “Path Validation and Certificate Status Verification”).

In order to authenticate the M2M Enrolment Function using the certificate-based RSPF, an Enrolee shall be configured to trust the trust anchor information of the M2M Enrolment Function’s certificate chain. 

An M2M Enrolment Function shall be configured to trust the following information in order to authenticate an Enrolee using the certificate-based RSPF:

· An indication of the public key certificate flavour of Entity B’s Certificate (that is, raw public key certificate or device certificate).

· In the case where the Enrolee’s certificate is a raw public key certificate: 

· 
A public key identifier for the raw public key in the certificate (see clause 10.1.2 “Public Key Identifiers”). 

· In the case where the Enrolee’s certificate is a device certificate, CSE-ID certificate or AE-ID certificate:

· 
A Globally unique identifier: The globally unique identifier which is also present in the subjectAltName extension of the Enrolee’s certificate

· 
Device Certificate: A globally unique hardware instance identifier (such as the object identifier M2M Device ID in Annex H “Object Identifier Based M2M Device Identifier” TS-0001 [1]) that is present in the device certificate.

·      CSE-ID Certificate: The public domain name representation of the CSE-ID as defined in TS-0001 [1].

·     AE-ID Certificate: The Absolute AE-ID assigned to the AE.

· 
Trust Anchor Information: for the trust anchor certification for the Enrolee’s certificate chain (see clause 8.1.2.2 “Path Validation and Certificate Status Verification”).
8.1.2.5
Certificate Verification 

This clause describes how an entity authenticates the other entity in the Security Handshake of a Certificate-Based Security Framework.

The other entity's Certificate is received during the Security Handshake.

The other entity's Certificate is verified as follows:

· If the certificate information configured during the Association Configuration or Bootstrap Instruction Configuration indicates that the other entity's Certificate is a raw public key certificate, then the entity verifies that the public key identifier (received during Association Configuration or Bootstrap Instruction Configuration) corresponds matches the raw public key certificate (received during the Security Handshake) using the process described in clause 10.1.2 "Public Key Identifiers".

· If the certificate information configured during the Association Configuration or Bootstrap Instruction Configuration  indicates that the other entity's Certificate is a device certificate, CSE-ID certificate, AE-ID certificate or FQDN certificate, then the entity  shall perform the following verifications:

· The entity shall look for a match between the globally unique identifier described in clause 8.1.2.4 "Information Needed for Certificate Authentication of another Entity" (received during Association Configuration or Bootstrap Instruction Configuration) and the values in the subjectAltName extension of the other entity's Certificate (received during the Security Handshake). If there is not an exact match, then the entity shall abort the (D)TLS handshake. 

· In the case of device certificate, the globally unique identifier is a globally unique hardware instance identifier (such as the object identifier M2M Device ID  in Annex H "Object Identifier Based M2M Device Identifier" oneM2M TS-0001 [1]). In this case, the notion of a "match" depends on how the globally unique hardware instance identifier may be represented in the subjectAltName extension.

· In the case of a CSE-ID certificate, the globally unique identifier is the public domain name representation of the CSE-ID as defined in TS-0001[1], and a match is a FQDN in the subjectAltName extension in the other entity's certificate that is an exact match for the public domain name representation of the CSE-ID.

· In the case of an AE-ID certificate, the globally unique identifier is the AE-ID, and a match is a URI in the subjectAltName extension in the other entity's certificate that is an exact match for the Absolute AE-ID.

· In the case of an FQDN certificate, the globally unique identifier is the FQDN of the M2M Authentication Function or M2M Enrolment Function, and a match is a URI, FQDN or dNSName in the subjectAltName extension in the other entity's certificate that is an exact match for the FQDN of the M2M Authentication Function or M2M Enrolment Function.

· The entity shall perform path validation and certificate status verification using the trust anchor certificate as described in clause 8.1.2.2 "Path Validation and Certificate Status Verification"). If this verification fails, then the entity shall abort the (D)TLS handshake.

NOTE:
After a successful Security Handshake in which the other entity provides a Certificate Chain, the other entity's identity (received during Association Configuration or Bootstrap Instruction Configuration) can be associated with additional information extracted from the other entity's Certificate Chain (e.g. the other entity Manufacturer, other entity owner, or conformance criteria). These details are not described in the present document.
-----------------------End of change 1---------------------------------------------
-----------------------Start of Changes to References Section -------------

2.1
Normative references

The following referenced documents are necessary for the application of the present document.
[1]
oneM2M Drafting Rules  (http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc)
2.2
Informative references
 [i.1]
oneM2M Drafting Rules  (http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc)
-----------------------End of Changes to References  -------------

-Start of changes to Definitions Symbols Abbreviations Acronyms -

3
Definitions, symbols, abbreviations  and acronyms
3.1
Definitions

<defined term>: <definition>

<defined term>[N]: <definition>

3.2
Symbols

<symbol>
<Explanation>

3.3
Abbreviations and Acronyms
<ABBREVIATION/ACRONYM>
<Explanation>
---End of changes to Definitions, Symbols, Abbreviations, Acronyms ---
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