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1
Introduction

This contribution proposes a definition for Group Authentication Solution 1 in clause 3.1 of TR-0012.
2
Proposal
******************** Start of Change ****************
3.1
Definitions

For the purposes of the present document, the terms and definitions given in [i.2] and the following apply:
M2M Trust Enabler Function (TEF): It is a trusted third-party entity that can provide services such as credential generation, registration and provisioning in order to enable secure data protection and access.
End-to-End Security: Provides for securing messages that can traverse multiple hops between communication entities. Securing of messages involves mutually authenticating the end entities. Securing of messages also involves providing confidentiality and integrity protection of messages in order that end entities are assured that the messages have not been altered or eavesdropped by un-authorized entities (including intermediary nodes involved in the transmission).
End-to-End Authentication: Provides an entity with the ability to validate another entity’s identity that was supplied as part of the message. The communicating entities can be multiple hops away.
Canonical:
A unique and unambiguous representation of data [i.17]
Canonicalization:
The process of converting a legal representation of data into its canonical form.
Object-based security:
technology that embeds application data within a secure object that can be safely handled by untrusted entities [i.19]
End-to-End Data Integrity Protection: Provides the ability for an entity to integrity protect data.. The integrity protected data can be transported over multiple hops consisting of trusted or untrusted communication entities. An authorized consumer of the data is able to verify the integrity of data and is also able to verify the originator of the data. Such a protection mechanism would ensure that the data is integrity protected “at-rest” and “in-transit” even when handled by intermediate nodes.

End-to-End Data Confidentiality Protection: Provides the ability for an entity  to provide for confidentiality protection of data. The confidentiality protected data can be transported over multiple hops consisting of trusted or untrusted communication entities. Only authorized entities can decrypt the confidentiality protected data. Such a protection mechanism would ensure that the data is confidentiality protected “at-rest” and “in-transit” even when handled by intermediate nodes.
Authenticated Encryption with Associated Data: An algorithm providing confidentiality for the plaintext and a way to check its integrity and authenticity while providing the ability to check the integrity and authenticity of some associated data. In this context: plaintext refers to data that is authenticated and encrypted; and associated data refers to data that is authenticated, but not encrypted. See [i.30] for further details.
Group Authentication: Provides an entity (authenticator) with the ability to validate the identities of all entities which belong to a group [3]. Confidentiality and integrity of communication between the authenticator and each individual entity in the group is protected from exploit by other entities in the group and any middle node.
Editor’s Note: the definitions are subject to further refinement.


NOTE:
This may contain additional information.

******************** End of Change ****************








































© 2015 oneM2M Partners






















Page 1 (of 2)

