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1
Introduction

This contribution proposes Group Authentication related CRs to clause 7 of TR-0012:
1) deletion of clause 7.2, clause 7.3, 

2) addition of Group Authentication requirements in a new clause 7.2;

2
Proposal
******************** Start of Change ****************
7
Requirements and Principles
<Text>

7.1
Assumptions
Editor’s note: this clause provides assumptions.

<Text>

7.2
Group Authentication Requirements
Note: these requirements have been incorporated into TS-0002[2].

The following is a list of basic requirements to be considered in design and analysis of group authentication solutions:

· When the M2M Devices are grouped and the M2M Gateway is authorized as delegate of the group for accessing the M2M Server, the M2M Gateway shall be able to, on behalf of the M2M Devices in the group, perform Mutual Authentication with the M2M Server.
· When the M2M Devices are grouped and the M2M Gateway belongs to a third party, oneM2M System shall be able to protect Security and Privacy of communication between individual M2M Device and M2M Server from other M2M devices and the third party M2M Gateway

 




******************** End of Change ****************
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