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GUIDELINES for Change Requests:

Provide an informative introduction containing the problem(s) being solved, and a summary list of proposals.

Each CR should contain changes related to only one particular issue/problem.
In case of a correction, and the change apply to previous releases, a separated “mirror CR” should be posted at the same time of this CR
Follow the principle of completeness, where all changes related to the issue or problem within a deliverable are simultaneously proposed to be made E.g. A change impacting 5 tables should not only include a proposal to change only 3 tables. Includes any changes to references, definitions, and acronyms in the same deliverable.
Follow the drafting rules.
All pictures must be editable.
Check spelling and grammar to the extent practicable.
Use Change bars for modifications.
The change should include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change. Additions of complete sections need not show surrounding clauses as long as the proposed section number clearly shows where the new section is proposed to be located.
Multiple changes in a single CR shall be clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.
When subsequent changes are made to content of a CR, then the accepted version should not show changes over changes. The accepted version of the CR should only show changes relative to the baseline approved text. 
Introduction
This pCR introduces a SE resource and its corresponding procedures. 
-----------------------Start of change 1-------------------------------------------
7.3
Secure Environment
7.3.1
<secureEnvironment> resource
7.3.1.1
Description

The <secureEnvironment> resource represents dedicated SEs available within the respective M2M node including the SE class, provided functions, contained AE_SECs and the type of the SE.
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Figure 7.3.1-1: <secureEnvironment> representation

Attributes in <secureEnvironment> are shown in table 7.3.1-1.

Table 7.3.1-1: Attributes of <secureEnvironment> resource

	Attributes of <secureEnvironment>
	Multiplicity
	RW/

RO/

WO
	Description
	<secureEnvironmenAnnc> (MA/OA/NA)

	resourceType
	1
	RO
	Defines the resource type.
	NA

	resourceID
	1
	RO
	Defines an identifier for the resource.

This attribute shall be provided by the creator. The creator shall assign a resourceID which is unique within its context.
	NA

	resourceName
	1
	WO
	This attribute is the name for the resource that is used for 'hierarchical addressing method' to represent the parent-child relationships of resources.
	NA

	parentID
	1
	RO
	This attribute is the resourceID of the parent of this resource.
	NA

	accessControlPolicyIDs
	0..1 (L)
	RW
	Is used to control access to the resource. If no accessControlPolicyIDs are provided at the time of creation, the accessControlPolicyIDs of the parent resource is linked to this attribute
	NA

	creationTime
	1
	RO
	Time/date of creation of the resource.

The creationTime is set by the CSE hosting the SE when the resource is created.
	NA

	lastModifiedTime
	1
	RO
	Last modification time/date of the resource.

This attribute is mandatory. The lastModifiedTime value is set by the Hosting CSE when the resource is created,and the lastModifiedTime value is updated when the resource is updated.
	NA

	maxByteSize
	0..1
	RW
	Maximum size in bytes of data
	NA

	currentByteSize
	0..1
	RO
	Current size in bytes of sensitive data.
	NA

	seIdentifier
	0..1
	RO
	Contains the identifier of the SE
	NA

	seType
	0..1
	RO
	Contains the result of the encryption/decryption
	NA

	seFunction
	1..n
	RW
	Contains a description of the function provided by the SE
	

	seAESEC_
	1..n
	RW
	Contains the identifiers and additional information on the application entity residing within the SE
	NA


7.3.2
<secureEnvironment> Resource Procedures
7.3.2.1
CREATE <secureEnvironment>
This procedure shall be used for creating a <secureEnvironment> resource.

Table 7.3.2.1-1: <secureEnvironment> CREATE
	<secureEnvironment> CREATE request message parameters

	Associated Reference Point
	Mcs

	Information in Request message
	Following parameters shall exist within the Create request:

Operation

To: contains M2M-SE-ID

From Registree AE

Request Identifier

Content: seIdentifier; seType; seFunction; seAESEC_

Name: name of resource

	Processing at Originator before sending Request
	Establish security association between creator and SE

Requests from an AE includes their AE-ID

	Processing at Receiver
	Check seAccessPrivileges and validate request

	Information in Response message
	Response status codes: ack; successful operation = CREATE; Unsuccessful Operation = C; 

Request Identifier

	Processing at Originator after receiving Response
	n/a

	Exceptions
	According to [2]


7.3.2.2
RETRIEVE <secureEnvironment>
This procedure shall be used for retrieving a <secureEnvironment> resource.

Table 7.3.2.2-1: <secureEnvironment> RETRIEVE
	<secureEnvironment> RETRIEVE request message parameters

	Associated Reference Point
	Mcs

	Information in Request message
	Following parameters shall exist within the RETRIEVE request:

Operation

To: contains M2M-SE-ID;
From Registree AE

Request Identifier
Request parameter: all, seType; seFunction; seAESEC_

	Processing at Originator before sending Request
	Establish security association between creator and SE

Requests from an AE includes their AE-ID

	Processing at Receiver
	Check seAccessPrivileges and validate request

	Information in Response message
	Response status codes: ack; successful operation = RETRIEVE; Unsuccessful Operation = R; 

Request Identifier

Content = respective response data (either seIdentifier, seType, list of available seFunctions or list of seAESECs.If Request parameter = all then the response data comprises all information.

	Processing at Originator after receiving Response
	As defined in [2]

	Exceptions
	As defined in [2]


7.3.2.3
UPDATE <secureEnvironment>
This procedure shall be used for updating the attributes and actual data of a <secureEnvironment> resource.

Table 7.3.2.3-1: <secureEnvironment> UPDATE
	<secureEnvironment> UPDATE request message parameters

	Associated Reference Point
	Mcs

	Information in Request message
	Following parameters shall exist within the UPDATE request:

Operation

To: contains M2M-SE-ID

From Registree AE

Request Identifier

Name

Content = seFunction or seAESEC_

	Processing at Originator before sending Request
	Establish security association between creator and SE

Requests from an AE includes their AE-ID

	Processing at Receiver
	Check seAccessPrivileges and validate request

	Information in Response message
	Response status codes: ack; successful operation = UPDATE; Unsuccessful Operation = R; 

Request Identifier

	Processing at Originator after receiving Response
	As defined in [2]

	Exceptions
	As defined in [2]


7.3.2.4
DELETE <secureEnvironment>
This procedure shall be used for deleting a <secureEnvironment> resource.

Table 7.3.2.4-1: <secureEnvironment> DELETE
	<secureEnvironment> DELETE request message parameters

	Associated Reference Point
	Mcs

	Information in Request message
	Following parameters shall exist within the DELETE request:

Operation

To: contains M2M-SE-ID

From Registree AE

Request Identifier

Name

	Processing at Originator before sending Request
	Establish security association between creator and SE

Requests from an AE includes their AE-ID

	Processing at Receiver
	Check seAccessPrivileges and validate request

	Information in Response message
	Response status codes: ack; successful operation = DELETE; Unsuccessful Operation = D; 

Request Identifier

	Processing at Originator after receiving Response
	As defined in [2]

	Exceptions
	As defined in [2]
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-----------------------End of change 1---------------------------------------------

-----------------------Start of Changes to References Section -------------

2.1
Normative references
-----------------------End of Changes to References  -------------

-Start of changes to Definitions Symbols Abbreviations Acronyms -

3
Definitions, symbols, abbreviations  and acronyms
3.3
Abbreviations and Acronyms
---End of changes to Definitions, Symbols, Abbreviations, Acronyms ---

CHECK LIST
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· Have any mirror crs been posted?
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