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	MINUTES

	Meeting title:
	SEC 22 F2F meeting (TP 22)

	Chair:
	Francois Ennesser

	Secretary:
	Anna Riondet, ETSI

	Meeting Date:
	2016-03-14 to 2016-03-18

	Meeting Details:
	Ordinary face-to-face meeting during TP22

in Sophia Antipolis, France

	Intended purpose of

document:
	 Decision

 Discussion

 Information

 Other <specify>


oneM2M Notice

The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.

1
Opening of the meeting


1.1
Welcome
Francois Ennesser opened the meeting and drew the participants’ attention to the oneM2M notice on the cover page of the agenda.
2
Review & Approval of Agenda


	SEC-2016-0060R01
	SEC 22 Agenda
	WG Chair (Gemalto)


SEC-2016-0060R01 was AGREED
3
Review & Approval of Previous Minutes and deliverables


	SEC-2016-0046
	SEC 21.3 Minutes
	Secretariat
	2016-03-01


Agreement by correspondence
SEC-2016-0046 was AGREED
· Draft deliverables: 

· TS-0003 Rel-1 Baseline: v1.4.1 available on portal

· TS-0003 Rel-2 Baseline: v2.0.1 available on portal

· TS-0016 draft Baseline: v0.4.0 (in SEC-2016-0042)

· TR-0012 draft Baseline: v0.8.1 (in SEC-2016-0043)

·  TR-0016 draft baseline: v0.5.1 (in SEC-2016-0061)

· TR-0019 draft baseline: v0.5.0 available on portal

TR-0016 was FROZEN

TR-0012 was put under CHANGE CONTROL
4    Review of Objectives for the Meeting
· Release 2 Stage 2 fine tuning (as needed) on TS-0003, TS-0016, TS-0001 (e.g. addressing and removing editor’s notes)

· Consider TS-0003 Release 2 restructuring for easier reading 

· Update status of TR deliverables scheduled for Release 2: TR-0008 (Rel-2), TR-0012, TR-0016, TR-0019. Move status forward toward publication according to decisions.

· Freeze of intended deliverables

· Provide revised WI Schedules to TP as needed

· Identify missing Stage 3 parts for new Release 2 features: Assign and plan actions 

· Start discussing features for further releases, if time permits
5
Review of open Action Status


	REFERENCE
	WHAT
	WHO
	STATUS

	A-WG4-SEC21-1:
	In TR-0019, capture current analysis regarding the fact that PIP and PRP are already taken care of by existing resources
	All
	

	A-WG4-SEC21-2
	Complete procedures (RETRIEVE or NOTIFY?) for new resources in ARC-2016-0089R04
	All
	


6
Corrections and enhancements CRs (generic WIs)

	SEC-2016-0047R02
	CR TS-0003 Rel-2 Update to Clause 6.2.6 Trust Functions
	Gemalto
	2016-03-15


Minor editorial changes to the document. 

“General authentication” – should be: general authentication and end-to-end security purposes.

Discussion on the distinction between MAF and MEF. Some offline discussion is needed. 

This will be discussed during the ad-hoc session

Revision expected

SEC-2016-0047R02 was NOTED. 

	SEC-2016-0047R04
	CR TS-0003 Rel-2 Update to Clause 6.2.6 Trust Functions
	Gemalto


Late comments were included in the revision.

SEC-2016-0047R04 was AGREED

	SEC-2016-0048R01
	CR TS-0003 Rel-2 PPM clarifications
	Gemalto
	2016-03-15


SEC-2016-0048R01 was AGREED

	SEC-2016-0048
	CR TS-0003 Rel-2 PPM clarifications
	Gemalto
	2016-03-14


Some modifications in Introduction section. Change from “Can” to “May” as this might be normative text.

Section 11.2, 11.3 – words for clarification added. Figure 11.3.2.1 is not editable so changes for clarification couldn’t be made. Changes of “will” into “shall”.
Decision needs to be made which way to go in terms of access control. It should be automatic. The function of creating or updating access control policies in the PPM is for further study – until we make a decision. For now it will be left as editor’s note until the discussion on the topic is over. It will be further discussed at the ad-hoc meeting. 

Secretariat to check with EditHelp about the use of colours in the documents.

Text in normative annex. It’s for local implementation. Protocol level aspect to be clarified. 

Revision expected with revised figures

SEC-2016-0048 was NOTED
	SEC-2016-0049
	Corrections & Clarifications to TS-0003 Rel-2
	Gemalto
	2016-03-15


To be further discussed during ad-hoc session. A clean version is required. 

The rapporteur would like two different contributions. One for purely editorial changes and another for more fundamental changes (token structure, shall – may, etc.) 

SEC-2016-0049 was NOTED

	SEC-2016-0049R01
	Corrections & Clarifications to TS-0003 Rel-2
	Gemalto


This is a first step CR.

Ask the rapporteur to provide a revised draft of TS-0003 with editable figures

SEC-2016-0049R01 was AGREED

	SEC-2016-0054
	TS-0003-Detailed_Enrollment_Procedures
	InterDigital
	2016-03-14


CR related to Release 1. More details on credential request procedure. Adding clarifications.

Editorial remark on using “Clause” instead of “Section”. 

Question for clarification on : 

· The Enrolment Target’s ID is extracted from the “from” field and is validated if the particular Enrolment Target is allowed to fetch credentials for the Enrolee. If the validation fails, GET response is sent as per step ‘e’. If the validation is successful, then the key is generated with the pre-master key retrieved in step ‘a’ as mentioned in section 10.3.3.
Very high level section description on remote security provisioning framework. To be left in section 6. One of the subsections of section 8 would be more appropriate. Make it a new close. 

Revision expectede

SEC-2016-0054 was NOTED. 

	SEC-2016-0054R01
	TS-0003-Detailed_Enrollment_Procedures
	InterDigital


Editorial changes. More changes to be made offline. 
Revision expected

SEC-2016-0054R01 was NOTED.

	SEC-2016-0054R02
	TS-0003-Detailed_Enrollment_Procedures
	InterDigital


GET request -> retrieve request, deletion of GET in the text

Clean version to be uploaded for the rapporteur (with no changes to changes) to be included in TS 0003 Rel 2.

SEC-2016-0054R02 was NOTED,
SEC-2016-0054R03 was AGREED

	SEC-2016-0058
	TS-0003 Distributed Authorization
	Datang
	2016-03-14


CR against Release 2. Concerns Clause 7.

There was discussion on the content of Table 7.x.2-2: Question for clarification on what is the difference between Deny and Not applicable. 

It was suggested that the table shouldn’t be called Value of access control decision 

Syntax error is protocol specific. What should be the level of detail here? This should be discussed during joint session with PRO.

It should be defined what are the access control decisions.  

Why not to use MCC interface. PDP and PIP using MCC. Is it the case or not? It should be specified in ARC and PRO.

Author’s question to the audience on the table 7.x.2-2: Permit, deny, partially permit – about people’s opinions and suggestions. 

Exchanges btw PDP, PIP: should resources be defined?  

There was discussion on the validity of “restricted permit”.
Revision expected
SEC-2016-0058 was NOTED

	SEC-2016-0058R01
	TS-0003 Distributed Authorization
	Datang


Editorial change. Clean revision is expected with markups. No revisions to revisions. 

SEC-2016-0058R01 was NOTED
SEC-2016-0058R02 was AGREED.

	SEC-2016-0059
	CR for Role Based Access Control
	Datang


CR Against release 2. 

Request for clarification about Fig. 7.4.2-1 – why using Notify? Figure 7.4.1

Revision to be reviewed in ad-hoc meeting 

SEC-2016-0059 was NOTED.

	SEC-2016-0059R01
	CR for Role Based Access Control
	Datang


Discussion on fig 7.4-1 Role based access control architecture

Question for clarification on the role authority sending resource ID to the originator. 

Role part was already agreed and here a second token is added. 

Discussion about the concept of token and role which are mixed in the contribution and whether the ACP is independent from the role.

Some more text should be added here to make it clearer for the reader.

SEC-2016-0059R01 was POSTPONED

	SEC-2016-0065R01
	CR TS-0003 R2 Updates to MAF Text
	Qualcomm Inc. (TIA)


SEC-2016-0065R01 was AGREED

	SEC-2016-0067R01
	CR TS-0003 R2 Enrolment-Token
	Qualcomm Inc. (TIA)


SEC-2016-0067R01 was POSTPONED

	SEC-2016-0071
	CR TS-0003 Certificate Enrolment
	Qualcomm Inc. (TIA)


SEC-2016-0071 was POSTPONED

	SEC-2016-0067R01
	CR TS-0003 R2 Enrolment-Token
	Qualcomm Inc. (TIA)


SEC-2016-0067R01 was POSTPONED

	SEC-2016-0068
	TS-0003 R2 Enhancements
	Gemalto


CR to release 2 of TS-0003. It’s a sequel to the existing contribution 0059, to add the new field (audience) in token structure.

A CR to the TS has been made to be presented if this contribution is agreed.

Question on replacing “audience” word. Proposal to replace it with “target”. But should be consistent with the standard so “audience” will be kept.

A mirror CR contribution to TS-0001 will be uploaded to reflect it.

SEC-2016-0068 was AGREED

7
Contributions to existing WIs for future releases

7.1
TR-0012 / WI 0016 Group Authentication and End-to-End Security

	SEC-2016-0050R01
	TR-0012 CR Group Authentication definition
	China Mobile


Question to change wording: “simultaneously” – should be removed. Change into “Validates the identities of all entities”

Rewording of other sentences in the paragraph. 
Edited online
SEC-2016-0050R01 was NOTED. 
SEC-2016-0050R02 was AGREED.

	SEC-2016-0051R01
	TR-0012 CR Group Authentication requirements
	China Mobile


SEC-2016-0051R01was AGREED

	SEC-2016-0052R02
	TR-0012 CR Group Authentication analysis
	China Mobile


SEC-2016-0052R02 was AGREED

	SEC-2016-0053R01
	TR-0012 CR editorial changes
	China Mobile


Editor’s notes to be removed for approval but also before freezing? To be checked with EditHelp.

SEC-2016-0053R01 was NOTED

SEC-2016-0053R02 was AGREED

	SEC-2016-0069R01
	Updated WI-0016 schedule
	China Mobile


SEC-2016-0069R01 was AGREED?

7.2
TR-0016 / WI 0023 Authorization Architecture and Policies

	SEC-2016-0056R01
	TR-0016 Evaluation of oneM2M Current ACP Rule
	Datang


Some spelling mistakes to be corrected (COUN1 into CONT1) 
to be integrated in TR-0016
SEC-2016-0056R01 was NOTED
SEC-2016-0056R02 was AGREED
	SEC-2016-0057R01
	TR-0016 Proposal and Evaluation of New ACP Rule
	Datang


Some changes from normative to informative wording

A few spelling mistakes corrected

References to clauses to be sorted out
SEC-2016-0057R01 was NOTED. 
SEC-2016-0057R02 is AGREED 

	SEC-2016-0061
	TR-0016 Authorization Architecture & Policy V0_5_1-DRAFT
	Rapporteur


This has been agreed as the new baseline for TR-0016
SEC-2016-0061-TR-0016 was AGREED 

	SEC-2016-0070
	Updated WI-0023 schedule
	Datang (Rapporteur)


SEC-2016-0070 was AGREED
7.4
TS-0016 / WI 0021 Secure Environment Abstraction

	SEC-2016-0062
	pCR_TS-0016-SE_Abstraction-SEresource
	Giesecke & Devrient


SEC-2016-0062 was POSTPONED

	SEC-2016-0063
	pCR_TS-0016_SEManagement
	Giesecke & Devrient


SEC-2016-0063  was POSTPONED

	SEC-2016-0064R01
	TS-0016_pCR_cipher
	Giesecke & Devrient


SEC-2016-0064R01 was AGREED 

	SEC-2016-0066
	Updated WI-0021 on SE abstraction
	Giesecke & Devrient


SEC-2016-0066 was NOTED

SEC-2016-0066R01 was AGREED. 

	SEC-2016-0072
	CR_TS-0016_Editorial_changes
	NEC Europe Ltd.


Figure needs to be edited and updated by the Rapporteur as there’s an issue with the rendering.

SEC-2016-0072 was NOTED
SEC-2016-0072R01 was AGREED
8
Other contributions

	SEC-2016-0055R01
	Enrolment and On-Boarding
	Qualcomm Inc. (TIA)


Comments about stakeholder in control of the device. Stakeholder can be a threat. Should it be legitimate stakeholder?

Question about the role of the MAF in slide number 7. It needs to be clarified.

Question about the release: it concerns release 2.

Question about why we can trust OBF. It means that MEF, as part of OBF, will directly issue credentials used by the enrollee. 

Question on the figure in slide 15: some level of standardization is needed? This scenario is not intended to be standardized for Release 2. 

Further discussion needed
SEC-2016-0055R01 was NOTED. 

Contribution for Release 3, for discussion only

	SEC-2016-0073
	Rel3_directions
	NEC Europe Ltd.


Not sure which group is responsible for solving the problems raised in the contribution.

No discussions with 3GPP on interworking until now. Work performed separately. Different way of working for Release 3.

Discussion around examples of intermediate nodes in automotive case which are not very convincing.

SEC-2016-0073 was NOTED
8.1
Security related contributions affecting ARC deliverables

	ARC-2016-0130R04
	TS-0014-LWM2M Provisioning
	Gemalto N.V


This contribution is the CR against LWM2M Provisioning is addressed  
ARC-2016-0130R04 was NOTED
	ARC-2016-0148R01
	CR TS-0001 R2 Clause 11 TS-0003 alignment
	Gemalto


This contribution is for alignment with TS-0003. Trust Enabling Architecture update.

What happens to TEF now? Do we have to change diagrams in TS-0003? There’s a CR planned for that. It will need to be checked what changes will have to be made.

Now that we have expanded the scope (MEF, MAF) M2M Authorization functions are now renamed into Dynamic Authorization systems and role authorities. Where does it fit in the global picture?

Question about hanging paragraphs – those have to be removed. 

Revision 02 to be provided for the next session.

ARC-2016-014801 was NOTED. 
	ARC-2016-0184
	CR for Access Control Rule Format
	Datang, CATR


Attribute Level Access control was already discussed in previous plenary and was considered too complicated. Do we allow extension to the attributes? More discussions are need it to accept it.

Child resources of containers are fine but additional cases for attributes need more discussion.

Discussion about which release this should be included into.  

It is more of a timeline issue so it should rather be considered for Release 3. 

Comments followed by discussion on Child resource type. 

9.6.2.4 Clause – the last removed sentence should be kept as before unless proven otherwise. 

Attribute level control to be kept. Start with a presentation listing the cases.

A presentation is expected explaining in which cases attribute level control is needed.

ARC-2016-0184 was NOTED
	ARC-2016-0185R01
	Authorization Resource Types and Procedures
	Datang, CATR


Need to renumber and rename the clauses. Reshuffle the numbering. 

Question on the Fig. in the Introduction clause. 

Question for clarification on the table 10.2.y.2-1 (policyRetrievalPoint). Discussion offline is needed.

Two more resource types are introduced so CSC base resources need to be changed as well. 

Exception needs to be added if resource not supported.

Revision is expected for next joint session.
ARC-2016-0185R01 was NOTED. 
	ARC-2016-0183
	Add_Security_Reference_Point
	Giesecke & Devrient


Architectural concept introduced which haven’t been seen in ARC at all. So strong consequences despite little changes.

TS needed but far from mature so not really to be considered for Release 2.

This is a useful contribution for the future. Discussion about TS 0016 is ongoing and needed.

ARC-2016-0183 was NOTED. 

	ARC-2016-0185R03
	Authorization Resource Types and Procedures
	Datang, CATR


The contribution proposed an updated text taking in account the comments received at previous ARC /SEC session.
It is suggested that the proposed resources should be real instead of virtual. If it is done by the end of  TP#22 week, then the TS-0001 can be frozen including these resources.

Revision expected
ARC-2016-0185R03 was NOTED

	ARC-2016-0185R04
	Authorization Resource Types and Procedures
	Datang, CATR


It was agreed to remove the word ‘point’ in the first line of clause 9.6.41
Some clarification suggested

Should have some mention of the security

Edited online

After quite a long discussion it was felt that this needs more work and it will not be mature enough to get into the first version of Release 2. It is not be reasonable to expect this to be done in time but it could be added to an updated version of that release. Need to clarify the way forward from a process point of view. It’s important that this work is not lost.

It was suggested that a joint call is needed dedicated to this topic

ARC-2016-0185R04 was NOTED

8.2
Security related contributions affecting PRO deliverables

PRO-2016-0093-dynamicAuthorizationConsultation_resource_R2
Interdigital

· A revision is expected.

· It was noted that the overall interaction flow is defined in TS-0003, and the flows can be further refined in this TS, however modifications to the enumeration values should be in TS-0004. Items defining resource types can remain in TS-0004.  This proposal is appropriate for TS-0004. 

· A contribution will be needed in ARC to add the dynamic Authorization Consultation to the attribute table.   

NOTED - PRO-2016-0093-dynamicAuthorizationConsultation_resource_R2

NOTED - PRO-2016-0093R01-dynamicAuthorizationConsultation_resource_R2

AGREED- PRO-2016-0093R03-dynamicAuthorizationConsultation_resource_R2

8.3
Security related contributions affecting REQ deliverables

REQ-2016-0023- CR TS-0011 R2 Accepted Security Terminology

AGREED - REQ-2016-0023- CR TS-0011 R2 Accepted Security Terminology


8.4 Security related contributions affecting MAS deliverables

	MAS-2016-0073R01
	DevConfig data types procedures
	Fujitsu
	2016-03-15


Presented by Shingo Fujimoto

Comments and Issues

Opinion needed from SEC group if this information on periodicDataCollection resource is sufficient.

Other cases may be needed.

We expose resources. There are sec measures in place to protect access. Question about the need for the token and the token ID, what is needed from security?

Discussion on the need of the resource.

It is not clear what the purpose of the resource is and what is the context it is provided in. What is the use case for this? Documented in TR0001. More background material is needed. Then it will be possible to discuss how to do it. Revision is expected. Contribution needs further clarification n on the use case.

MAS-2016-0073R01 was NOTED. 

	MAS-2016-0079
	DevConfig complexData for Node Enrolment
	Fujitsu
	2016-03-15


Question on definitions of node enrolment and node enrollment settings. Need to align with security definitions.

Which resource would this data type be associated with? Part of security APIs. What attribute is introduced here?

We have no information how to exchange this data. 

Informative annex but using normative words – this should be changed.  

Question for clarification: what is meant by “proposed for experimental use” as mentioned in the Introduction. 

Need to see the Qualcomm presentation SEC-2016-0055R01 for bigger picture before discussing this. No revision expected during this TP.

MAS-2016-0079 was NOTED. 

	MAS-2016-0082
	CR TS-0022 Editorial improvements and clarifications
	Gemalto
	2016-03-15


Some editorial changes were proposed. Revision expected.

MAS-2016-0082 was NOTED. 

9
Planning for next Meetings

9.1
Face to Face Meetings

· 16-05-2016 / Seoul, Korea 
9.2
Next Conference Calls

· 2016-04-13 / 12:30 - 14:00 (UTC) / https://attendee.gotowebinar.com/register/5502252327408270340
· 2016-04-21 / 12:30 – 14:00 (UTC) / https://attendee.gotowebinar.com/register/5925674255264851972 /Joint session with ARC
· 2016-04-26 / 12:30 – 14:00 (UTC) / https://attendee.gotowebinar.com/register/3579468174195516932 / Joint session with PRO

· 2016-05-04 / 12:30 – 14:00 (UTC) / https://attendee.gotowebinar.com/register/8970739822553313540
10
Any other business

none

11
Closure of meeting

The Chair thanked the participants for their productive participation in the meeting throughout the week and closed the meeting.
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