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Introduction
This contribution proposes the text for TR-0016 clause 10 “Conclusion”.
-----------------------Start of change 1-------------------------------------------

10
Conclusions


The present document investigates some potential solutions on the following topics:

· Solution for distributed authorization. Authorization architecture, resource type, generic procedure and interfaces among authorization entities are proposed. Some technologies proposed in the present document may be used to facilitate current and future normative work resulting in oneM2M Technical Specifications. Distributed authorization will be in oneM2M Release 3.

· Solution for role based access control. RBAC architecture and generic procedure are proposed. The basic idea (e.g. RBAC architecture, <role> resource type and procedure) proposed in the present document has been adopted by oneM2M Technical Specifications.
· Solution for attribute based access control. A generic ABAC procedure is proposed.

· Solution for supporting user specified access control polices. Resource type and procedure are proposed. The proposed solution can be used to support privacy policy enforcement. However, this functionality will not be considered by the oneM2M Release 2. It may be used to facilitate future normative work resulting in oneM2M Technical Specifications.
· Investigating some existing access control policy languages. XACML and oneM2M access control policy are investigated. XACML is the only available ABAC access control policy language. However, it will not be considered by the oneM2M Release 2. Some limitation of oneM2M access control policy is identified, and a solution is proposed. Some part of the proposed solution has been adopted by the oneM2M Technical Specifications.

· Solution for privacy policy enforcement. An architecture used for privacy policy management is proposed, and this solution has been adopted by TS-0003.
-----------------------End of change 1-------------------------------------------
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