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Introduction
This CR extracts text from SEC-2016-0071R01 which defines the Certificate Enrolment Procedure call flow in a new clause 8.3.3.1. This text has not changed since SEC-2016-0071.
-----------------------Start of change 1 ----------------------------------------

8.3.3
Common Remote Security Provisioning Framework Procedures

8.3.3.1
Certificate Enrolment Procedure call flow
Pre-Conditions:

· The Enrolee and MEF have successfully established a TLS session. 
· The M2M Enrolment Function has instructed the Enrolee to perform Certificate Enrolment.
Procedure Description:
Editor’s note: the applicable EST details will be added as stage 3 details.
1. The Enrolee shall request the set of trust anchor CA certificates

2. The MEF shall respond with a set of trust anchor CA certificates.

3. The Enrolee installs the trust anchor CA certificates.

4. The Enrolee shall request Certificate Signing Request (CSR) attributes from the MEF. 

5. The MEF shall respond with the set of required CSR attributes, which shall include a challengePassword used. The CSR attributes may include identifiers.

6. The Enrolee shall generate a public/private key pair of suitable key length.

7. The Enrolee shall send a request with the required CSR attributes, including the challengePassword (to verify proof-of-possession of the public key), requested identifiers and EKU(s).

8. The MEF shall validate the challenge, identifiers, and EKU(s).

9. The MEF shall forward the CSR to the Certificate Authority (CA). The MEF may request the CA to add 
a. Extended key usage (EKU) OID(s) of the security usage identifiers (SUIDs) for which the provisioned certificate may be used, or 

b. Identifiers in addition to those already in the CSR.

10. The CA shall issue the requested certificate.

11. The CA delivers the certificate to the MEF.

12. The MEF sends the certificate to the Enrolee in the response.

13. The Enrolee installs the certificate and associates it with the generated private key.

-----------------------End of change 3 -------------------------------------------

------------Start of changes  to definitions & abbreviations-----------------------------

3.1
Definitions

<snip>
certificate chain: sequence of one or more CA-certificates, where: the Public Verification Key in each CA-certificate is certified in the previous CA-certificate; and the public key of the first CA-Certificate is trusted a priori
NOTE:
Trust in the public key in each CA-certificate can be based on trust in the previous CA-Certificate.
certificate enrolment: a framework providing the ability to provision a certificate to an entity certificates for which the entity knows the private key, and for providing trust anchors for verifying certificates.
 certificate name: unique identifier in a name field of a Certificate (e.g. in the X.509 "Subject" or "Subject Alternative Name" attribute)
<snip>
enrolment target: M2M Authentication Function, CSE, or AE with whom an Enrolee wishes to establish a symmetric key (master credential or pre-provisioned secure connection key) using remote security provisioning

entity identifier: CSE-ID (or AE-ID respectively) of a CSE (or AE respectively)

<snip>
M2M secure connection key: key shared between two CSEs of M2M Nodes (e.g. ASN/MN-CSE and IN-CSE) in order to secure the communication between those two entities

NOTE:
This M2M Secure Connection Key results from a successful M2M Security Association Establishment procedure.
M2M trust enabler: A stakeholder trusted with enabling authentication of CSEs/AEs to other CSEs/AEs. 

MAF handshake: phase of a Security Association Establishment Framework in which an entity and the MAF perform mutual authentication and generate a Symmetric Key which can then be used in the Association Security Handshake for mutual authentication between that entity and other entities
<snip>
security framework: set of procedures providing Security Association Establishment or Remote security provisioning
security usage identifier:  identifies a security feature (e.g. Security Association Establishment Framework, End-to-End Security of Primitives or End-to-End Security of Data), a protocol used for that security feature, and (where applicable) an option within a single protocol.
NOTE:
The security usage identifier is used to limit how a credential may be used.
sensitive function: function processed within the secure environment requiring protection from unauthorized monitoring, tampering or execution and that is operating on sensitive data, e.g. derivation of keys from M2M long-term service-layer keys and cryptographic algorithms
3.3
Abbreviations
<snip>
MIC
Message Integrity Code
MTE
M2M Trust Enabler
MN-CSE
CSE which resides in the Middle Node

<snip>
SE
Secure Environment
SUID
Security Usage Identifier
SW
Software

------------End of changes  to definitions  and abbreviations (clause 3) --------
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