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Introduction
PPM is defined as a Distributed Authorization Server on clause 11 in TS-0003 R2. However, PPM also can work as a Dynamic Authorization Server. This CR updates TS-0003 R2 to use PPM as a Dynamic Authorization Server.
-----------------------Start of change 1-------------------------------------------
11.3.3.3
Request for personal data to the IN-CSE

If the IN-AE needs personal data to provide the service, the IN-AE requests the data from the IN-CSE. The PPM shall work as either PDP or PRP. 

· If the PPM works as PDP, PEP receives access decision from the PPM and controls the data access using them. Figure 11.3.3.3-1 illustrates the overview of this process.

· If the PPM works as PRP, PDP retrieves access control policies from the PPM and controls the data access using them. Figure 11.3.3.3-2 illustrates the overview of this process.

A. The PPM works as PDP
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Figure 11.3.3.3-1: Request for personal data to the IN-CSE (the PPM works as PDP)
1.
An IN-AE requests personal data from the IN-CSE.

2.
PEP in the ASN-CSE or MN-CSE requests "Decision Request" from the PPM. The PPM shall decide to permit/deny access to personal data using access control policies. Then, the PPM shall reply "Decision Response" to the ASN-CSE or MN-CSE:

· In this case, the PPM shall provide an interface that enables access control for personal data using the PPM as PDP.

3.
If accessing personal data is permitted, PEP accesses the personal data and sends the personal data to the IN-AE as a response.

B. The PPM works as PRP
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Figure 11.3.3.3-2: Request for personal data to the IN-CSE (the PPM works as PRP)
1.
An IN-AE requests personal data from the IN-CSE.

2.
PEP in the ASN-CSE or MN-CSE requests "Decision Request" from PDP. PDP requests "Policy Request" from the PPM. The PPM shall collect access control policies about "Policy Request" and send the access control policies as "Policy Response" to PDP in the ASN-CSE or MN-CSE. Then, PDP decides to permit or deny access to the personal data using the access control policies and sends a result as "Decision Response" to PEP:
· In this case, the PPM shall provide an interface that enables access control for personal data using the PPM as PRP. In present release, Direct Dynamc Authorization shall be used, with the PPM acting in the role of Dynamic Authorization Server (DAS). See clause 7.3.2.2 for details.
3.
If accessing personal data is permitted, PEP accesses the personal data and sends the personal data to the IN-AE as a response.
-----------------------End of change 1---------------------------------------------
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