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Introduction
This CR provides the stage 3 details for the MAF Procedures, using the TEF Interface proposed in SEC-206-0131. 
Add the following text to the end of clause 8.8.1, just before text explaining the organization of clause 8.8
-----------------------Start of change 1 (8.8.1)--------------------------------

The MAF Security Framework uses the TEF Interface, with the MAF Client acting as a TEF Client and the MAF acting as a TEF. A MAF may provide its services on behalf of multiple administrating stakeholders, and a MAF Client may be associated with multiple administrating stakeholders, each administrating stakeholder administering the use of the MAF within a different scope. See clause X.1 for further discussion on the relationship between administrating stakeholders, MAF Clients and the MAF.
The MAF Procedures, with the exception of the MAF Handshake, use the TEF Interface primitives and resources specified in clause X. Table 8.8.1-2 lists the TEF Interface resource type and primitive operation for each MAF Procedure. Figure 8.8.1-2 translates Figure 8.8.1-1 into TEF Interface primitives.
Table 8.8.1-2: Mapping of MAF Procedures to TEF Interface procedures

	MAF Procedure
	TEF Interface Procedure 

	
	Resource type
	Primitive Operation

	MAF Client Registration 
	<tefClientReg>
	Create

	MAF Client Configuration Retrieval
	<tefClientReg>
	Retrieve

	MAF Client Registration Update
	<tefClientReg>
	Update

	MAF Client De-Registration
	<tefClientReg>
	Delete

	MAF Key Registration
	<symmKeyReg>
	Create

	MAF Key Retrieval
	<symmKeyReg>
	Retrieve

	MAF Key Registration Update
	<symmKeyReg>
	Update

	MAF Key De-Registration
	<symmKeyReg>
	Delete
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Figure 8.8.1-2: The sequence of events when using the MAF Security Framework as part of a security feature, described using the TEF Interface primitives and resources
-----------------------End of change  1 -------------------------------------------

Change 2 provides new text
-----------------------Start of change  2 -------------------------------------------

8.8.3
MAF Security Framework Message Definitions
8.8.3.1
Introduction to the MAF Security Framework Messages
Clause 8.8.3 defines the MAF Security Framework messages: that is, parameters of the request (from the MAF Client to the MAF) and a corresponding response (from the MAF to the MAF Client) for the MAF procedures. With the exception of the MAF Handshake, the MAF Procedures are defined using the TEF Interface primitives and resources defined in clause X.
8.8.3.2
MAF Handshake Procedure Details

Editor’s note: Unclear if there are any details to add here. It is helpful to have this clause here to align the numbering of related sub-clauses of 8.8.2 and 8.8.3.
8.8.3.3
MAF Client Registration Procedure Message Definitions
The processing for this procedure is specified in clause 8.8.2.3.
The MAF Client Registration Procedure messages correspond to performing a Create operation of a <tefClientReg> resource, described in clause X.5.3.2.1.

NOTE: 
This procedure serves a similar purpose to creating a <remoteCSE> (CSE Registration) or creating a <AE> resource (AE Registration) on a CSE.

Table 8.8.3.3-1 describes the TEF Interface request primitive corresponding to the MAF Client Registration request message.

Table 8.8.3.3-1: The TEF Interface request primitive corresponding to the MAF Client Registration request message
	TEF Request Primitive Parameter
	Multiplicity
	Value
	Notes

	Operation 
	1
	Create
	

	To
	1
	{MAF-FQDN}/tef
	See Table 8.8.2.3-1

	From
	0
	-
	

	Request Identifier
	1
	Randomly selected by MAF client
	 [1,4
]

	Resource Type
	1
	<tefClientReg> resource Editor’s note: To Do
	

	Content = <tefClientReg> Resource
	Attributes
	1
	
	

	
	@resourceName
	0
	-
	

	
	resourceType
	0
	-
	

	
	resourceID
	0
	-
	

	
	parentID
	0
	-
	

	
	creationTime
	0
	-
	

	
	expirationTime
	1
	expirationTime
	See Table 8.8.2.3-1

	
	creator
	0
	-
	

	
	labels
	0..1
	labels
	See Table 8.8.2.3-1

	
	fqdn
	1
	adminFQDN
	See Table 8.8.2.3-1

	
	assignedSymmKeyID
	0
	-
	

	Result Content
	1
	“4” attributes and child resources, or

“5” attributes and child resource references
	[1,4
]


Table 8.8.3.3-2 describes the TEF Interface response primitive corresponding to the MAF Client Registration response message.

Table 8.8.3.3-2: The TEF Interface response primitive corresponding to the MAF Client Registration response message
	TEF Request Primitive Parameter
	Multiplicity
	Value

	Notes



	Response Status Code 
	1
	“2001” CREATED
	[1,4
]

	Request Identifier 
	1
	Copied from request
	[1,4
]

	Content = <tefClientReg> Resource
	Attributes
	1
	
	

	
	@resourceName
	1
	tefClientRegID
	See Table 8.8.2.3-2

	
	resourceType
	1
	<tefClientReg> resource Editor’s note: To Do
	

	
	resourceID
	0
	Assigned by MAF
	[1,4
]

	
	parentID
	1
	resourceID of <TEF> resource
	[1,4
]

	
	creationTime
	1
	Assigned by MAF
	[1,4
]

	
	expirationTime
	1
	expirationTime
	See Table 8.8.2.3-2

	
	creator
	0
	creator
	See Table 8.8.2.3-2

	
	labels
	0..1
	labels
	See Table 8.8.2.3-2

	
	fqdn
	1
	adminFQDN
	See Table 8.8.2.3-2

	
	assignedSymmKeyID
	0..1
	assignedSymmKeyID
	See Table 8.8.2.3-2

	
	tefClientCfg
	0..1
	config
	See Table 8.8.2.3-2


8.8.3.4
MAF Client Configuration Retrieval Procedure Details

The processing for this procedure is specified in clause 8.8.2.4.
The MAF Client Configuration Retrieval Procedure messages correspond to performing a Retrieve operation on a <tefClientReg> resource, described in clause X.5.3.2.2.

Table 8.8.3.4-1 describes the TEF Interface request primitive corresponding to the MAF Client Configuration Retrieval request message.

Table 8.8.3.4-1: The TEF Interface request primitive corresponding to the MAF Client Configuration Retrieval request message
	TEF Request Primitive Parameter
	Multiplicity
	Value
	Notes

	Operation 
	1
	Retrieve
	

	To
	1
	{MAF-FQDN}/tef/{tefClientRegID}
	See Table 8.8.2.4-1

	From
	0
	Target MAF Client’s AE-ID or CSE-ID
	[1,4
]

	Request Identifier
	1
	Randomly selected by MAF client
	 [1,4
]

	Resource Type
	0
	-
	-

	Content
	0
	- 
	-

	Result Content
	1
	“1” attributes 
	[1,4
]


Table 8.8.3.4-2 describes the TEF Interface response primitive corresponding to the MAF Client Configuration Retrievaresponse message.

Table 8.8.3.4-2: The TEF Interface response primitive corresponding to the MAF Client Configuration Retrieval response message

	TEF Request Primitive Parameter
	Multiplicity
	Value

	Notes



	Response Status Code 
	1
	2000” OK
	[1,4
]

	Request Identifier 
	1
	Copied from request
	[1,4
]

	Content = <tefClientReg> Resource
	Attributes
	1
	
	

	
	@resourceName
	1
	tefClientRegID
	See Table 8.8.2.4-2

	
	resourceType
	1
	<tefClientReg> resource Editor’s note: To Do
	

	
	resourceID
	0
	Assigned by MAF
	[1,4
]

	
	parentID
	1
	resourceID of <TEF> resource
	[1,4
]

	
	creationTime
	1
	Assigned by MAF
	[1,4
]

	
	expirationTime
	1
	expirationTime
	See Table 8.8.2.4-2

	
	creator
	0
	creator
	See Table 8.8.2.4-2

	
	labels
	0..1
	labels
	See Table 8.8.2.4-2

	
	fqdn
	1
	adminFQDN
	See Table 8.8.2.4-2

	
	assignedSymmKeyID
	0..1
	assignedSymmKeyID
	See Table 8.8.2.4-2

	
	tefClientCfg
	0..1
	config
	See Table 8.8.2.4-2


8.8.3.5
MAF Client Registration Update Procedure Details

The processing for this procedure is specified in clause 8.8.2.5.
The MAF Client Registration Update Procedure messages correspond to performing an Update operation on an <tefClientReg> resource, described in clause X.5.3.2.3.
Table 8.8.3.5-1 describes the TEF Interface request primitive corresponding to the MAF Client Registration Update request message.

Table 8.8.3.5-1: The TEF Interface request primitive corresponding to the MAF Client Registration Update request message
	TEF Request Primitive Parameter
	Multiplicity
	Value
	Notes

	Operation 
	1
	Update
	

	To
	1
	{MAF-FQDN}/tef/{tefClientRegID}
	See Table 8.8.2.5-1

	From
	0
	-
	

	Request Identifier
	1
	Randomly selected by MAF client
	 [1,4
]

	Resource Type
	0
	-
	

	Content = attributes of <tefClientReg> Resource
	Attributes
	1
	
	

	
	@resourceName
	0
	-
	

	
	resourceType
	0
	-
	

	
	resourceID
	0
	-
	

	
	parentID
	0
	-
	

	
	creationTime
	0
	-
	

	
	expirationTime
	0..1
	expirationTime
	See Table 8.8.2.5-1

	
	creator
	0
	-
	

	
	labels
	0..1
	labels
	See Table 8.8.2.5-1

	
	fqdn
	0
	-
	

	
	assignedSymmKeyID
	0..1
	assignedSymmKeyID
	See Table 8.8.2.5-1

	Result Content
	1
	“4” attributes and child resources, or

“5” attributes and child resource references
	[1,4
]


Table 8.8.3.5-2 describes the TEF Interface response primitive corresponding to the MAF Client Registration Update response message.

Table 8.8.3.5-2: The TEF Interface response primitive corresponding to the MAF Client Registration Update response message

	TEF Request Primitive Parameter
	Multiplicity
	Value

	Notes



	Response Status Code 
	1
	“2004” UPDATED
	[1,4
]

	Request Identifier 
	1
	Copied from request
	[1,4
]

	Content = attributes of <tefClientReg> Resource
	Attributes
	1
	
	

	
	@resourceName
	0
	-
	

	
	resourceType
	0
	-
	

	
	resourceID
	0
	-
	

	
	parentID
	0
	-
	

	
	creationTime
	0
	-
	

	
	expirationTime
	0..1
	expirationTime
	See Table 8.8.2.5-2

	
	creator
	0
	-
	

	
	labels
	0..1
	labels
	See Table 8.8.2.5-2

	
	fqdn
	1
	-
	

	
	assignedSymmKeyID
	0..1
	assignedSymmKeyID
	See Table 8.8.2.5-2


8.8.3.6
MAF Client De-Registration Procedure Details

The processing for this procedure is specified in clause 8.8.2.6.
The MAF Client De-Registration Procedure messages correspond to performing an Delete operation on an <tefClientReg> resource, described in clause X.5.2.2.4.
Table 8.8.3.6-1 describes the TEF Interface request primitive corresponding to the MAF Client De-Registration request message.

Table 8.8.3.6-1: The TEF Interface request primitive corresponding to the MAF Client De-Registration request message
	TEF Request Primitive Parameter
	Multiplicity
	Value
	Notes

	Operation 
	1
	Delete
	

	To
	1
	{MAF-FQDN}/tef/{tefClientRegID}
	See Table 8.8.2.6-1

	From
	0
	-
	

	Request Identifier
	1
	Randomly selected by MAF client
	 [1,4
]

	Resource Type
	0
	-
	-

	Content
	0
	-
	-

	Result Content
	0
	-
	-


Table 8.8.3.6-2 describes the TEF Interface response primitive corresponding to the MAF Client De-Registration response message.

Table 8.8.3.6-2: The TEF Interface response primitive corresponding to the MAF Client De-Registration response message

	TEF Request Primitive Parameter
	Multiplicity
	Value

	Notes



	Response Status Code 
	1
	“2002” DELETED
	[1,4
]

	Request Identifier 
	1
	Copied from request
	[1,4
]

	Content
	0
	-
	-


8.8.3.7
MAF Key Registration Procedure Details

The processing for this procedure is specified in clause 8.8.2.7.
The MAF Client Registration Procedure messages correspond to performing a Create operation on a <symmKeyReg> resource, described in clause X.5.3.2.1.
Table 8.8.3.7-1 describes the TEF Interface request primitive corresponding to the MAF Key Registration request message.

Table 8.8.3.7-1: The TEF Interface request primitive corresponding to the MAF Key Registration request message
	TEF Request Primitive Parameter
	Multiplicity
	Value
	Notes

	Operation 
	1
	Create
	

	To
	1
	{MAF-FQDN}/tef
	See Table 8.8.2.7-1

	From
	0
	-
	

	Request Identifier
	1
	Randomly selected by MAF client
	 [1,4
]

	Resource Type
	1
	<symmKeyReg> resource Editor’s note: To Do
	

	Content = <Key Registration> Resource
	Attributes
	1
	
	

	
	@resourceName
	0
	-
	

	
	resourceType
	0
	-
	

	
	resourceID
	0
	-
	

	
	parentID
	0
	-
	

	
	creationTime
	0
	-
	

	
	expirationTime
	1
	expirationTime
	See Table 8.8.2.7-1

	
	creator
	0
	-
	

	
	labels
	0..1
	labels
	See Table 8.8.2.7-1

	
	fqdn
	1
	adminFQDN
	See Table 8.8.2.7-1

	
	SUID
	1
	SUID
	See Table 8.8.2.7-1

	
	targetIDs
	0..1
	targetIDs
	See Table 8.8.2.7-1

	
	keyValue
	0..1
	Key Value
	See Table 8.8.2.7-1

	Result Content
	1
	“1” attributes 

	[1,4
]


Table 8.8.3.7-2 describes the TEF Interface response primitive corresponding to the MAF Key Registration response message.

Table 8.8.3.7-2: The TEF Interface response primitive corresponding to the MAF Key Registration response message

	TEF Request Primitive Parameter
	Multiplicity
	Value

	Notes



	Response Status Code 
	1
	“2001” CREATED
	[1,4
]

	Request Identifier 
	1
	Copied from request
	[1,4
]

	Content = <Key Registration> Resource
	Attributes
	1
	
	

	
	@resourceName
	1
	RelKeyID
	See Table 8.8.2.7-2

	
	resourceType
	1
	<symmKeyReg> resource Editor’s note: To Do
	

	
	resourceID
	0
	Assigned by MAF
	[1,4
]

	
	parentID
	1
	resourceID of <TEF> resource
	[1,4
]

	
	creationTime
	1
	Assigned by MAF
	[1,4
]

	
	expirationTime
	1
	expirationTime
	See Table 8.8.2.7-2

	
	creator
	0
	Source MAF Client ID
	See Table 8.8.2.7-2

	
	labels
	0..1
	labels
	See Table 8.8.2.7-2

	
	fqdn
	1
	adminFQDN
	See Table 8.8.2.7-2

	
	SUID
	1
	SUID
	See Table 8.8.2.7-2

	
	targetIDs
	1
	targetIDs
	See Table 8.8.2.7-2

	
	keyValue
	0
	-
	


8.8.3.8
MAF Key Retrieval Procedure Details

The processing for this procedure is specified in clause 8.8.2.8.
The MAF Key De-Registration Procedure messages correspond to performing an Retrieve operation on an <symmKeyReg> resource, described in clause X.5.3.2.2.

Table 8.8.3.8-1 describes the TEF Interface request primitive corresponding to the MAF Key Retrieval request message.

Table 8.8.3.8-1: The TEF Interface request primitive corresponding to the MAF Key Retrieval request message
	TEF Request Primitive Parameter
	Multiplicity
	Value
	Notes

	Operation 
	1
	Retrieve
	

	To
	1
	{MAF-FQDN}/tef/{RelKeyID}
	See Table 8.8.2.8-1

	From
	0
	Target MAF Client’s AE-ID or CSE-ID
	[1,4
]

	Request Identifier
	1
	Randomly selected by MAF client
	 [1,4
]

	Resource Type
	0
	-
	-

	Content
	0
	- 
	-

	Result Content
	1
	“1” attributes 
	[1,4
]


Table 8.8.3.8-2 describes the TEF Interface response primitive corresponding to the MAF Key Retrieval response message.

Table 8.8.3.7-2: The TEF Interface response primitive corresponding to the MAF Key Retrieval response message

	TEF Request Primitive Parameter
	Multiplicity
	Value
	Notes

	Response Status Code 
	1
	“2000” OK
	[1,4
]

	Request Identifier 
	1
	Copied from request
	[1,4
]

	Content = <Key Registration> Resource
	Attributes
	1
	
	

	
	@resourceName
	1
	RelKeyID
	See Table 8.8.2.8-2

	
	resourceType
	1
	<symmKeyReg> resource Editor’s note: To Do
	[1,4
]

	
	resourceID
	1
	Assigned by MAF
	[1,4
]

	
	parentID
	1
	resourceID of <TEF> resource
	[1,4
]

	
	creationTime
	1
	Assigned by MAF
	[1,4
]

	
	expirationTime
	1
	expirationTime
	See Table 8.8.2.8-2

	
	creator
	1
	Source MAF Client ID
	See Table 8.8.2.8-2

	
	labels
	0..1
	labels
	See Table 8.8.2.8-2

	
	fqdn
	1
	adminFQDN
	See Table 8.8.2.8-2

	
	SUID
	1
	SUID
	See Table 8.8.2.8-2

	
	targetIDs
	0
	-
	targetIDs is never returned to Target MAF Clients.

	
	keyValue
	1
	Key Value
	See Table 8.8.2.8-2


8.8.3.9
MAF Key Registration Update Procedure Details

The processing for this procedure is specified in clause 8.8.2.9.
The MAF Key Registration Update messages correspond to performing a Update operation on a <symmKeyReg> resource, described in clause X.5.3.2.3.

Table 8.8.3.7-1 describes the TEF Interface request primitive corresponding to the MAF Key Registration Update request message information.
Table 8.8.3.7-1: The TEF Interface request primitive corresponding to the MAF Key Registration Update request message
	TEF Request Primitive Parameter
	Multiplicity
	Value
	Notes

	Operation 
	1
	Update
	

	To
	1
	{MAF-FQDN}/tef/{RelKeyID}
	See Table 8.8.2.9-1

	From
	1
	Source MAF Client’s AE-ID or CSE-ID
	[1,4
]

	Request Identifier
	1
	Randomly selected by MAF client
	 [1,4
]

	Resource Type
	0
	-
	

	Content = <Key Registration> Resource
	Attributes
	1
	
	

	
	@resourceName
	0
	-
	

	
	resourceType
	0
	-
	

	
	resourceID
	0
	-
	

	
	parentID
	0
	-
	

	
	creationTime
	0
	-
	

	
	expirationTime
	0..1
	expirationTime
	See Table 8.8.2.9-1

	
	creator
	0
	-
	

	
	labels
	0..1
	labels
	See Table 8.8.2.9-1

	
	fqdn
	0
	-
	

	
	SUID
	0
	-
	

	
	targetIDs
	0..1
	targetIDs
	See Table 8.8.2.9-1

	
	keyValue
	0
	-
	See Table 8.8.2.9-1

	Result Content
	1
	“1” attributes 
	[1,4
]


Table 8.8.3.9-2 describes the TEF Interface response primitive corresponding to the MAF Key Registration response message.

Table 8.8.3.9-2: The TEF Interface response primitive corresponding to the MAF Key Registration Update response message

	TEF Request Primitive Parameter
	Multiplicity
	Value

	Notes



	Response Status Code 
	1
	“2004” UPDATED
	[1,4
]

	Request Identifier 
	1
	Copied from request
	[1,4
]

	Content = <Key Registration> Resource
	Attributes
	1
	
	

	
	@resourceName
	0
	-
	

	
	resourceType
	0
	-
	

	
	resourceID
	0
	-
	

	
	parentID
	0
	-
	

	
	creationTime
	0
	-
	

	
	expirationTime
	0..1
	expirationTime
	See Table 8.8.2.9-2

	
	creator
	0
	-
	

	
	labels
	0..1
	labels
	See Table 8.8.2.9-2

	
	fqdn
	0
	-
	

	
	SUID
	0
	-
	

	
	targetIDs
	0..1
	targetIDs
	See Table 8.8.2.9-2

	
	keyValue
	0
	-
	


8.8.3.10
MAF Key De-Registration Procedure Details

The processing for this procedure is specified in clause 8.8.2.10.
The MAF Key De-Registration Procedure messages correspond to performing an Delete operation on an <symmKeyReg> resource, described in clause X.5.3.2.4.

Table 8.8.3.10-1 describes the TEF Interface request primitive corresponding to the MAF Key De-Registration request message.

Table 8.8.3.10-1: The TEF Interface request primitive corresponding to the MAF Key De-Registration request message
	TEF Request Primitive Parameter
	Multiplicity
	Value
	Notes

	Operation 
	1
	Delete
	

	To
	1
	{MAF-FQDN}/tef/{RelKeyID}
	See Table 8.8.2.10-1

	From
	1
	Source MAF Client’s AE-ID or CSE-ID
	[1,4
]

	Request Identifier
	1
	Randomly selected by MAF client
	 [1,4
]

	Resource Type
	0
	-
	-

	Content
	0
	-
	-

	Result Content
	0
	-
	-


Table 8.8.3.10-2 describes the TEF Interface response primitive corresponding to the MAF Key De-Registration response message.

Table 8.8.3.10-2: The TEF Interface response primitive corresponding to the MAF Key De-Registration response message

	TEF Request Primitive Parameter
	Multiplicity
	Value

	Notes



	Response Status Code 
	1
	“2002” DELETED
	[1,4
]

	Request Identifier 
	1
	Copied from request
	[1,4
]

	Content
	0
	-
	-


-----------------------End of change  2 -------------------------------------------
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