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Introduction
Due to a naming conflict with the tokenObject attribute of the <token> resource the datatype, m2m:tokenObject, which is used to define the claim set of a token, needs to be renamed.

PRO-2016-262R01 suggests to use m2m:tokenClaimSet in TS-0004.  A corresponding change of name needs to be implemented in TS-0003 for alignment with TS=0004.
-----------------------Start of change 1-------------------------------------------

7.3.2.6
oneM2M JSON Web Tokens (JWTs)

7.3.2.6.1
Introduction to oneM2M JWTs
oneM2M specifies a JSON Web Tokens (JWTs) representation (RFC 7519 [53
]) for Tokens used in oneM2M. A JWT compliant with the present clause is called a oneM2M JWT.
Background: A JWT uses either the JSON Web Signature (JWS) Compact Representation, or JSON Web Encryption (JWE) Compact Representation,  specified in IETF RFC 7515 [51
] and  IETF RFC 7519 [53
]. The JWT specification RFC 7519 [53
] also defines an unsecured JWT which is a JWS using the "alg" Header Parameter value "none" and with the empty string for its JWS Signature value”.

The JWT specification defines a JSON element which is the structure of the payload of the JWS or JWE when used as a JWT. This payload comprises a set of JWT claims, with RFC 7519 [53
] standardizing an initial set of JWT claim names.  IANA maintains a registry of JWT claim names [i.18
].

7.3.2.6.2
oneM2M JWT Profile

oneM2M JWT Claims: Table 7.3.2.6.2-1 provides the mapping from the JWT claim names, in a oneM2M JWT, to the elements of the m2m:tokenClaimSet complex data type described in TS-0004 [4
]. Where available, JWT claim names registered with IANA [i.18
] have been used. TS-0004 [4
] specifies which elements are mandatory and which elements are optional.

Table 7.3.2.6.2-1: The oneM2M JWT claim set and mapping to elements  of m2m:tokenClaimSet
	Token Claimset Object Element Path
	Token Claimset Object Element Short Name
	oneM2M JWT claim name
	Where is this JWT claim name defined?
	Additional details for mapping from Token Claimset Object values to JWT Claim values

	version
	tkvr
	“tkvr”
	TS-0004 [4
] short names
	Values shall be identical

	tokenID
	tkid
	“jti”
	RFC 7519 [53
]
	Values shall be identical 

	issuer
	tkis
	“iss”
	RFC 7519 [53
]
	Values shall be identical

	holder
	tkhd
	“azp”
	OpenID Connect Core 1.0 [54
]
	Values shall be identical

	notBefore
	tknb
	“nbf”
	RFC 7519 [53
]
	Token Claimset Object element “notBefore” is in ISO8601 “Basic Format”, see [4]. This element shall be mapped to JWT Claim “nbf” which uses NumericDate format [53
]. 

	notAfter
	tkna
	“exp”
	RFC 7519 [53
]
	Token Claimset Object element “notAfter” is in ISO8601 “Basic Format”, see [4]. This element shall be mapped to JWT Claim “exp” which uses NumericDate format [53
].

	tokenName
	tknm
	“tknm”
	TS-0004 [4] short names
	Values shall be identical

	audience
	tkau
	“aud”
	RFC 7519 [53
]
	Token Claimset Object element “audience” is a list of m2m:ID. This list shall be mapped to JWT Claim “aud” comprising an array of case-sensitive strings, each containing a StringOrURI value [53
].

	permissions
	tkps
	“tkps”
	TS-0004 [4
] short names
	Values shall be identical

	extension
	tkex
	“tkex”
	TS-0004 [4
] short names
	Values shall be identical


oneM2M JWT Security Profile. The JWS Compact Representation and JWE Compact Representation are both supported by ESData (see clause 8.5.3). A oneM2M JWT may use any ESData security class: Encryption-only, Signature-only or Nested-Sign-then-encrypt. A oneM2M JWT may use any algorithm supported by ESData for the JWS Compact Representation and JWE Compact Representation. 

A oneM2M JWT may be an unsecured JWT, in which case the oneM2M JWT is considered to use the unsecured ESData security class.

RFC 7519 [53
] discusses security considerations of JWTs, and operators of Token Issuers (Dynamic Authorization Servers and Authorization Authorities) should consult that text when deciding on ESData security class and algorithms.

Editor’s note: we need some text about risks of using unsecured JWT.
JOSE header parameters of oneM2M JWTs. When the Encryption-only ESData security class is used, then

· The JOSE header of the JWE shall include the “typ” parameters set to “JWT”.

· The JOSE header of the JWE shall not include the “cty” parameter.

When the Signature -only ESData security class is used, then

· The JOSE header of the JWS shall include the “typ” parameters set to “JWT”.

· The JOSE header of the JWS shall not include the “cty” parameter.

When the Nested-Sign-then-encrypt ESData security class is used, then the JWT claims are the payload of a JWS, and the JWS becomes the payload of a JWE. In this case,

· The JOSE header of both the JWS and the JWE shall include the “typ” header parameters set to “JWT”.

· The JOSE header of the JWE shall include the “cty” parameter set to be "JWT", to indicate that a Nested JWT is carried in this JWT. 

· The JOSE header of the JWS shall not include the “cty” parameter.

7.3.2.6.3
oneM2M JWT Procedures
Configuring CSEs for verifying Tokens from a Token Issuer.  In order for a CSE to verify oneM2M JWTs issued by a particular Token Issuer, the CSE shall be provided with the following information in a secure manner

· The combinations of ESData Security classes and algorithms permitted by the Token Issuer.
· Credentials for verifying Tokens conforming to those ESData Security classes and algorithms, noting that no credentials are needed for verifying tokens using the unsecured ESData Security class.
The present specification does not provide any mechanisms for providing this information to the CSE. The present specification does not define data structures for storing this information on the CSE. 

Editor’s note: some text might be needed about storing the credentials securely.
Creating a oneM2M JWT: When a Token Issuer is triggered to create a token, then the Token issuer shall perform the following steps

1) The Token Issuer shall form a Token Claimset Object compliant with data type m2m:tokenClaimSet, with the permission element using the JSON serialization.

2) The Token Issuer shall create the corresponding oneM2M JWT claim set using the mapping in Table 7.3.2.6.2-1.
3) The Token Issuer shall select an ESData Security Class, algorithms and corresponding credentials. This step may also be performed before step 1) or between steps 1) and 2).

4) The Token Issuer shall create oneM2M JWT using the oneM2M JWT claims, ESData Security Class, algorithms and corresponding credentials. This step uses the process described for JWTs in RFC 7519 [53
]. 
The resulting oneM2M JWT has data type m2m:dynAuthJWT.

Validating a oneM2M JWT: When a CSE receives a oneM2M JWT for use in an access decision, then the CSE shall perform the following steps

1) The CSE shall validate that the oneM2M JWT conforms to the m2m:dynAuthJWT data type. 

2) The CSE shall validate the security of the oneM2M JWT as described in clause 7.3.2.5, using the JWT-specific details in RFC 7519 [53
] and configured credentials (if required). A CSE shall discard a oneM2M JWT which uses a ESData Security class or algorithms which are not permitted by the Token Issuer. 

3) The Token Issuer shall create a Token Claimset Object from the oneM2M JWT claim set by reversing the mapping in Table 7.3.2.6.2-1.
4) The CSE shall validate the Token Claimset Object as described in clause 7.3.2.5.

The Token Claimset Object permissions element can now be processed as described in clause 7.3.2.5.
-----------------------End of change 1-------------------------------------------
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