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Introduction
At the 2nd interoperability test event an issue has been raised about optionality of security association establishment on the Mca interface, see issue #17 in TP-2016-0118R01.
This CR proposes to include a note into TS-0003 to clarify under which conditions Security Association Establishment on the Mca interface may be abandoned.

-----------------------Start of change 1-------------------------------------------

6.1.2.2
Operational phase

6.1.2.2.1
M2M Service Access

M2M services are offered by CSEs to AEs and/or other CSEs. To be able to use M2M services offered by one CSE, the AEs and/or CSEs need to be mutually identified and authenticated with that CSE, in order to provide protection from unauthorized access and Denial of Service attacks. This mutual authentication enables to additionally provide encryption and integrity protection for the exchange of messages across a single Mca, Mcc or Mcc' reference point. In addition, communicating AEs that require similar protection for their own information exchanges may be provisioned to apply the same security method to their communications.

This is the purpose of the Security Association Establishment procedure, which shall take place before execution of the service related procedures specified in oneM2M TS-0001 [1] for the corresponding reference point.

On the Mca and Mcc reference points, security association establishment between a field domain AE or CSE, respectively, and an IN-CSE is mandatory.

On the Mcc' reference point, security association establishment between IN-CSE and IN-CSE is mandatory.

On the Mca reference point, security association establishment between AE and the CSE in the field domain is strongly recommended.
NOTE:  Security Association Establishment on the Mca interface in a local domain may be abandoned without compromising security in scenarios where unauthorized access can be prevented by other security measures out of scope of this specification. This includes the following use cases:
· AE and CSE (i.e. Mca end-points) are securely integrated on the same physical device (i.e. an ASN),
· Secure communication is guaranteed by the Underlying Local Network (e.g. WLAN or VPN),
· Mca communication takes place on a wire (e.g. Ethernet) in a safe physical environment.
The security association establishment phase of the M2M Service Layer and M2M Application Layer are generally independent from similar procedures that may be required by the Network Layer, though they may rely on the security services provided by the Network Layer.

The oneM2M system supports the following authentication mechanisms for Security Association Establishment, described in more detail in clause 8.2.1 "Overview on Security Association Establishment Frameworks":

· Provisioned Symmetric Key Security Association Establishment Framework: A symmetric key is pre-provisioned to the Security Association end-points. For more details see clause 8.2.2.1.

· Certificate-Based Security Association Establishment Framework: Security Association end-points authenticate themselves using private signing keys and Certificates containing the corresponding Public Verification Key. For more details see clause 8.2.2.2.

· M2M Authentication Function (MAF) Security Association Establishment Framework: For MAF‑based SAEF, the centralized key distribution server is a MAF hosted either by a 3rd party service provider which has a service relationship with the M2M Service Provider (M2M-SP), or hosted by the M2M-SP itself. The MAF authenticates a Field Domain entitiy on behalf of an IN-CSE using a symmetric key. For more details see clause 8.2.2.3.

Figure 6.1.2.2.1-1 illustrates the different use cases and entities involved in the various Security Association Establishment Frameworks (SAEF) considered in the present document.
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Figure 6.1.2.2.1-1: Entities involved in Security Association Establishment
-----------------------End of change 1-------------------------------------------
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