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	MINUTES

	Meeting:
	SEC 24 F2F meeting 

	Chair:
	Francois Ennesser

	Secretary:
	Laurent Velez, ETSI

	Meeting Date:
	2016-07-18 to 2016-07-222

	Meeting Details:
	Face-to-face meeting SEC 24, Montreal , CA


	Intended purpose of

document:
	 Decision

 Discussion

 Information

 Other <specify>

	Template Version:23 February 2015 (Dot not modify)


oneM2M Notice

The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.

1
Opening of the meeting


Francois, opened the meeting and drew the participants’ attention to the oneM2M notice on the cover page of the agenda. He went through the agenda and objectives for this face to face meeting. 
2
Review of Agenda


	SEC-2016-0142
	SEC 24 F2F meeting agenda
	WG Chair (Gemalto)


Edited online
Revision expected.
SEC-2016-0142 was NOTED

SEC-2016-0142R01 was AGREED
S
3
Approval of previous Minutes and draft deliverables

	SEC-2016-0135
	Minutes SEC 23.5
	Secretariat


The minutes of SEC 23.5.  agreed by correspondence and confirmed by email
4
Objectives and actions

4.1
Review of Objectives for the Meeting

· Any pending Release 2 Stage 3 issues (as needed) on TS-0003 or TS-0004
· Any Release 2 Stage 3 impact on Bindings

· Addressing and removing editor’s notes from TS-0003

· Address pending Release 2 Action Items
· Approval of TR deliverables for Release 2: TR-0008 (Rel-2), TR-0012, TR-0019, TR-0016. 
· Start discussing Use Cases / Requirements / consolidation work for future releases
4.2
Review of Action Items
	REFERENCE
	WHAT
	WHO
	STATUS

	A-WG4-SEC231
	To review suitability of algorithms choices in TS-0003


	All
	COMPLETED

	A-WG4-SEC232
	· investigate the solution for solving issue raised in  PRO-2016-0132R01
· To check entity authentication part before registration in the TS-0001 in line with TS-0003


	Shingo + François
	COMPLETED

	A-WG4-SEC233
	check the security aspect in MAS-2016-0086R01 (MgtObj) and its revisions
	All
	OPEN


5
Corrections and enhancements CRs (generic WIs)
5.1
Corrections / Clarifications to TS-0003 Rel-1

	SEC-2016-0145
	Requirements catalogue for TS-0003 v1.4.2
	Cadzow Communications Ltd


Presented by Francois on Monday SEC-4
The request is to review the normative requirements identified by TST WG for testing. It was proposed to review this in ad-hoc meeting on Tuesday.

SEC-2016-0145 was NOTED
	SEC-2016-0144
	Result Code for Impersonation error
	EasyGlobalMarket, Cadzow Communications Ltd


Presented by Francois on Monday SEC-4.
Addition of result code for impersonation error resulting from requirements analysis in TS-0003-V.1.4.2
Francois took the action to write a change request to fix this issue in TS-0003 (SEC). Wolfgang took the action to check the impact on the binding in PRO.
SEC-2016-0144 was AGREED
5.2
Enhancements to TS-0003 (Rel-2)

	SEC-2016-0136
	CR TS-0003 R2 MAF Cleanup
	Qualcomm


Presented by Wolfgang on Monday SEC-4

This CR cleans up the existing MAF text in clause 8.8 of TS-0003 v2.3.0.

Minor typo on figure.
Some offline discussions are requested. 
Revision expected. It will be discussed in ad-hoc.
SEC-2016-0136 was NOTED
SEC-2016-0136R01 presented by Wolfgang on Friday SEC-2

SEC-2016-0136R01 was AGREED
	SEC-2016-0131R02
	CR TS-0003 TEF Interface MAF and MEF
	Qualcomm


Presented by Wolfgang on Tuesday SEC-1
The contribution has been presented and discussed several times.
This CR proposes using a simplified version of the oneM2M primitives used on the Mcc/Mca reference points with a separates set of resources and limited set of parameters

The goal is to allow to test end to end security as it seems not possible in the current status of the specification.
The intent is to add this new interface into the release 2 specification.

Some concerns raised that this is a bit late anyway for including it in release 2 and it should be rather aimed for release 3, so no rush for standardizing it.
It is also indicated that this work would need a new work item. 

It is suggested it could be targeted an interim dot release 2.
Many discussion and no consensus raised.

As there may have impact on ARC on PRO, the suggestion is to go on discussion in Joint SEC ARC and PRO (Tuesday SEC/ARC/PRO-2)
As no consensus is reached and more clarification is needed, Wolfgang is asked to come back to the discussion with a revision of an other document SEC-2016-0129R04 Introduction to MAF Stage 3 CR that aims at clarifying the full procedure.

SEC-2016-0131R02 was NOTED
Contribution review went o on Tuesday SEC-3
Edited online for fixing typos.
Revision expected.
SEC-2016-0131R03 was NOTED (not yet on portal)
	SEC-2016-0129R04
	Introduction to MAF Stage 3 CR
	Qualcomm


Presented by Wolfgang on Tuesday SEC/ARC/PRO-2

The contribution is a revision of the document already presented at SEC 23.5 conf call
It intends to clarify the issues raised following presentation of SEC-2016-0131R02 on Tuesday SEC-1

The main purpose of the new interface proposed is for allowing testing end to end security. 
Many concerns on the impact on ARC and PRO release2 work. It is proposed to not target this change into release 2.  The contribution is important but comes too late. Completing the work need more time and will have a consequence to postpone the release 2.
It is suggested to target the dot release 2 if any.
SEC-2016-0129R04 was NOTED

	SEC-2016-0140
	CR TS-0003 R2 Rename tokenObject
	Qualcomm


PRO dependency on PRO-0262R01
Presented by Wolfgang on Thursday SEC-4
The contribution is about Renaming of Token Object and associated data type 
Edited online

SEC-2016-0140 was NOTED
SEC-2016-0140R01 was AGREED (not yet on the portal)

	SEC-2016-0139
	CR TS-0003 R2 Certificate Profile Updates
	Qualcomm


Presented by Wolfgang on Monday SEC-4

This CR adds some missing details on certificate profiles defined in clause 10.1.1 of TS-0003. It provides the allowed values for the keyUsage and extKeyUsage Extensions.

No comment raised
It is suggested to take opportunity of this CR also to remove the 2 editor’s notes
Action item. To remove the editor notes 

Revision expected to remove the editor notes

SEC-2016-0139 was NOTED
SEC-2016-0139R01 was AGREED
	SEC-2016-0141
	CR TS-0003 optional Mca security
	Qualcomm


Presented by Wolfgang on Monday SEC-4

At the 2nd interoperability test event an issue has been raised about optionality of security association establishment on the Mca interface, see issue #17 in TP-2016-0118R01.
This CR proposes to include a note into TS-0003 to clarify under which conditions Security Association Establishment on the Mca interface may be abandoned.

Edited online to clarify the text.

Some concerns raised that a risk assessment would be needed anyway to be performed before removing security. 
Revision expected
SEC-2016-0141 was NOTED
SEC-2016-0141R02 Presented by Wolfgang on Thursday SEC-4

SEC-2016-0141R02 was AGREED

Action Item. Wolfgang to upload a mirror CR on the release 1 (number reserved as SEC-2016-0152)
	SEC-2016-0152
	CR TS-0003 Rel-1 Optional Mca Security
	Qualcomm


SEC-2016-0152 was AGREED
	SEC-2016-0138
	R2 Security – Specific Data Type Definitions
	Qualcomm


Presented by Wolfgang on Tuesday SEC-3
This CR provides data type definitions and short name assignments for resources and complex data types which are used only within the scope of security specifications (which currently include only TS-0003).

Need more work on this CR.

Revision expected

SEC-2016-0138 was NOTED

SEC-2016-0138R01 presented by Wolfgang on Friday SEC-2

Edited online to clarify the clause Y.4.1 following some comments

Revision expected

SEC-2016-0138R01 was NOTED
SEC-2016-0138R02 was AGREED
	SEC-2016-0137
	CR TS-0003 R2 MAF use of TEF IF
	Qualcomm


Presented by Wolfgang on Tuesday SEC-3
This CR provides the stage 3 details for the MAF Procedures, using the TEF Interface proposed in SEC-206-0131. 

Some numbering minor issues.
Revision expected
SEC-2016-0137 was NOTED
	SEC-2016-0143
	CR TS0003 R2 Annex  Frameworkreferences
	Gemalto


Presented by Francois on Tuesday SEC- 3

The contribution propose to update the TS-0003 annex H (informative) to include new release 2 features, esp. Dynamic Authorization and End-to-end security,  

SEC-2016-0143 was left OPEN 

Same revision re-open by Francois on Thursday SEC- 4

Edited online to update the cover page 
Removing some text related to clause 7.5 to clarify the text.

Revision expected.
SEC-2016-0143 was NOTED 

SEC-2016-0143R01 was AGREED
	SEC-2016-0153
	TS-0003 CR Remove Distributed Authorization Function
	Datang


Presented by Wei on Thursday SEC-4 

This contribution proposes to remove the content related to distributed authorization function that will be considered in the Release 3.
The cover page indicates the change is not essential. Which is need to be changes

Edited online

Revision expected.

SEC-2016-0153 was NOTED

SEC-2016-0153R01 was AGREED

	SEC-2016-0149R01
	CR TS-0003 Release 1 Normative language Cleanup
	Gemalto


Presented by Francois on Thursday SEC-4

This CR cleans up the use of normative language in TS-0003 Rel-1, according to feedback provided in SEC-2016-0145 for the testing purpose.

Action Item: Colin to check for solution on certificate status verification in clause 8.1.2.2
Edited online. Remove some text in the clause 8.1.2.2

Some modifications needed to match the drafting rules.

Expected revision

SEC-2016-0149R01 was NOTED

SEC-2016-0149R02 (not on the portal) presented by Francois on Friday SEC-2 
SEC-2016-0149R02 was AGREED
	SEC-2016-0150
	CR TS-0003 Rel-2 Normative language cleanup
	Gemalto


Presented by Francois on Friday SEC-2

Companion CR of the SEC-2016-0149

Edited online to fix error in the cover page.

Revision expected

SEC-2016-0150 was NOTED

SEC-2016-0150R01 was AGREED

	SEC-2016-0148R03
	CR TS-0003 R2 Editorials & corrections
	Gemalto


Presented by Francois on Thursday SEC-4

Action Item: To consider to put the rq_ip into clause 7.1.2-2 table as a request parameter
Action Item:  To check whether mechanism is needed between the DAS server and hosting CSE to indicate encryption of the role-id

Action Item To add some text in the clause 7.3.2.6 on risk on using unsecure JWT

Action item: to ask to rapporteur to remove all the comments

Action item:  to rapporteur: to remove the editor notes and check the open references to clause.
Edited online 

Expected revision

SEC-2016-0148R03 was NOTED 
SEC-2016-0148R04 presented by François on Friday SEC-2

It is pointed some error in the figures 8.6.2-1 and 8.3.1.2-1. Kee and KeeId should be replaced by Kpm and KpmId. The figure 8.3.1.2-1 was edited online but not possible for the figure 8.6.2-1
Edited online to add an Editor’s note to ask to fix the figure 8.6.2-1.
Action item:  to rapporteur to fix the figures 8.6.2-1 
Expected revision

SEC-2016-0148R04 was NOTED 
SEC-2016-0148R05 was AGREED
	SEC-2016-0154R01
	New WI Distributed Authorization
	Datang


Presented by Wei on Friday SEC-2

The WI proposal is intended to be presented at the closing plenary.

SEC-2016-0154R01 was AGREED to be proposed to TP for approval
5.3
Security related contributions affecting REQ deliverables

	REQ-2016-0056
	Requirement for Location Privacy protection
	Huawei


REQ-2016-0056R01 presented on Thursday SEC/REQ-3 by Jessie (R01 was anyway not on the portal)
Long discussion raised on the requirement SER-062. Comment is that it has an impact on privacy. Document edited online to clarify the text and its link with privacy.
Question raised on whether the communication between onM2M System and Underlying network is bi-directional for the location privacy policy. On this topic, it is decided to replace the current requirement SER-062 into 2 new requirements SER-062 and SER-063. The new text was drafted online.
REQ-2016-0056 was NOTED
REQ-2016-0056R01 was AGREED

5.4
Security related contributions affecting ARC deliverables

	ARC-2016-0328
	ACP Check in basic procedure (R1)
	KETI


Presented by SeungMyeong on Tuesday Joint SEC/ARC/PRO-2
This CR against TS-0001 v1.13.5 corrects wrong statements on privilege checking using the accessControlPolicyIDs attribute in the basic procedures.
Comment raised that the CR proposes a text for clause on CREATE but it is indicated that it also applied to other procedures defined in other clauses.  A dedicated text would be needed for other clauses. It is suggested to remove the sentence referring to other clauses 
Edited online.

Discussions raised on the system default access privileges and how it is specified.
Revision is expected 

ARC-2016-0328 was NOTED
ARC-2016-0328R01 was AGREED 
	ARC-2016-0329
	ACP Check in basic procedure (R2)
	KETI


Presented by SeungMyeong on Joint SEC/ARC/PRO-2 on Tuesday

This CR against TS-0001 v2.9.0 corrects wrong statements on privilege checking using the accessControlPolicyIDs attribute in the basic procedures.
ARC-2016-0329 was NOTED

ARC-2016-0329R01 was AGREED

	ARC-2016-0369
	TS-0001_corrections_security_procedures )
	Qualcomm


Presented by Wolfgang on wed ARC/SEC/PRO-4

Some more clarification needed.
This contribution will be revised and bring it back to ARC

ARC-2016-0369 was NOTED
ARC-2016-0369 R01 presented on wed ARC/SEC-5
2 corrections to remove NOTES and replace the text to become normative.

Edited online

Revision expected

ARC-2016-0369R01 was NOTED

ARC-2016-0369R02 was AGREED
	ARC-2016-0362
	CR Remove policyDecisionPoint Resource Type
	Datang


Presented by Wei on Wed on ARC/SEC-5

This contribution aims at removing the policyDecisionPoint resource type 

The clause 9.6.40 is now removed to avoid a hole in the numbering, it is suggested to move the current 9.6.43 to 9.6.40
Revision expected
ARC-2016-0362 was NOTED

ARC-2016-0362R01 was AGREED

	ARC-2016-0344R01
	Correction of resource ID examples Rel-2 CR
	Qualcomm Inc. (TIA)


ARC-2016-0344R01 presented by Josef on wed ARC/SEC-5

ARC-2016-0344R01 was AGREED by ARC/SEC

	ARC-2016-0345R01
	Correction of resource ID examples Rel-1 CR
	Qualcomm Inc. (TIA)


ARC-2016-0345R01 presented by Josef on wed ARC/SEC-5
Companion CR of ARC-2016-0344R01

ARC-2016-0345R01 was AGREED by ARC/SEC

	ARC-2016-0349R02
	Correction_node_child_resource_Rel-2_CR
	Qualcomm Inc. (TIA)


presented by Josef on wed ARC/SEC-5
ARC-2016-0349R02 was AGREED by ARC/SEC

	ARC-2016-0350R01
	Correction_node_child_resource_Rel-1_Mirror_CR
	Qualcomm Inc. (TIA)


presented by Josef on wed ARC/SEC-5
ARC-2016-0350R02 was AGREED by ARC/SEC

	ARC-2016-0287R05
	CR_TS-0001_correction_on_Traffic_Pattern
	NEC


ARC-2016-0287R05 presented on wed ARC/SEC-5

Edited online to clarify text in several clauses
Revision expected
ARC-2016-0287R05 was NOTED
5.5
Security related contributions affecting PRO deliverables

	PRO-2016-0132R04
	ACP interpretation on Registration procedure
	Fujitsu


Presented by Shingo on wed ARC/SEC/PRO-4
This CR is propose to correct TS-0004 specification following change made on TS-0001, on Authorization check on AE/CSE registration
Some discussions raised on confusion on AE-ID and AE attribute identifier

Edited online to fix typo and also clarify the text.
Revision expected

PRO-2016-0132R04 was NOTED
PRO-2016-0132R05 was AGREED
	PRO-2016-0316
	Clarification_on_the_announced_resource_operation
	Qualcomm


Presented by Nobu on wed ARC/SEC/PRO-4
This presentation attempts to clarify the announced ressouce operation. It identifies some issues and request feedback/comment from the WGs.

The following issues are identified in TS-0001 :

· What is the acpIDs in the announced resource?
· Does it need time-related attribute in the FlexContainerAnnc?
· How to authorize for the announced resource?
PRO-2016-0316 was NOTED
	PRO-2016-0237R02
	Result_Content_Discussion 
	IBM


Presented by Peter on wed ARC/SEC/PRO-4
This presentation attempts to clarify what content should be returned by Retrieve Operations. It intend to raise discussions and requests feedback/comment from the WGs.

PRO-2016-0237R02 was NOTED

5.6
Security related contributions affecting MAS deliverables

	MAS-2016-0155R04
	DevCfg_Basic_flows
	Fujitsu


· Presented by the Fujitsu 
· Comments and Issues: 

· This CR is proposing changes based on discussion result in TP23 and WG5 member agreed on new approach using <mgmtObj> to share setting information for field devices. Original proposal was posted as MAS-2016-0131, but this CR is newly prepared since baseline document and approach is drastically changed. R01: Renaming on procedure to align with equivalent procedure which is described in TS-0001. R02-03: reflect comments given during conference calls. R04: reflect comments given adhoc session in TP 24, and merged proposed changes in MAS-2016-0159

· Comments on concerns on ambiguity on many aspects including node enrolment: need to put written description

· Terminology consistency

· Revision expected

· Decisions and Actions:
MAS-2016-0155R04 was NOTED by SEC/MAS
MAS-2016-0155R06 was AGREED by MAS
	MAS-2016-0158R02
	DevCfg_mgmtObj_registration
	Fujitsu


· Presented by the Fujitsu 
· Comments and Issues: 

· This CR proposed to add attributes on [registration] and [dataCollect] specialization of <mgmtObj> resource to convey required settings regarding authentication and/or authorization. 

· Encourage for offline discussion

· Revision expected 

· Decisions and Actions:

MAS-2016-0158R02 was NOTED by SEC/MAS

MAS-2016-0158R04 was AGREED by MAS

	MAS-2016-0159R03,
	DevCfg_Basic_flows
	Fujitsu


· Presented by the Fujitsu 
· Comments and Issues: 

· This CR proposed to add generic procedures for device configuration. R02: Update figures to simply for discovery of child resources

· R03: reflect suggestions given from SEC/MAS group members (adding texts explain procedures steps)

·  WITHDRAWN

Decisions and Actions:
MAS-2016-0159R03 was WITHDRAWN by SEC/MAS

	MAS-2016-0162
	DevCfg_registration_procedure
	Fujitsu


· Presented by the Fujitsu 
· Comments and Issues: 

·  WITHDRAWN

· Decisions and Actions:
MAS-2016-0162 was WITHDRAWN by SEC/MAS

	MAS-2016-0184
	DevCfg_mgmtObj_datacollection
	Fujitsu


· Presented by the Fujitsu 
· Comments and Issues: 

· This CR proposed that Clause 7.x should be added to describe expected procedure for [dataCollection] resource was used to manage for field device.

· Clarification on introduction part 6.1.2.1

·  Encourage for offline discussion

· Revision expected 

· Decisions and Actions:

MAS-2016-0184 was NOTED by SEC/MAS
MAS-2016-0184R04 was AGREED by MAS

5.7
Security related contributions affecting TST deliverables

	TST-2016-0137R02
	Developer Guide Series WI 
	ETSI


 Presented at joint on Thursday SEC/TST-1
Discussion that the TR could be the companion TR of all the other guides, providing the security
Laurent and Francois are co rapporteur of the

The schedule is too long for the market. it is recommended to rapporteur to make available the Tr as sson as possible.
It is suggested to liaise with Global Platform that has also the same process of addressing the developer community
Edited online to clarify the text of the security TR description, mainly to make it simpler.
Revision expected
TST-2016-0137R02 was NOTED
TST-2016-0137R03 was NOTED 
6
Contributions to existing WIs 

· Draft deliverables: 

· TS-0003 Rel-1 Baseline: v1.4.1 available on portal

· TS-0003 Rel-2 Baseline: v2.3.0 (SEC-2016-0133)

· TS-0016 draft Baseline: v0.5.0 (in SEC-2016-0075)

· TR-0012 draft Baseline: v0.9.9 (in SEC-2016-0113)

·  TR-0016 draft baseline: v0.9.0 available on portal
· TR-0019 draft baseline: v0.5.0 available on portal

6.1
TR-0012 / WI 0016 Group Authentication and End-to-End Security

	
	BASELINE FOR APPROVAL
	

	SEC-2016-0147
	Complete TR-0012 E2E Security and Group Authentication
	Rapporteur (China Mobile)


TR-0012 has been agreed by the SEC WG to be submit for approval at the closing plenary.

6.2
TR-0016 / WI 0023 Authorization Architecture and Policies

	
	BASELINE FOR APPROVAL
	


TR-0016 has been agreed by the SEC WG to be submit for approval at the closing plenary.
6.3
TR-0019 / WI 0019 Dynamic Authorization for IoT

Not yet mature to be approved by SEC and the TP#24. It could be at one of the following conference call SEC
It would be not possible then to be approved by TP before the ratification conference call in August. It is proposed to remove it from the release 2 pack.

6.4
TS-0016 / WI 0021 Secure Environment Abstraction

	
	
	


6.5
TR-0008 Release 2 oneM2M Threat Analysis

	
	
	


TR-0008 V2.0.0 has been agreed by the SEC WG to be submit for approval at the closing plenary.

6.6
Release 2 Privacy Profiles interoperability
	
	
	


7
Other contributions

7.1
Liaisons, New Work Items and revisions of Work Items


	TP-2016-0184
	WI Security Functions Conformance Testing
	easy global market


The contribution has been discussed on Thursday SEC/TST-1
It was needed some clarification even if the WI has been approved on mid TP meeting on Wednesday.

Miguel has explained the roles of each documents that are outcome of the WI ICS, TSS&TP and ATS&IXIT. 
There is also in progress an action to extract the testable requirements in the TS-0003 that will help for building the TP. EGM and Scott are volunteers

Action Item: Laurent to book 3 consecutive numbers for the TSs of this WI
2 main work actions

· To extract the security requirements 

· Categorization of functions

Like the other conformance WI, the new security WI TSs will have to follow the Testing framework defined in the TS-0015

	TP-2016-0199
	New_WI_on_TEF_Interface
	Qualcomm


The new WI proposal has been presented on Thursday SEC-4 by Wolfgang

Edited online to clarify the text and fix editorial issues.
Revision expected to be presented at the closing plenary.
7.2
Other contributions for discussion


8
Planning for next Meeting(s)

· Conference Calls (tentative)
It is foreseen only one conference call before the TP#25

· SEC24.1


Thu 29 September 2016

13.30-15.00 UTC 
· Face to Face
· TP 25 ETSI in Sophia-Antipolis
 
17-21  October 2016
9
Any other business
There was no other business to discuss.
10
Closure of meeting


The Chairman François Ennesser has kindly thanked all the delegates for their involvement and efforts brought at this fruitful meeting.
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