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Introduction
The current specification for AE authorization has one issue:

If the AE-ID-Stem is assigned by the Registrar CSE, SP-relative-AE-ID might change because of some reasons, for example, the AE re-registers with another registrar CSE. And its previlege for accessing the resource on the Hosting CSE will become invalid.
In order to resolve this problem, this contribution proposes to introduce ‘Authorization Relationship Mapping Record’ to store the mapping of an AE to its ACPs or Tokens using the Authorzation Sign.

Even the SP-relative AE-ID of the AE changes, the record in the Authorization Relationship Mapping Record can still prove its possession of the ACPs and Tokens, and thus the AE can access the resource on the Hosting CSE without requesting for authorization again.
-----------------------Start of change 1-------------------------------------------
7.X Authorization Relationship Update for AE 
7.X.1 Overview 
According to oneM2M TS-0001 [1], the accessControlOriginators attribute of the <accessControlPolicy> or the holder attribute of the <Token> include AE-ID information to indicate which AE can access the resourse on the Hosting CSE. The value of AE-ID may be AE-ID-Stem, SP-relative-AE-ID or Absolute-AE-ID. But SP-relative-AE-ID or Absolute-AE-ID may change in some scences, for example an AE re-registers with another Registrar CSE and the AE-ID-Stem is assigned by this Registrar CSE, and this AE cannot access the resource with its <accessControlPolicy> or <Token>. 
So the Hosting CSE needs a mechanism to determine whether the AE has the privelege to access the resource on the Hosting CSE when the AE-ID is not included in the accessControlOriginators attribute of the <accessControlPolicy> or the holder attribute of <Token>.
Authorization Relationship describes the mapping of AE to <accessControlPolicy> or <Token>.
Authorization Relationship Update mechanism provides the capability to discover the AE-ID of an AE changed and maintains the relationship between the AE and <accessControlPolicy> or <Token> by updating some information .
The privelege content is included in the <accessControlPolicy> or <Token>. And Authoriztion Relationship Update mechanism shall be mainly used for these two resources.
7.X.2 Overall Description of Authorization Relationship Update Mechanism

This clause provides description of the mechanism that may be employed to update Authorization Relationship for AE.

An AS which stores the Authorization Relationship between AE and <accessControlPolicy> or <Token> is an individual function which could include the capability of DAS server or not.
The main steps involved in Authorization Relationship Update process:

1)  Authorization Relationship Creation: Create Authorization Relationship Mapping Record and complete the Authorization Binding after AE is granted the privelege to access the resource on the Hosting CSE;
2) Authorization Relationship Updata: Update the Authorization Relationship Mapping Record stored in the AS after AE is assigned a new AE-ID;
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Figure 7.x.1.2 - 1  Provides a high-level summary of Authorization Relationship Creation and Update Process
The Authorization Relationship Creation and Update Process involves the following steps:

· Create Authorization Relationship Mapping Record:
a)(option) AE shall apply the authorization to access the resource on Hosting CSE; 
Notes: How AE applies an <accessControlPolicy> for accessing a resource on Hosting CSE is not described in this document;
Notes: Token shall be issued according to the flows described in the 7.3.2.2 Direct Dynamic Authorization or 7.3.2.3 Indirect Dynamic Authorization;
b) Authorization Binding among AE-ID, the resource requested by AE and the access control policy or Token shall be created;
Notes: <accessControlPolicy> shall be created by adminstrator on the Hosting CSE, and AE-ID shall be assigned to the accessControlOriginators attribute;
Notes: <Token> shall be created by the Hosting CSE on it, and AE-ID shall be assigned to the holder attribute;
c) (option)AS shall request a Author Signature which is signed by AE;
Notes: Author Signature shall be generated using certificate or symmtric key shared between AE and IN-CSE;
d) AS shall create a Authoriztion Relationship Mapping Record which stores the relationship bewteen AE and <accessControlPolicy> or <Token>.
· Update Authorzation Relationship Mapping Record:
a) Direct Update Authorization Relationship:

·  AE shall directly send the Authorization Relationship Update request to AS;

· After the AS valids the Author Signature which is requested by AS and is returned by AE, AS shall update the Authorization Relationship Mapping Record in the AS and Authorization Binding on the Hosting CSE;
b) Indrect Update Authorization Relationship:
·  After Hosting CSE gets the Author Signature  separately from AS and AE, and valids the two values are  same, the Hosting CSE sends the Authorization Relationship Update request to AS; 
·  AS shall update the Authorization Relationship Mapping Record in the AS and Authorization Binding on the Hosting CSE;
7.X.3 Authorization Relationship Update for <accessControlPolicy> 
7.X.2.1 Create Authorization Relationship 
This clause describes the creation of the Authorization Relationship between AE and its <accessControlPolicy> for some resource.
The message flow for the Authorization Relationship Creation is shown in Figure 7.x.2.1 – 1, and described in the following text.
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Figure 7.x.1.2 - 1: Message flow for Authorization Relationship Creation for ACP
1. Administrator creates a <accessControlPolicy> resource on Hosting CSE; and Hosting CSE shall add the ID of this <accessControlPolicy> into the accessControlPolicyIDs attribute of the resource AE requests to access;
2. Hosting CSE shall request AS to create Authorization Relationship Mapping Record, the request includes parameters showed below:

	Parameter
	Description
	Multiplicity

	AuthorRelCreationIndicatror
	A indicator sent to AS when Hosting CSE want to create a Authorization Relationship Mapping Record;
	1

	Res_uris
	The identifier of the resource AE requests to access;
	0…1

	AE-ID 
	The identifier of the AE who is associated with <accessControlPolicy>
	1


3. AS shall enhance a discovery process to search the record whose ID is AE-ID in the Authorization Relationship Mapp; if at least one record is returned, directly forward to step 7;
4. AS sends a request to AE to get a Author Signature which shall include a indicator ‘SigReq’;
5. AE shall sign the AE-ID to generate a Author Signature;

6. AE shall return the Author Signature to AS;

7. AS shall create or update a record in the Authorization Relationship Map:
a) In the case that a record does not exist, AS shall create a Authorization Relationship Mapping record:
	Parameters
	Description
	Multiplicity

	SubjectID
	The identifier of AE 
	1

	Signature
	A signature or MIC generated using AE-ID
	1

	Res_uris
	The uri of the resource AE requests to access
	0..n

	OldSubjectID
	The identifier of AE used before
	0..n


b) In the case that a record has existed, As shall add the Resource URI into the Res_uris parameter of the Authorzation Relationship Record;        
7.X.2.2 Update Authorization Relationship
This clause describes the update of the Authorization Relationship between the AE and its <accessControlPolicy> when AE-ID of this AE is changed.
The message flow for the Authorization Relationship update is shown in Figure 7.x.2.2 – 1, and described in the following text.
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Figure 7.x.2.2 - 1: Message flow for Authorization Relationship Update

1. AE-ID of AE is changed to new AE-ID for some reasons;

2. AE sends a resource access request to Hosting CSE to access a resource with the new AE-ID;

3. Hosting CSE shall determine if the AE has the privilege to access the resource, and because the new AE-ID is not in the accessControlOriginators, the request shall be refused. And if there are the accessControlOperation and accessControlContext equal to the information in the request, the Hosting CSE shall trigge the Authorization Relationship Update process;
4. Hosting CSE shall return a response to AE,  and the response shall include a authorUpdateIndirectURI which refers to AS URI;
5. After AE receives the authorUpdateIndirectURI, AE shall send a Authorization Relationship Update request, which shall include the parameters below:
	Parameters
	Description
	Multiplicity

	authorUpdateIndirectURI
	Indicate that AE request a Authorization Relationship Update 
	1

	From
	The new identifier of AE 
	1

	Resource URI
	The resource AE requests to access
	0..1


6. AS shall return a response to AE, which shall include the indicator ‘SigReq’ to request a Author Signature;

7. AE shall get the indicator from the response;

8. AE sends the Author Signature to AS with other information which include old AE-ID and the new AE-ID;
Notes:The Author Signature is generated using the old AE-ID used for AE the first time;
9. AS shall compare the Author Signature received from the AE with the one stored in the AS, if the two values is same, AS shall update the the value of parameter SubjectID to the new AE-ID in the Authorization Relationship Mapping record whose subjectID is old AE-ID;
10. After step 9, AS shall request to update the AE-ID to new AE-ID in the accessControlOriginators of the <accessControlPolicy> on the Hosting CSE;
11. Hosting CSE shall update the value of the accessControlOriginators of the <accessControlPolicy> whose accessControlOriginators include old AE-ID;

12. Hosting CSE shall return a response for the update ACP process to AS;

13. Hosting CSE shall return a response for the request descripted in the step 8;
7.X.4 Authorization Update for <Token>
7.X.3.1 Create Authorization Relationship 
This clause describes the creation of the Authorization Relationship Mapping Record between AE and some Token.
The message flow for the Authorization Relationship Mapping Record Creation for Dynamic Authorization is shown in Figure 7.x.3.1 – 1, and described in the following text.
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1. Hosting CSE shall receive Token from AE or AS which may be a DAS server. The detail steps are specific in the clause 7.3.2.2 and 7.3.2.3. 
2. Hosting CSE shall create a <Token> resource and AE-ID shall be assigned to holder attribute of the <Token> resource, and the TokenID shall be added into the TokenIDs attribute of the resource AE requests to access;
3. Hosting CSE shall notify AS for creating Authorization Relationship;

4. AS shall request an Author Signature from AE in which there is a SignReq indication and a Token;
5. AE shall generate the AuthorSign using the Token it received;
6. AE sends the Author Signature to the AS; the Author Signature may generated using a certificate of AE or a MIC generated using a symmetric key shared between AE and AS;
7. After receiveing the Author Signature, AS shall create a Authorization Relationship Mapping Record;
	Parameters
	Description
	Multiplicity

	SubjectID
	AE-ID attribute value of the AE
	1

	Token
	The token issued for the AE
	1

	Signature
	generated from  Token
	1

	Res_uris
	the resource ID of the resource AE request to access
	0…n


7.X.3.2 Update Authorization Relationship
7.X.3.2.1 Overview

This clause describes the update of the Authorization Relationship between AE and its some Token issued to access some resource when AE-ID of this AE is changed. 
The following Authorization Relationship Update procedures are specified in two mode below and the detail is specified in 7.X.3.2.1 and 7.X.3.2.2.

7.X.3.2.2 Direct Update Authorization Relationship
This clause specifies the exchanged parameters and associated processing at AE and Hosting CSE.

The message flow for the Direct Update Authorization Relationship is shown in the figure Figure 7.x.3.2.1 - 1: Message flow for Direct Authorization Relationship Update for Token, and described in the following text.
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Figure 7.x.3.2.1 - 1: Message flow for Direct Authorization Relationship Update for Token
1. A new AE-ID is assigned to AE for some reasons; 
2. AE sends a resource access request to Hosting CSE to access some resource, which carries the new AE-ID, and the Token issued for it;
3. Hosting CSE determines whether it is a new ID throug comparing the TokenID of the Token in the request with the TokenID attribute of the <Token>;  if the two value is same, Hosting CSE starts Authorization Relationship Update process;
4. Hosting CSE shall return a resource response, which includes indicator 'authorUpdateIndicator' and indirectURI;

5. After getting 'authorUpdateIndicator', AE shall send Update request to AS, whichh includes the new AE ID, Resource URI and Token;

6. AS shall determine if there is a record whoes Token parameter value is same as the Token in the through a discovery process;
7. If there is a record, AS shall return the Upate response to AE, including the indicator ‘SigReq’;
8. AE shall generate the Author Signature using the Token;

9. AE shall send the Author Signature to AS, and the request shall include other parameters - old AE-ID, Token, new AE-ID;

10. After receiving the Author Signature, AS shall match if the Author Signature is equal to the value of Signature parameter in the Authorization Relationship Mapping record whose subjectID is the old AE-ID; and if the result is same, update the value of the SubjectID parameter of the Authorization Relationship Mapping record to new AE-ID;
11.  AS shall send a request to update the value of the holder attribute of  the <Token> with the TokenID from old AE-ID to new AE-ID; and the request shall carry information including resource URI, old AE-ID, new AE-ID, and TokenID;
12. Hosting CSE shall update the value of  the holder attribute of  the <Token> according the Information in the request from AS;
13.  Hosting CSE shall return the update response;
7.X.3.2.3 Indirect Update Authorization Relationship
This clause specifies the exchanged parameters and associated processing at AE and Hosting CSE.

The message flow for the Indirect Update Authorization Relationship is shown in the figure Figure 7.x.3.2.2 - 1: Message flow for Direct Authorization Relationship Update for Token, and described in the following text.
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Figure 7.x.3.2.2 - 1: Message flow for Direct Authorization Relationship Update for Token
1. A new AE-ID is assigned to AE for some reasons;
2. AE sends a resource access request to Hosting CSE to access some resource, which carries the new AE-ID, and the Token issued for it;

3. Hosting CSE determines whether it is a new ID throug comparing the TokenID of the Token in the request with the TokenID attribute of the <Token>;  if the two value is same, Hosting CSE starts Authorization Relationship Update process;
4. Hosting CSE shall send a request to AS to get the Author Signature for this Token;

5. AS shall search the record whoes value of Token parameter of the Record is same as the Token in the request from the list of Authorization Relationship Mapping Record and get the value of the Signature parameter of this record;
6. AS shall return the Author Signature to the Hosing CSE;
7. Hosting CSE shall return a resource response, which includes indicator ‘SigReq’;
8. After AE gets the SigReq from the response, AE shall generate the Author Signature using its Token;

9. AE shall send the Author Signature to Hosting CSE in another resource access request, and the request shall include other information including Token, new AE-ID and Resource URI;

10. After receiving the Author Signature, Hosting CSE shall match if the Author Signature is equal to the value of Signature parameter in the Authorization Relationship Mapping record whose Token parameter is same as the Token in the request;
11. And if the result is same, Hosting CSE shall send a request to AS with the parameters including authorUpdateIndicator, the new AE ID,  Resource URI, Token, old AE-ID;

12. AS shall update SubjectID of the Authorization Relationship Mapping record  whose value of the Token parameter is same as the Token in the request from old AE-ID to new AE-ID;

13. AS shall return the response to Hosting CSE;
14. Hosting CSE shall update the value of  the holder attribute of  the <Token> on the Hosting CSE ;
15. Hosting CSE shall return the resource access response;

-----------------------End of change 1---------------------------------------------

-Start of changes to Definitions Symbols Abbreviations Acronyms -

3
Definitions, symbols, abbreviations  and acronyms
3.1
Definitions

AS: a server stored Authorization Relationship Mapping Record

Authorization Relationship Mapping Record : a record stored in AS and including the AE-ID, ACP or Token, Author Signature;

Author Signature : a Signature generated using a certificate of AE or a MIC generated using a symmetric key shared between AE and AS;
Authorization Binding : an action to create relationship between AE and ACP or Token
3.2
Symbols

<symbol>
<Explanation>

3.3
Abbreviations and Acronyms
<ABBREVIATION/ACRONYM>
<Explanation>
---End of changes to Definitions, Symbols, Abbreviations, Acronyms ---
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