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1
Title (Acronym)
Distributed Authentication
2
Justification
Massive low-end IoT devices are expected to be deployed in the next decade for numerous vertical sectors, say smart home, vehicular networks, industry automation, and smart city. To provide flexibility and reduce employment costs, various IoT application scenarios may require distributed authentication in which two entities (e.g. devices, applications and network commonents) can authenticate each other directly and further establish secure channels in a lightweight way without online centralized management. The authentication mechanisms in TS003 require centralized node involved, such as M2M Gateway or M2M server, which cannot offer scalable distributated authentication. Moreover, as distributed authorization has been considered by SEC group in oneM2M, distributed authentication should be taken into account too. Finally, the distributed architecture is also considered in ARC group, in order to support this architecture, the corresponding security mechanism, such as distributed authentication, should be designed. 
The purpose of this Work Item is to develope a framework of distributed authentication mechanisms and protocols that are lightweight for oneM2M architecture.
3
Intended Output
	Tick all the appropriate cases 


	

	√
	Change request(s) to existing Technical Specification(s)

	√
	Change request(s) to existing Technical Reports(s)

	√
	New Normative Technical Specifications(s)

	√
	New Permanent Technical Reports(s)

	
	New Temporary Technical Reports(s)


4
Impact 
4.1 oneM2M Work Items

The work item is expected to have some impacts on the following Work Items:

· TS0003 (Security Solution, Rel-3) — To support new asymmetric primitvies and mechanisms. 
· WI-0061 (Distributed Authorizaiton, Rel-3) — To support new asymmetric primitvies and mechanisms.
5
Scope

This Work Item will create a Technical Report to develop distributed authentication mechanisms and protocols under oneM2M architecture. The main work scope includes the followings:
· To investiage user cases and related security requirements. 
· To identifty suitable primitvies and mechanisms, which are expected to be a few asymmetric key based technologies but lightweight enough for IoT use (identity based cryptography, certificateless signatures, etc).
· To design new distributed authentication mechanisms and protocols that are lightweight for oneM2M architecture. 
6
Schedule and impacted specifications
Provide the schedule of tasks to be performed;
	New Specifications (if any)

	Document
Type
	Document
Number*
	Title
	
Schedule (TP No.)
	Lead WG
	Impacted WGs
	Comments

	
	
	
	Start 


	Change Control 
	Freeze


	Approval


	
	
	

	TR
	TBD
	Distributed Authentication
	TP26
	TP30
	TP30
	TP31
	SEC
	SEC
	


* Optional for first versions (i.e. before it will be assigned by the secretariat)

	CRs to existing specifications (if any)

	Impacted
TS/TR
	CR number (when known)
	Subject of the CR
	Approved at plenary#
	Impacted WGs
	Editors

	TS 0003
	
	Distributed Authentication
	TP 30
	SEC
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Work Item Rapporteur(s)

Guilin Wang, Huawei, wang.guilin@huawei.com (WG4)
Jie Shi, Huawei, shi.jie1@huawei.com (WG4)
8
History

	Document history

	V0.0.1 
	17 October 2016 
	Initial proposal

	V0.0.2
	19 October 2016 
	Revised proposal (added new supporters and made a few small changes in the content) 
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