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-----------------------start of change 1---------------------------------------------
X.1
Senarios for distributedCommunication Security
Massive IoT devices are expected to be deployed in the next decade in numberous vertical sectors, e.g., smart home, vehicular network, industry automation and smart city.In some of these vertical sectors, devices are required to communicate with each other in a distributed and dynamic way, such as vehicular network. For the “distributed way and dynamic way”, it means that a device will communicate to lots of other devices, which are not known in advance. In order toprevent the message communicating among devices from being eavesdropped by other entities including M2M server , proper security mechanisms are required such as authentication, message encryption and integrity protection mechanisms.
Figure X.1-1 illustrates a communication mode in vehicular network. In this mode, each vehicle first registers into the oneM2M sytem to obtain registration information, including credentials; each application, e.g., parking provider, billing provider, registers into the oneM2M system tooThen, vehicles can communicate with these applications and with other vehicles in a distributed and a dynamic way. Vehicles may establish long term connection to exchange either multiple messages or one single message without establishing long term connection.
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Figure X.1-1:Communicatio mode for vehicular netwok

The existing authentication mechanisms proposed in oneM2M functionally works, but have shortcomings in the following two aspects.    

1) Credential pre-previsioning (based on symmetric key or certificates) of other entities does not work well due to memory limitation and/or dynamic change of communicating parties; 

2) Online transmission or retrieval of credential info (based on symmetric key or certificates) of other entities does not work well due to low bandwidth restriction and/or low latency requirement.
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