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Introduction

TS-0016 does not clearly outline the normative requirements related to Secure Environments and Security Levels. The present CR updates Clause 6 of TS-0016 to address this deficiency.
-----------------------Start of change 1-------------------------------------------

6
Secure Environments

6.1

Secure Environments capabilities
A Secure Environment is an abstraction of a secure area within a computing system that provides a defined level of protection for code and data at rest, i.e. in storage, and in use, i.e. during process execution or data manipulation. A Secure Environment shall provide an authenticated entity (e.g. M2M Service Provider, M2M application provider or end user) with exclusive access to manage an isolated area of process space and memory within the host node that provides confidentiality and integrity of the contained instructions code and data during storage and process execution.
Each M2M node containing a CSE shall support instantiation of at least one SE by pre-provisioning, and may preferably support instantiation of SEs remotely on the field by means specified below. An SE shall be uniquely identifiable within a node and shall provide indication of the security level associated with the implementation it relies on.
6.2
Secure Environments security levels

According to TS-0003 [1], an SE can be implemented in different ways that can be associated with different security levels, according to the type of attacks they have been designed to provide protection against. For example, an SE can be implemented as an independent security engine, as an exclusive CPU/Memory mode on a general purpose chip, or as an enclave providing memory encryption and code/data execution isolation. Within the scope of this specification the following security levels and associated  categories of implementation are distinguished:

· Security Level 3 (highest), able to provide tamper resistance against attackers that have physical access to the supporting hardware, e.g. having the ability to dismantle a device and implement sophisticated attacks such as playing with out-of-boundary operating conditions or perpetrating power analysis. This security level shall rely on a tamper resistant hardware SE implementation dedicated to security storage and processing (e.g. a GlobalPlatform eSE) and should be associated with application specific security assessment or certification process. 
· Security Level 2 (medium), intended to provide strong protection against all kind of remote attacks but not targeting protection against attacks requiring physical control of the hardware. This security level shall rely at least on a hardware isolated SE implementation which may be integrated within the general purpose processing environment running the device software (e.g. a GlobalPlatform TEE).
· Security Level 1 (low) which can be supported by pure software based SE implementations, providing confidence that the software design process followed best practice cybersecurity recommendations to provide reasonable resistance against software based attacks such as trojans or viruses.
When none of the above security levels can reasonably be claimed, Security Level 0 (no particular securityattention) shall be indicated.
6.3
Tamper resistant hardware SE implementation
The following  tamper resistant hardware SE implementationss are considered within the current release of the specification:

· Implementation as Secure Elements in different form factors including 

· UICC according to [3]. In this case, multiple SE may be supported by means of multiple UICC ADFs (Application Directory File) and remotely managed accordingly, see ETSI TS 102 221 [3]. 
· other variants of it such as eSE according to GlobalPlatform [5]. In this case, multiple SE may be implemented as multiple GlobalPlatform Security Domains and remotely managed accordingly. 
As outlined in TR-0008 [i.2], such implementations are recommended as countermeasures against key discovery and device cloning for devices that are physically exposed to potential attackers.

6.4

Hardware isolated SE implementation
The following  hardware isolated SE implementations are considered within the current release of the specification:

· Trusted Execution Environment according to GlobalPlatform [4]. In this case, multiple SE may be implemented as multiple GlobalPlatform Security Domains and remotely managed accordingly.  
According to the security analysis in TR-0008 [i.2], such implementations are appropriate for devices likely to be the target of remote attacks, without being physically accessible to attackers.
6.3
Software based SE implementation
An SE as defined in [1] provides security services to application and guarantee process isolation. In addition to hardware based solutions this can also be provided by dedicated software implementations such as White Box Cryptography. Such implementations are only appropriate when the value or lifetime of the protected asset is limited and the risks of compromission are otherwise mitigated. 
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