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Introduction

This CR updates Clause 7 in TS-0016 related to the Mcs reference point. The Mcs reference point is used to support AE access to security functions and data protected within Secure Environments in a uniform manner.

-----------------------Start of change 1-------------------------------------------

7
Logical Abstraction – SE reference points

7.1
Overview

The Mcs reference point shall enable applications and service layer entities which are outside of Secure Environments to make use of sensitive functions, sensitive data and applications residing within the Secure Environment, independently of the technical implementation of the Secure Environment, via a logical abstract interface. The logical abstraction interface is between the physical or logical Secure Environments and any external service layer entities and applications. The logical abstraction interface shall provide access the sensitive functions, sensitive data and applications residing within the Secure Environments regardless of their number and Secure Environment architecture scenarios.

7.2
Mcs reference point
7.2.1
Secure Environment Identifier (M2M-SE-ID)
M2M nodes may contain multiple Secure Environments each associated with a corresponding Secure Environment Identifier (M2M-SE-ID). Each SE contains several M2M Security Services, i.e. sensitive functions execution environment and associated sensitive data storage area for code and data. An M2M-SE-ID is assigned to each Secure Environment.

Table 7.2.1-1: Secure Environment Identifier

	Identifier
	Assigned by
	Assigned to
	Assigned during
	Lifetime
	Uniqueness
	Used during

	M2M Secure Environment Identifier
	M2M SE issuer or delegated stakeholder
	Secure Environment

	Pre- or remote Provisioning or during manufacturing
	Lifetime of the contract with the stakeholder to whom the SE is assigned .
	Global per SE and per type of SE
	communication establishment with and selection of SE;


M2M-SE-ID is structured as follows:

Type of SE followed by unique ID, where type of SE is defined as given in table 7.1.1-2 and the unique ID is defined as described in Table 7.1.1-1.

Table 7.2.1-2: Type of Secure Environment
	Class of SE
	Type of Secure Environment
	Coding

	Independent hardware
	UICC
	Tbd

	Integrated hardware
	TEE
	Tbd

	Software
	Security Library
	Tbd

	
	
	


Editor’s note: further types are tbd

Editor’s note: relation between SE-ID and node-ID is FFS. 
7.3
SE Discovery and Selection

7.3.1
getSecureEnvironment

7.3.1.1
Description

This service provides a list of available Secure Environments within the present M2M node including the SE class and type.

7.3.1.2
Pre-Conditions

Type and Class of SE has been assigned during pre-provisioning or remote provisioning.
7.3.1.3
Signature – getSecureEnvironment

Table 7.3.1.3-1: getSecureEnvironment
	Parameter name
	Direction
	Optional
	Description

	aeId / cseId
	IN
	NO
	Application Entity or CSE ID requesting the list of SE-IDs

	applicationId
	IN
	NO
	Application Identifier (App-ID) for the AE

	responseType
	OUT
	NO
	Response types:

· List of available SEs incl. their M2M-SE-IDs and their provided security level

· SEs do not exist


Editor’s note: separate access from local entity and remote entities and inclusion of CSEs are for further study.

7.3.2
getSEFunctions

7.3.2.1
Description

This service provides a list of available sensitive functions provided by a given SE.

7.3.2.2
Pre-Conditions

M2M-SE-ID is known to the calling entity (getSecureEnvironment).
7.3.2.3
Signature – getSEFunctions

Table 7.3.2.3-1: getSEFunctions
	Parameter name
	Direction
	Optional
	Description

	seId
	IN
	NO
	M2M-SE-Identifier

	applicationId
	IN
	NO
	Application Identifier (App-ID) for the AE

	responseType
	OUT
	NO
	Response types:

· List of available sensitive functions 

· No sensitive function available (but SE exists)

· SE does not exist


7.3.3
selectSecureEnvironment

7.3.3.1
Description

Selects a particular SE available within the present entity.

7.3.3.2
Pre-Conditions

Not applicable.
7.3.3.3
Signature – selectSecureEnvironment

Table 7.3.3.3-1: selectSecureEnvironment
	Parameter name
	Direction
	Optional
	Description

	seId
	IN
	conditional
	M2M-SE-ID

	secLevel
	IN
	conditional
	Types:

SE with highest available security level to be selected

SE with a particular security level to be selected

	responseType
	OUT
	NO
	Response types:

· Security level of selected SE together with seId

· Security level or selected SE does not exist

	Note: conditional is to be interpreted as mandatory if no other conditional parameter does exist.


7.4
AE Discovery and Selection

Editor’s note: This set of functions may be moved to be part of the SE management functions and may then also be migrated to a restful approach..The list of parameters have to be clarified following clarification of the SE entities architecture.
7.4.1
getApplicationEntity

7.4.1.1
Description

An SE may support one or more AE_SECs or one CSE_SEC. An application or service provider issuing AE_SECs or CSE_SEC may want to create, update and delete its AE_SECs or CSE_SEC within the SE under its control. This service provides a list of AE_SECs or CSE_SEC available within a given SE. 
7.4.1.2
Pre-Conditions

M2M-SE-ID is known to the calling entity (getSecureEnvironment). A security association between the calling entity and the SE is established and the calling entity has sufficient access rights to perform the query.
7.4.1.3
Signature – getApplicationEntity

Table 7.4.1.3-1: getApplicationEntity
	Parameter name
	Direction
	Optional
	Description

	seId
	IN
	NO
	M2M-SE-Identifier

	requesterID
	IN
	NO
	AE-ID or CSE-ID requesting the list of available AE_SECs or CSE_SEC


	responseType
	OUT
	NO
	Response types:

· List of available AE_SECs or CSE_SEC including their M2M-AE-IDs or M2M-CSE-ID and their provided security level

· No AE_SEC or CSE_SEC available (but SE exists)

· SE does not exist

· Access conditions not fulfilled


7.4.2
getAEFunctions

7.4.2.1
Description

This service provides a list of available sensitive functions provided by a given AE_SEC. Unlike getSEFunctions which is related with the functions of the SE, getAEFunctions is related with functions dedicated to the AE_SEC. For example, a mobile TV application will get permission to access an SE from the access control function of the SE, and then the application would request the multimedia content decryption to the decoding function of the AE_SEC.
7.4.2.2
Pre-Conditions

The M2M-AE-ID identifying the target AE_SEC is known to the calling entity (getApplicationEntity). A security association between the calling entity and the SE is established and the calling entity has sufficient access rights to perform the query.
7.4.2.3
Signature – getAEFunctions

Table 7.4.2.3-1: getAEFunctions
	Parameter name
	Direction
	Optional
	Description

	aeId
	IN
	NO
	Identifier of the target AE_SEC, M2M-AE-ID

	requesterID 
	IN
	NO
	AE-ID or CSE-ID requesting the list of available functions

	responseType
	OUT
	NO
	Response types:

· List of available sensitive functions

· No sensitive function available (but AE_SEC exists)

· AE_SECs do not exist

· Access conditions not fulfilled


7.4.3
selectApplicationEntity

7.4.3.1
Description

Selects a particular Application Entity available within the present entity.
7.4.3.2
Pre-Conditions

A security association between the calling entity and the SE is established and the calling entity has sufficient access rights to select the respective AE_SEC.
7.4.3.3
Signature – selectApplicationEntity

Table 7.4.3.3-1: selectApplicationEntity
	Parameter name
	Direction
	Optional
	Description

	aeId
	IN
	conditional
	M2M-AE-Identifier of the target AE_SEC

	secLevel
	IN
	conditional
	Types:

AE_SEC with highest available security level to be selected

AE_SEC with a particular security level to be selected

	responseType
	OUT
	NO
	Response types:

· Security level of selected AE_SEC together with aeId

· Security level or selected AE_SEC does not exist

· Access condition not fulfilled

	Note: conditional is to be interpreted as mandatory if no other conditional parameter does exist.


7.5
Secure Environment Management

7.6
Sensitive Data Storage

7.6.1
<sensitiveDataObject> resource
Secure Environments provide a service to store and protect sensitive data. Sensitive data objects are represented as SE-resources and are created and managed within the Secure Environment. Requests to SE-resources are using absolute addressing. A <sensitiveDataObject> resource shall represent sensitive data and related information owned by a creator as shown in figure 7.6-1. 
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Figure 7.6-1: <sensitiveDataObject>representation

Editor’s note: removal of creationTime and lastModifiedTime is for further study

Attributes in <sensitiveDataObject> are shown in table 7.6-1.

Table 7.6-1: Attributes of <sensitiveDataObject> resource
	Attributes of <sensitiveDataObject>
	Multiplicity
	RW/

RO/

WO
	Description
	<sensitiveDataObjectAnnc> (MA/OA/NA)

	resourceType
	1
	RO
	Defines the resource type.
	NA

	resourceID
	1
	RO
	Defines an identifier for the resource.

This attribute shall be provided by the creator. The creator shall assign a resourceID which is unique within its context.
	NA

	creationTime
	1
	RO
	Time/date of creation of the resource.
The creationTime is set by the CSE hosting the SE when the resource is created.
	NA

	lastModifiedTime
	1
	RO
	Last modification time/date of the resource.

This attribute is mandatory. The lastModifiedTime value is set by the Hosting CSE when the resource is created,and the lastModifiedTime value is updated when the resource is updated.
	NA

	creator
	1
	RO
	The AE-ID or CSE-ID of the AE or CSE creating the resource.
	NA

	currentByteSize
	1
	RO
	Current size in bytes of sensitive data.
	NA

	sensitiveData
	1
	RW
	Contains sensitive data, and required information to access and manage sensitive data owned by a dedicated creator
	NA

	seAccessPrivileges
	1
	WO
	Is used to control access to the resource.
	NA


Editor’s note: usage of resourceType attribute is for further study

7.6.2
<sensitiveDataObject> Resource Procedures
7.6.2.1
CREATE <sensitiveDataObject>
This procedure shall be used for creating a <sensitiveDataObject> resource.

Table 7.6.2.1-1: <sensitiveDataObject> CREATE
	<sensitiveDataObject> CREATE request message parameters

	Associated Reference Point
	Mcs

	Information in Request message
	Following parameters shall exist within the Create request:

Operation

To: contains M2M-SE-ID

From Registree AE or CSE
Request Identifier

Content: <sensitveData>

Name: name of resource

	Processing at Originator before sending Request
	Establish security association between creator and SE

Requests from an AE or CSEincludes their AE-ID or CSE-ID

	Processing at Receiver
	Check seAccessPrivileges and validate request

	Information in Response message
	Response status codes: ack; successful operation = CREATE; Unsuccessful Operation = C; 

Request Identifier

	Processing at Originator after receiving Response
	n/a

	Exceptions
	According to [2]


7.6.2.2
RETRIEVE <sensitiveDataObject>
This procedure shall be used for retrieving a <sensitiveDataObject> resource.

Table 7.6.2.2-1: <sensitiveDataObject> RETRIEVE
	<sensitiveDataObject> RETRIEVE request message parameters

	Associated Reference Point
	Mcs

	Information in Request message
	Following parameters shall exist within the RETRIEVE request:

Operation

To: contains M2M-SE-ID

From Registree AE or CSE
Request Identifier

	Processing at Originator before sending Request
	Establish security association between creator and SE

Requests from an AE or CSE includes their AE-ID or CSE-ID

	Processing at Receiver
	Check seAccessPrivileges and validate request

	Information in Response message
	Response status codes: ack; successful operation = RETRIEVE; Unsuccessful Operation = R; 

Request Identifier

Content = Sensitive Data 

	Processing at Originator after receiving Response
	As defined in [2]

	Exceptions
	As defined in [2]


7.6.2.3
UPDATE <sensitiveDataObject>
This procedure shall be used for updating the attributes and actual data of a <sensitiveDataObject> resource.

Table 7.6.2.3-1: <sensitiveDataObject> UPDATE
	<sensitiveDataObject> UPDATE request message parameters

	Associated Reference Point
	Mcs

	Information in Request message
	Following parameters shall exist within the UPDATE request:

Operation

To: contains M2M-SE-ID

From Registree AE or CSE
Request Identifier

Name

Content = sensitive data and / or attributes

	Processing at Originator before sending Request
	Establish security association between creator and SE

Requests from an AE or CSE includes their AE-ID or CSE-ID

	Processing at Receiver
	Check seAccessPrivileges and validate request

	Information in Response message
	Response status codes: ack; successful operation = UPDATE; Unsuccessful Operation = R; 

Request Identifier

	Processing at Originator after receiving Response
	As defined in [2]

	Exceptions
	As defined in [2]


7.6.2.4
DELETE <sensitiveDataObject>
This procedure shall be used for deleting a <sensitiveDataObject> resource.

Table 7.6.2.4-1: <sensitiveDataObject> DELETE
	<sensitiveDataObject> DELETE request message parameters

	Associated Reference Point
	Mcs

	Information in Request message
	Following parameters shall exist within the DELETE request:

Operation

To: contains M2M-SE-ID

From Registree AE or CSE
Request Identifier

Name

	Processing at Originator before sending Request
	Establish security association between creator and SE

Requests from an AE includes their AE-ID or CSE-ID

	Processing at Receiver
	Check seAccessPrivileges and validate request

	Information in Response message
	Response status codes: ack; successful operation = DELETE; Unsuccessful Operation = D; 

Request Identifier

	Processing at Originator after receiving Response
	As defined in [2]

	Exceptions
	As defined in [2]


7.6.3
<Profile> resource

SEs or AE_SECs / CSE_SEC may provide a service to store and protect profile data. A profile is the representation of parameters and data for its application, keys, and load files. The responsibility for defining which SE/AE_SEC/CSE_SEC can be used as target SEs/AE_SECs/CSE_SEC for customizing the SE/AE_SEC/CSE_SEC rests with the SE/AE_SEC/CSE_SEC issuer. Hence, the AE_SEC or CSE_SEC  issuer defines business rules for each SE/AE_SEC/CSE_SEC offering in terms of which are the acceptable SE/AE_SECs/CSE_SEC to use for each application for the SE/AE_SEC/CSE_SEC.
Editor’s note 1: The intention is to have this resource stored in the SE, which assumes presence of a CSE_SEC inside the SE. The figure 5.2-1 does not currently have a CSE-SEC. This conflict first needs to be resolved .
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Figure 7.6.3-1: <profile>representation

Attributes in < profile > are shown in table 7.6.3-1.

Table 7.6.3-1: Attributes of < profile > resource

	Attributes of <profile>
	Multiplicity
	RW/

RO/

WO
	Description
	<profile> (MA/OA/NA)

	resourceType
	1
	RO
	Defines the resource type.
	NA

	resourceID
	1
	RO
	Defines an identifier for the resource.

This attribute shall be provided by the creator. The creator shall assign a resourceID which is unique within its context.
	NA

	creationTime
	1
	RO
	Time/date of creation of the resource.

The creationTime is set by the CSE hosting the SE when the resource is created.
	NA

	lastModifiedTime
	1
	RO
	Last modification time/date of the resource.

This attribute is mandatory. The lastModifiedTime value is set by the Hosting CSE when the resource is created, and the lastModifiedTime value is updated when the resource is updated.
	NA

	creator
	1
	RO
	The issuer identification of the profile.
	NA

	profileType
	1
	RO
	Profile type:

· SE Profile: SE profiles template or image that describes every SE which will be or has been customized.

· AE_SEC Profile: AE_SEC Profiles contain the scripts necessary to customize the application, including the data preparation. The AE_SEC profiles contain the scripts as well as the data element references and key references required for script execution. It also applies for CSE_SEC.
	NA

	conflictRules
	1
	RO
	The rules which the profile must satisfy before being utilized.
	NA

	cryptoEngine
	0..1
	RO
	Describes characteristics of the cryptographic engine in terms of key type and algorithm support.
	NA

	key
	1..n
	RO
	Specify key definition inheriting features of specified Key Profile.
	NA

	profileFunction
	0..n
	RO
	SE/AE_SEC/CSE_SEC defined script functions which will be used by the script fragments.
	NA

	profileData
	0..n
	RO
	Externally provided parameters and data used by the scripts defined for SE/AE_SEC/CSE_SEC.
	NA

	secureChannel
	0..1
	RO
	Valid only if the application is a Security Domain
	NA

	lifeCycles
	1
	RW
	The life cycle status of the SE/AE_SEC/CSE_SEC (created, activated and deactivated) which are defined by the SE/AE_SEC/CSE_SEC issuers.
	NA

	codes
	0..n
	RO
	Describes the different load files where the applet code for the application can be found.
	NA

	accessPrivileges
	1
	RO
	Access control policies and data to control access to the profile of SE/AE_SEC/CSE_SEC.
	NA


7.6.4
<profile> Resource Procedures

7.6.4.1
CREATE <profile>

This procedure shall be used for creating a <profile> resource.
Table 7.6.4.1-1: <profile> CREATE
	<profile> CREATE request message parameters

	Associated Reference Point
	Mcs and Mca

	Information in Request message
	Following parameters shall exist within the Create request:

Operation

To: The ID of SE/AE_SEC/CSE_SEC where the <profile> resource is intended to be Created
From: the profile issuer

Content: <profile>

Name: name of profile

	Processing at Originator before sending Request
	Establish security association between the profile issuer and SE/AE_SEC/CSE_SEC
Requests from a profile issuer includes its ID.

	Processing at Receiver
	Check accessPrivileges and validate request. Download profile file and install it.

	Information in Response message
	Response status codes: ack; successful operation = CREATE; Unsuccessful Operation = C; 

Request Identifier

	Processing at Originator after receiving Response
	n/a

	Exceptions
	According to [2]


7.6.4.2
RETRIEVE < profile >

This procedure shall be used for retrieving a < profile > resource.
Table 7.6.4.2-1: < profile > RETRIEVE
	<sensitiveDataObject> RETRIEVE request message parameters

	Associated Reference Point
	Mcs and Mca

	Information in Request message
	Following parameters shall exist within the RETRIEVE request:

Operation

To: The ID of SE/AE_SEC/CSE_SEC where the <profile> resource is located
From: the profile issuer

	Processing at Originator before sending Request
	Establish security association between the profile issuer and SE/AE_SEC/CSE_SEC
Requests from a profile issuer includes its ID

	Processing at Receiver
	Check accessPrivileges and validate request

	Information in Response message
	Response status codes: ack; successful operation = RETRIEVE; Unsuccessful Operation = R; 

Request Identifier

Content = Sensitive Data 

	Processing at Originator after receiving Response
	As defined in [2]

	Exceptions
	As defined in [2]


7.6.4.3
UPDATE <profile>

This procedure shall be used for updating the attributes and actual data of a < profile > resource.
Table 7.6.4.3-1: <profile> UPDATE
	<profile> UPDATE request message parameters

	Associated Reference Point
	Mcs and Mca

	Information in Request message
	Following parameters shall exist within the UPDATE request:

Operation

To: The ID of SE/AE_SEC/CSE_SEC where the <profile> resource is located
From: the profile issuer

Content: <profile>

Name: name of profile Content

	Processing at Originator before sending Request
	Establish security association between creator and SE

Requests from a profile issuer includes its ID

	Processing at Receiver
	Check accessPrivileges and validate request. Set enableSatus as activate or deactivated

	Information in Response message
	Response status codes: ack; successful operation = UPDATE; Unsuccessful Operation = R; 

Request Identifier

	Processing at Originator after receiving Response
	As defined in [2]

	Exceptions
	As defined in [2]


7.6.4.4
DELETE <profile>

This procedure shall be used for deleting a <profile> resource.
Table 7.6.4.4-1: <profile> DELETE
	<profile> DELETE request message parameters

	Associated Reference Point
	Mcs and Mca

	Information in Request message
	Following parameters shall exist within the DELETE request:

Operation

To: The ID of SE/AE_SEC/CSE_SEC where the <profile> resource is located
From: the profile issuer

Name: name of profile

	Processing at Originator before sending Request
	Establish security association between creator and SE

Requests from a profile issuer includes its ID

	Processing at Receiver
	Check accessPrivileges and validate request. Delete profile

	Information in Response message
	Response status codes: ack; successful operation = DELETE; Unsuccessful Operation = D; 

Request Identifier

	Processing at Originator after receiving Response
	As defined in [2]

	Exceptions
	As defined in [2]


-----------------------End of change 1---------------------------------------------
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