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6
Issues and Requirements


6.1 Decentralized Authentication Requirement
Clause 6.5 of TR-0026, Vehicular Domain Enabler, is “Use Cases for Electronic Toll Collection (ETC) service”. Two security requirements are set out in 6.5.10 of TR-0026 as follows:

…

8. The M2M System shall enable each of many M2M devices to perform mutual authentication with each of many M2M gateways.
9. The M2M System shall enable mutual authentication of M2M devices and M2M gateways in a timely manner.
Fulfilling these two requirements demands an efficient and flexible decentralized authentication solution for peer-to-peer communications.
6.2 IBC Credential Remote Provisioning Issue for Decentralized Authentication
Decentralized authentication is used to enable each entity to perform mutual authentication with many other entities in a timely manner, where all of these entities only have one credential.
Certificate-based mutual authentication and IBC (identity-based cryptography) based mutual authentication can both be used to realize decentralized authentication. Certificate-based mutual authentication may not suitable for some IoT scenarios (e.g., smart vehicular or smart home), as certificate management is costly and the communication overhead is high. So, IBC-based mutual authentication can be used in such scenarios.
In order to perform decentralized authentication using IBC based mutual authentication techniques, IBC credentials need to be provisioned to entities. Thus, the M2M System needs to provide mechanism for remote provisioning IBC credentials to entities that require IBC based mutual authentication.
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