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Introduction
The contribution Pprovides the text describing Certificate Provisioning Procedure, and the details for the Certificate Provisioning Procedure using ESTSCEP. Two  Five procedures are defined: 

Initial Certificate Provisioning and Certificate Re-Provisioning Procedure.
1. Profile Provisioning 
2. Device specific intelligence,
3. Client side message agent (SCEP Client in this instance),
4. Server side message responder (SCEP Responder) and 
5. Locally significant Certificate Authority that establishes PKI hierarchy and issues certificates

-----------------------Start of new clause-------------------------------------------

8.3.Z.23	Certificate Provisioning procedures using  SCEP
8.3.Z.2.3.1	Introduction 
The Simple Certificate Enrolment Protocol (SCEP) is specified in https://tools.ietf.org/html/draft-nourse-scep-23 [x+2] and https://datatracker.ietf.org/doc/draft-gutmann-scep/ [y+1]
. The Enrolment over Secure Transport (EST) protocol is specified in IETF RFC 7030 [xx]. When ESTSCEP is used for Certificate Provisioning procedures, then , the following mapping of concepts shall be applied.
The M2M Enrolment Function  MEF(MEF) Client acts as the EST SCEP Client.
The MEF acts as the EST SCEP Server (also known as a SCEP Responder).
The MEF CA acts as the EST SCEP CA.
The MEF-Provisioned Certificate is equivalent to the EST  ClientSCEP Client Certificate.
If a MEF or MEF Client claiming support of the Certificate Provisioning Procedure using EST SCEP, then:
The MEF or MEF Client shall support the mandatory EST operations and the optional “CSR Attributes” operations (see Figure 5 [xx]). 
The MEF or MEF Client shall support TLS server authentication with certificates and TLS client authentication with certificates as specified for EST in sections 3.3.1 and 3.3.2 [xx]. 
NOTE 1: 	This is used when a Certificate-based RSPF is used. The Certificate-based RSPF mandates that the MEF Client and MEF use only trust anchor CA certificates which have been explicitly identified for use for validating MEF Certificates and MEF Client Certificates. These correspond to the Explicit Trust Anchors (TAs) as defined in section 1.1 [xx]. Consequently, the MEF Client/EST Client uses an EST Client Explicit TA database, and the MEF/EST Client uses an EST Client Explicit TA database, where these databases are defined in figure 4 [xx].
If the MEF or MEF Client supports PPSK-based RSPF, then the MEF or MEF Client shall support EST Certificate-Less TLS Mutual Authentication (section 3.3.3 [xx]).
The MEF or MEF Client may support linking identity and Proof-of-Possession information (section 3.5 [xx]). 
NOTE 2:	Until widely-used cryptographic libraries are available which support this functionality, it is unlikely that this functionality would be supported by the MEF or MEF Client.
The MEF or MEF Client shall not use the HTTP-based client authentication feature of ESTSCEP (section 3.2.3 [xx]). 
NOTE 3:	HTTP-based client authentication in ESTSCEP can be used in scenarios where the MEF Client is authorized using user authentication as discussed in 2.2.3 [xx]. These scenarios have not yet been considered by the present specification. These scenarios can be supported in the future by adding support for HTTP-based client authentication. 
The MEF Client shall support generation of private/public key pairs. The MEF Client and MEF shall use server-side key generation feature of EST (section 2.4, 4.4 [xx]).
The figures below show a high level outline of the procedures for use with Online Certificate Status Protocol (OCSP) and Certificate Revocation List (CRL) for determining certificate status. 


[bookmark: _MON_1555744136]
Figure X.X SCEP Provisioning Procedure Overview using Online Certificate Status Protocol (OCSP)
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Figure X.X SCEP Provisioning Procedure Overview using Certificate Revocation List (CRL) 

The SCEP certificate automation solution consists of five components:
1. Profile Provisioning 
2. Device specific intelligence,
3. Client side message agent (SCEP Client in this instance),
4. Server side message responder (SCEP Responder) and 
5. Locally significant Certificate Authority that establishes PKI hierarchy and issues certificates.

[bookmark: _Toc479776161]8.3.6.2.2	Provisioning
Purpose: Provisioning addresses the need to establish a set of context specific provisioning profiles within an end point device. The two obvious options for providing these configuration profiles are:
1	Manually configure each device, and
2	Automate provisioning from a device manager or element manager service.

Note: The number of sets provisioned profiles must match the number of Application Security Stacks required.  
Pre-Conditions:
This document assumes a TRO-69 solution, but other automation solutions may be considered
Procedure Description:
This procedure is to download a set of provisioning profiles from the TRO-69 server to enable the following actions:-    
1. A unique x509v3 cryptographic credential chaining to a trusted Root CA shall be established. allowing the end point device to subsequently bootstrap its setup
2. A locally significant unique key pair shall be established 
3. An associated certificate signing request shall be generated 
4. A trust anchor shall be validated out of band by verification of a finger print within the provisioning profile , 
5. Each subordinate CAs retrieved shall be validated in turn against its superior
6. The request of a client certificate from a pre-authorised issuer (the SCEP responder) shall be authenticated and secured using a username and password.
7. The trust anchor of a trusted peer may also be downloaded and validated. These peer trust anchors may be updated based on a revised provisioning profile.

8.3.6.2.3	Device Intelligence & State Machine
Purpose: The device intelligence and state machine is the heart of any SCEP, CMPv2 or EST solution. Logically a good state machine can drive any message responder where SCEP is considered here.
Pre-Conditions:
The state machine is triggered by a complete and valid set of provisioned profiles  
Procedure Description:
This procedure, while intended to operate autonomously in the context of unattended IoT devices without a web browser user interface, has been written to reflect a browser based user journey. The intention is to maintain compatibility with any manual test and diagnostic processes required for  IoT devices and with elements of the service that do have a traditional user interface, for example, use of a smart phone in the oneM2M Home Domain            
The key steps of the procedure are:
1. The device shall request its own Trust Anchor (Root CA) 
2. The device’s own Trust Anchor (Root CA) shall be validated against a fingerprint provided by a provisioning profile.
3. The device shall request its own intermediate certificates one by one.
4. The device intermediate certificates shall be validated against the superior issuer to protect against MITMA.
5. The device shall request a first client certificate. This assumes a device has no client certificate, but is in possession of a valid set of provisioning profiles. (This step shall always request the issuing CA to provide confidentiality for certificate requests. The SCEP client recovers the public key for the ICA. The certificate request is encrypted with the public key so that only the CA or RA private key can decrypt the request).  
6. If directed by provisioning authority, the device shall request a new certificate, or request the renewal of an existing certificate immediately ( Note: this might be against a different PKI),
7. Automated renewal of an existing certificate, based for example on a configured percentage of the current certificates lifetime has elapsed, shall also be supported.
8. All certificates shall be parsed to request associated CRLs or OCSP response.
9. The client shall request the peers Trust Anchor, if it is different from its own. Trust Anchor 
10. The intermediate and issuing CA of a peer shall be requested to allow mutual authentication if required.
11. Once a new, or replacement, certificate chain has been established, the certificate chain shall be validated, as it will likely be used to replace the existing good certificate chain.
12. The key material shall be moved to the appropriate application stores.
13. The provisioning authority of current certificate shall be notified with information as required.
14. Expired certificate artefacts shall be deleted. 
Note: The above list is not meant to imply a state machine order, or indicate a solution. However, it is assumed sophisticated solutions will exceed the states identified, and simpler solutions may choose to omit states not required by the device solution.
8.3.6.2.4	SCEP Client
Purpose:  
A SCEP client is typically an open source piece of software developed to perform certificate request actions against the SCEP responder.  The SCEP Client is directed by the state machine described in 8.3.6.2.3 using the data provisioned by the procedure described in 8.3.6.2.2  
Pre-Conditions:
The SCEP client should be standards compliant and can be sourced from the open source communities, if a native client doesn’t exist today. For example see https://github.com/certnanny/sscep. [y+2] - based on original work by Martin Bartosch.
This SCEP Client was selected because the authors have modified their SCEP client behaviour to support long chain PKI. See https://github.com/certnanny/sscep/issues/42 [y+4] 
An alternative is the JSCEP client at https://github.com/jscep/jscep   [y+3] by Dave Grant and team, note this has also be modified to support long chained PKI and recently forked to specifically address Android requirements by Wes Bunton 
8.3.6.2.5	SCEP Responder
Purpose: A SCEP responder is an additional component of both Enterprise and Managed PKI services. Essentially a SCEP responder should be considered as an additional RA (Registration Authority) service.
Pre-Conditions:
On request the SCEP responder(s) will provide Trust Anchors, Intermediate CAs, issuing CAs and Locally Significant certificates. 
A private/public key pair has been generated on the device   
Requests for certificate issuance would be against a unique username and password held securely within the request SAN and challenge phrase fields of the certificate CSR (See https://www.ietf.org/id/draft-gutmann-scep-05.txt). [x+3]
Typically these one-time passwords expire on certificate issuance, needing to be re-set in the future when certificate renewal services are required.
The provisioning solution identified would be authoritative - tracking devices and elements under management, and would pre-provision the SCEP responder with valid username and password pairs, prior to the SCEP client using them.
Unsuccessful authentications would be rejected, and successfully authenticated CSR would be passed to the PKI for fulfilment.
Successful Authentication will return an End Entity Certificate 
The provisioning solution may even request revocation of device certificates that can no longer be trusted. 
8.3.6.2.6 Locally Significant PKI & Certificates
Purpose: A PKI service provides the pre-requisite knowledge, skill and Compliance Framework to support SCEP certificate issuance. The building blocks of a SCEP solution include: PKI&CA, SCEP Responder (RA), Request Authenticator, and Request Authoriser.     
Pre-Conditions:
It is typical in the CPE or IoT space that a PKI is designed based on a good understanding of the certificate volumes, and an understanding of the required cryptographic operational separation to be enforced.
8.3.6.2.6.1	Certificate authority.
Procedure Description:
1. A SCEP Certification Authority (CA) shall sign client certificates. The CAs name shall be stored in the issuer field of resulting certificates.
2. Before any PKI operations are invoked, the SCEP responder shall share an issuer 'CA' certificate that is compliant with the profile in [RFC5280] [x+1] with SCEP Client and optionally dedicated RA certificates. This MAY be a CA certificate that was issued by a higher level CA. 
3. The client shall build an entire certificate chain from the trust anchor, validating each certificate in turn. 
8.3.6.2.6.2 Registration Authority
Procedure Description:
1. A SCEP Registration Authority (RA) as a SCEP Responder shall perform validation and authorisation checks of the SCEP requester. 
2. A SCEP Registration Authority (RA) as a SCEP Responder shall forward the certification requests to the CA. 
3. The SCEP Responder receives a certificate from the CA and forwards this to the SCEP Client.  
4. The RAs name shall not appear in the issuer field of resulting certificates.
8.3.6.2.6.3 Requester authentication
Procedure Description:
1. As with every protocol that uses public-key cryptography, the association between the public keys used in the protocol and the identities with which they are associated shall be authenticated in a cryptographically secure manner.  This requirement is needed to prevent a "man-in-the-middle" attack, in which an adversary can manipulate the data as it travels between the protocol participants and subvert the security of the protocol.
2. The communication between the requester and the certification authority shall be secured using SCEP Secure Message Objects which specifies how PKCS#7 is used to encrypt and sign the data of the CSR.
8.3.6.2.6.4	Request Authorisation
The following SCEP authentication methods for certificate authorisation shall be supported. 
1. Use of unique usernames and passwords
2. Use of unique end entity certificate and a demonstration of proof of ownership of the private key.



-----------------------Start of Changes to References Section -------------
2.1	Normative references
[x+1]    Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile RFC5280
[x+2]    Simple Certificate Enrollment Protocol draft-nourse-scep-23   https://tools.ietf.org/html/draft-nourse-scep-23
[x+3]    Simple Certificate Enrolment Protocol draft-gutmann-scep-05  https://www.ietf.org/id/draft-gutmann-scep-05.txt).
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 [y+4]https://github.com/certnanny/sscep/issues/42
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