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5
Overview on Authentication and Decentralized Authentication Frameworks


5.1 Overview on Existing Authentication Frameworks
…. 
----------------------end of change 1 ----------------------------------------------
----------------------start of change 2 ----------------------------------------------
5.2 Overview on Decentralized Authentication
The basic idea to realize decentralized autheniccation is to use the above reviewed existing mechanisms for the Security Association Establishment Frameworks (SAEFs) for establishing security in M2M systems, where the enity’s credential is produced from Identitiy-Based Cryptography (IBC). Specificially, two menthods will be provided, i.e. Symmetric Key Remote Security Provisioning and Certificate-Based Remote Security Provisioning. 
Compared to traditional ways, here the credential of each entity is a secret derived from using IBC mechansims, in which a Private Key Genertor (PKG) is involved. An IBC credential includes three elements, denoted by (Id, Sk, MPK), where Id is the identity, and Sk is the corresponding private key of an Enrolee, while MPK is the master public key which is a public system parameter. PKG is responsible to generate the private key Sk for each entity from the identity Id of the entity, the public parameters including MPK, and the master private key which is only known to PKG. In IBC,  PKG is supposed to be an authority which is trusted by all enities who registers with the PKG.  

Briefly speaking, in the four parts of SAEF, only Credential Configuration and Association Security Handshake have technical difference compared to the original SAEF specified in [1], while Identity Configuration and Association Configuration are acutally the same. 
In the Association Security Handshake part, once such an IBC credential is provisioned to each of entity A and entity B, they can derive a PSK (pre-shared key) from its own private key Sk and the peer’s identity together with the IBC public parameters, as detailed in Section 7.1. Therefore, entities A and B can follow oneM2M SAEF to perform a (D)TLS PSK handshake. The specific adavantage of exploring IBC is: Without offering such a PSK in advance, entity A with its IBC credential can dynamically compute such a PSK by following IBC mechansims given and share this PSK with entity B, who also holds its IBC credential genereated from the same PKG using the same public parameters and the same master priave key. Symmetrically, this feaure enables entity B to generate and share the same PSK with entity A as well.  This is also the exact reason why IBC is selected to realize decentralized authentication.  
In the Credential Configuration part, it should specify how to provision IBC credentials to each entity. The basic idea is to transfer such an IBC credential from MEF (M2M Enrolment Function) to Enrolee by using a secure channel established from using either of Remote Security Provisioning Framework (RSPF) mechanisms specified in Section 8.3 of [1]. More specifically, once such a credential is produced by PKG, the provision fraweworks specified in Sections 7.2 and 7.3 enable the entity (i.e. Enrolee) to obtain its security credential Sk via the secure (D)TLS channel establied from using either Pre-Provisioned Symmetric Key or Certificate-Based RSPF, by assuming that either the PKG is physically co-located with MEF or the IBC credential for the entity is securely transmitted to MEF. In addition, IBC credentials may also be pre-provisioned using means other than RSPF, though this can be deployment dependent. 
----------------------end of change 2 ----------------------------------------------
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