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Introduction
This CR provides the description of the procedures that can occur in the Enrolment Exchange, as well as a description of how the MEF Client can be triggered to perform these procedures.

There are four sets of procedures described
· Procedures associated with the MEF Client registration (clauses 8.3.5.2.3, 8.3.5.2.4, 8.3.5.2.5, and 8.3.5.2.6). Details are provided in clause 8.3.4.2.
· Symmetric Key Provisioning procedures, specified in clauses 8.3.5.2.7, 8.3.5.2.8, 8.3.5.2.9, and 8.3.5.2.10. Details are provided in clause 8.3.4.4.
NOTE:  The specification currently groups Procedures associated with the MEF Clients registration(with the Symmetric Key Provisioning procedures in clause 8.3.5. oneM2M WG4 SEC should consider partitioning clause 8.3.5 along these lines.

· Certificate Provisioning procedure, specified in clause 8.3.6 Details are provided in clause 8.3.4.4.
· Device Configuration procedures, per oneM2M TS-0022 [TS0022] with the MEF acting as the DM Server and MEF Client acting as the Managed Entity (also called the DM Client). Details are provided in clause 8.3.4.5.
The procedures associated with the MEF Client registration can be triggered by Device Configuration procedures.

The Symmetric Key Provisioning procedures can be triggered by Device Configuration procedures and reception of a symmetric key identifier in other security features.

The Certificate Provisioning Procedure and Device Configurations Procedures can be triggered by the MEF Client Command Retrieval Procedure (which is one of the procedures associated with the MEF Client Registration).
-----------------------Start of change 1-------------------------------------------
8.3.4 Enrolment Exchange

8.3.4.1
Enrolment Exchange Procedures
The following procedures may occur within an Enrolment Exchange:

· Procedures associated with the MEF Client registration(s) on the MEF for one or more administrating stakeholders, specified in clauses 8.3.5.2.3, 8.3.5.2.4, 8.3.5.2.5, and 8.3.5.2.6. This includes the MEF Client Command Retrieval 
procedure for instructing the MEF Client to execute some Enrolment Exchange procedures. As specified in clause 8.3.5.1, an MEF will Enrolment Exchange procedures only if the MEF Client is currently registered to the MEF for the administrating stakeholder authorizing that procedure. Details are provided in clause 8.3.4.2.
Editor's note: oneM2M WG4 Sec should consider reorganizing the clauses to group the MEF Client Registration procedures in 8.3.5.2.3, 8.3.5.2.4, 8.3.5.2.5, and 8.3.5.2.6 separately from the Symmetric Key Provisioning procedures 8.3.5.2.7, 8.3.5.2.8, 8.3.5.2.9, and 8.3.5.2.10.

· Symmetric Key Provisioning procedures, specified in clauses 8.3.5.2.7, 8.3.5.2.8, 8.3.5.2.9, and 8.3.5.2.10. Details are provided in clause 8.3.4.3.
· Certificate Provisioning procedure, specified in clause 8.3.6. Details are provided in clause 8.3.4.4.
· Device Configuration procedures, per oneM2M TS-0022 [TS0022] can be applied, with the MEF acting as the DM Server and MEF Client acting as the Managed Entity (also called the DM Client). The MEF can use these procedures for instructing the MEF Client to execute Symmetric Key Provisioning procedures. Details are provided in clause 8.3.4.5.
8.3.4.2
Procedures associated with MEF Client Registration 
These procedures can only be performed within an Enrolment Exchange.

These procedures may be triggered by the following oneM2M-specified mechanisms:

· Procedures triggered using Device Configuration. In the following bullets "an appropriate MO" refers to an MO on the MEF Client based on the [MEFClientRegCfg] resource. See oneM2M TS-0022 [TS-0022] for further details:
· The creation of appropriate MO provides parameters for a new MEF Client registration. This results in the MEF performing the MEF Client Registration Procedure, specified in clause 8.3.5.2.3. 

· The update of an appropriate MO on the MEF Client based on the [MEFClientRegCfg] resource provides updated parameters for the associated MEF Client registration.  This results in the MEF performing the MEF Client Registration Update Procedure, specified in clause 8.3.5.2.5.

· The deletion of appropriate MO triggers the MEF Client to stop using the associated MEF Client registration, delete any credentials associated with that MEF Client registration and end the associated MEF Client registration on the MEF.  The MEF achieves the final step by performing the MEF Client De-Registration Procedure, specified in clause 8.3.5.2.6.
Editor's note: It would be good to have additional oneM2M-specified mechanisms to signal to the MEF Client that <MEFClientCmd> has been updated, which would trigger the MEF Client Command Retrieval Procedure. Notification via Mcc/Mca could be candidates for this mechanism, as could 3GPP MTC device triggering.
Other mechanisms, not specified by oneM2M, can used to trigger these procedures, with the proviso that such mechanisms provide a satisfactory level of security. Example mechanisms include pre-configuration, manual configuration. 

8.3.4.3
Symmetric Key Provisioning Procedure 
These procedures can only be performed within an Enrolment Exchange.

These procedures may be triggered by the following oneM2M-specified mechanisms:

· Procedures triggered using Device Configuration. Within the scope of the present clause, "an appropriate MO" refers to an an MO on the MEF Client based on the [authenticationProfile] resource which links to an MO based on the [MEFClientRegCfg] resource.  An appropriate MO provides parameters for registering symmetric keys with the MEF for mutual authentication per the MO. oneM2M TS-0022 [TS-0022] provides further constraints on the [authenticationProfile] resource in this scenario.
· The values in an appropriate MO corresponding to attributes expirationTime, KeyRegDuration and KeyRegLabels can influence symmetric key registration. These values are present when the MO is created, and only the expirationTime can be subsequently updated in the MO. When MEF Client performs the MEF Key Registration Procedure (clause 8.3.5.2.7) for this MO, then the MEF Client uses the most recent parameters configured to the MO. 
· If the expirationTime in an appropriate MO is updated after the MEF Client establishes a symmetric key registration with the MEF Key Registration Procedure, then one of the following cases applies:
· If the updated expirationTime of an appropriate MO is before the current time, then the MEF Client performs the actions for expiration of an appropriate MO as described below.
NOTE: 
It is not clear if the latter case will ever be allowed by a device management server. The expected behaviour is specified to ensure that all cases are covered. 

· If the updated expirationTime of an appropriate MO is after the current time and before the current expirationTime of the symmetric key registration, then the MEF Client shall update the symmetric key registration using the MEF Key Registration Update Procedure (clause 8.3.5.2.9).
· If the updated expirationTime of an appropriate MO is after the current expirationTime of the symmetric key registration, then the MEF Client does not perform any associated actions.
· The deletion or expiration of an appropriate MO triggers the MEF Client to cease using MO, cease using the associated symmetric key(s) and end the associated symmetric key registration(s) on the MEF. The MEF achieves the final step by performing the MEF Key De-Registration Procedure, specified in clause 8.3.5.2.10.

· Procedures triggered from a oneM2M security feature. If a Target MEF Client receives, within a oneM2M security feature, a symmetric key identifier whose FQDN matches the MEF's FQDN, then this triggers the Target MEF Client to perform the MEF Key Retrieval Procedure specified in clause 8.3.5.2.8. See steps 6 and 7 in clause 8.3.5.1. 

The Target MEF Client is permitted to retrieve the associated symmetric key only if (a) the Target MEF Client is registered with the MEF for the administrating stakeholder, and (b) the administrating stakeholder has authorized the Target MEF Client to retrieve the key (indicated by the presence of the Target MEF Client's identifier in the targetIDs information element – see Table 8.3.5.2.7-2).

Other mechanisms, not specified by oneM2M, can used to trigger these procedures, with the proviso that such mechanisms provide a satisfactory level of security. Example mechanisms include pre-configuration, manual configuration. 

8.3.4.4
Certificate Provisioning Procedure
This procedure can only be performed within an Enrolment Exchange.

This procedure may be triggered by the following oneM2M-specified mechanisms:

Editor's note: The following is included as editor's note until the MEF Client Command Retrieval Procedure is clearly specified.
· Procedures triggering using MEF Client Command Retrieval Procedure
· A command received in a MEF Client Command Retrieval response from an MEF shall immediately trigger the MEF Client to initiate the Certificate Provisioning procedure using the information elements included in the command.

Other mechanisms, not specified by oneM2M, can used to trigger these procedures, with the proviso that such mechanisms provide a satisfactory level of security. Example mechanisms include pre-configuration, manual configuration. 

8.3.4.5
Device Configuration within an Enrolment Exchange

Device Configuration can be performed within an Enrolment Exchange with a MEF, or in a device management session 
with other device management servers 
(separate from an Enrolment Exchange). This clause specifies use of Device Configuration within an Enrolment Exchange with a MEF. 

This procedure may be triggered by the following oneM2M-specified mechanisms:

Editor's note: The following is included as editor's note until the MEF Client Command Retrieval Procedure is clearly specified.
· Procedures triggered using MEF Client Command Retrieval Procedure
· A command received in a MEF Client Command Retrieval response from an MEF shall immediately trigger the MEF Client to initiate a Device Configuration session with the MEF using the information elements included in the command.

Other mechanisms, not specified by oneM2M, can used to trigger these procedures, with the proviso that such mechanisms provide a satisfactory level of security. Example mechanisms include pre-configuration, manual configuration. 

oneM2M TS-0022 [TS0022] specifies a series of resources types, and procedures on those resource types, for configuration of AEs and CSEs on Field Devices. The present clause describes additional behaviour of the MEF and MEF Client.

[registration] and [dataCollection] 

· These <mgmtObj> specializations may be provisioned by a MEF to a MEF Client. 

· The behaviour of the MEF and MEF Client for this resource type is fully specified in oneM2M TS-0022 [TS0022].

[authenticationProfile]

· This <mgmtObj> specialization may be provisioned by a MEF to a MEF Client.

· For this resource type, the behaviour of the MEF and MEF Client conforms to oneM2M TS-0022 [TS0022], with further constraints and behaviour described in the following bullets:

· An MEF shall not use the symmKeyValue attribute for provisioning symmetric keys. An MEF shall use the Symmetric Key Provisioning procedures of clause 8.3.5 for provisioning symmetric keys to the MEF Client. 

· When MEF is to instruct the MEF Client to perform the MEF Key Registration Procedure (clause 8.3.5.2.7) to establish a symmetric key for use with an [authenticationProfile], then then the following steps shall be applied:

1. The MEF shall configure, to the MEF Client, an MO corresponding to the [authenticationProfile], with the following constraints:

· The [authenticationProfile] shall link to the [MEFClientRegCfg] associated with the registration on the MEF for the administrating stakeholder which the authorized the [authenticationProfile] .

· The [authenticationProfile] shall include the expirationTime, and KeyRegDuration 
attributes, and may include the KeyRegLabels

· The [authenticationProfile] resource shall not include the values corresponding to the symmKeyID and symmKeyValue attributes. 

NOTE:
These values are established in the next step.  

2. When the MO fitting the above constraints is created, updated or deleted on the MEF Client is configured with the, then this triggers the procedures described in clause 8.3.4.3. 

[myCertFileCred]

· This <mgmtObj> specialization shall not be configured by a MEF. An MEF shall use the Certificate Provisioning procedures of clause 8.3.6 for provisioning a certificate for the MEF Client to use for authenticating itself. 

[trustAnchorCred]

· This <mgmtObj> specialization may be provisioned by a MEF to a MEF Client.

· The behaviour of the MEF and MEF Client for this resource type is fully specified in oneM2M TS-0022 [TS0022].

[MAFClientRegCfg] and [MEFClientRegCfg]
· This resource type may be configured by a MEF.

· The behaviour of the MEF and MEF Client for this resource type is fully specified in oneM2M TS-0022 [TS0022].

-----------------------End of change 1---------------------------------------------
�Update name


�Check terminology


�Check terminology


�These are currently called MAFKeyRegDuration in TS-0022, and should be renamed


�These are currently called MAFKeyRegLabels in TS-0022, and should be renamed
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