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Introduction
This CR provides corrections to the data type definitions defined in clause 12 for alignment with TS-0022 and TS-0032.
-----------------------Start of change 1-------------------------------------------
12.
Security-Specific oneM2M Data Type Definitions 
12.1
Introduction

Clause 12 contains data type definitions used only within the oneM2M security specifications.  

Any data types of XML elements defined for use only within oneM2M security specifications shall use the namespace:

· http://www.onem2m.org/xml/securityProtocols.

The present document, and any XML or XML Schema Documents produced by oneM2M shall use the prefix "sec:" to refer to that namespace

12.2
Simple Security-Specific oneM2M Data Types

Table 12.2-1 describes simple data type definitions specific to security. The types in table 12.2-1 are either:

· Atomic data types derived from XML Schema data types by restrictions other than enumeration

· List data types constructed from other XML Schema or oneM2M-defined atomic data types.

Table 12.2-1: Security-specific oneM2M simple data types

	XSD type name
	Used for
	Examples
	Description

	sec:relKeyID
	Relative part of symmetric key Identifiers
	1he83he, 
my-key_name,

firstname.lastname
	Any combination of the Roman alphabet, numerals, '.', '_' and '-' characters

	sec:credentialID
	Credential Identifier
	10-thiskey@mymef.com
	A sec:credIDTypeID and a xs:anyURI separated by the ‘-‘ character. See clause 10.4. The xs:anyURI is the value part of the credential-lD

	sec:deviceConfigURI
	deviceConfigURI attribute of the <MEFBase> resource, see TS-0032 [TS0032]
	1:http://server.dmprovider.com
	A sec:devMgmtID value (see clause 12.3.2.2) separated with colon “:” from the URI 
of a device management server


12.3
Enumerated Security-Specific oneM2M Data Types

12.3.1
Introduction

The enumerated security-specific oneM2M data types are treated identically to the enumerated oneM2M data types defined in clause 6.3.4 of oneM2M TS-0004 [4]. These data types are based on <xs:integer>, with the numeric values interpreted as specified in clause 12.3.2.
12.3.2
Enumeration type definitions

12.3.2.1
sec:credIDTypeID

The sec:credIDTypeID enumeration type is used in sec:credentialID to identify the type of the identified credential. 

Table 12.3.2.1-1: Interpretation of the sec:credIDTypeID enumeration type. 
	Value
	Interpretation
	Note

	10
	Symmetric key used to authenticate to a MEF (KpmID)
	See clause 8.3.2.1

	11
	Symmetric key used to authenticate to a MAF (KmID)
	See clause 8.8.3.1

	12
	Symmetric key used to authenticate in an SAEF (KpsaID or KcID)
	See clauses 8.2.2.1, 8.2.2.3

	13
	Symmetric key used to authenticate in ESPrim (pairwiseESPrimKeyID)
	See clauses 8.4.2

	14
	Symmetric key used for direct encryption in the ESData Encryption-only or Nested-Sign-then-encrypt security classes (generic symmetric key identifier format)
	See clause 8.5.2

	15
	Symmetric key used for symmetric key wrap  in the ESData Encryption-only or Nested-Sign-then-encrypt security classes (generic symmetric key identifier format)
	See clause 8.5.2

	16
	Symmetric key used for HMAC  in the ESData Signature-only security class (generic symmetric key identifier format)
	See clause 8.5.2

	30
	Raw Public Key Certificate used in TLS: (Public Key Identifier) 
	10.1.2

	31
	Device Certificate used in TLS (globally unique hardware instance identifier)
	10.1.1.4

	32
	CSE-ID Certificate used in TLS (CSE-ID) 
	oneM2M TS-0001 [1]

	33
	AE-ID Certificate used in TLS (AE-ID) 
	oneM2M TS-0001 [1]

	41
	Raw Public Key Certificate used for RSA or ECDH Key management in the ESData Encryption-only or Nested-Sign-then-encrypt security classes: (Public Key Identifier) 
	10.1.2

	42
	Device Certificate used for RSA or ECDH Key management in the ESData Encryption-only or Nested-Sign-then-encrypt security classes (globally unique hardware instance identifier)
	10.1.1.4

	43
	CSE-ID Certificate used for RSA or ECDH Key management in the ESData Encryption-only or Nested-Sign-then-encrypt security classes (CSE-ID) 
	oneM2M TS-0001 [1]

	44
	AE-ID Certificate used for RSA or ECDH Key management in the ESData Encryption-only or Nested-Sign-then-encrypt security classes (AE-ID) 
	oneM2M TS-0001 [1]

	51
	Raw Public Key Certificate used for RSA or ECDH Key management in the ESData Signature-only security class: (Public Key Identifier) 
	10.1.2

	52
	Device Certificate used for RSA or ECDSA signatures in the ESData Signature-only security class (globally unique hardware instance identifier)
	10.1.1.4

	53
	CSE-ID Certificate used for RSA or ECDH Key management in the ESData Signature-only security class (CSE-ID) 
	oneM2M TS-0001 [1]

	54
	AE-ID Certificate used for RSA or ECDH Key management in the ESData Signature-only security class (AE-ID) 
	oneM2M TS-0001 [1]

	NOTE:
The form of the identifier for the credential type is described in brackets.


12.3.2.2
sec:devMgmtID

The sec:devMgmtID enumeration type is used in sec:deviceConfigURI as an identifier of  the device management technology used for field device configuration (cf. TS-0022 [TS-0022]). 

Table 12.3.2.2-1: Interpretation of the sec:devMgmtID enumeration type. 
	Value
	Interpretation
	Note

	1
	OMA DMv1.3
	See TS-0005

	2
	OMA DMv2.0
	See TS-0005

	3
	OMA LwM2M
	See TS-0005

	4
	BBF TR-069
	See TS-0006


12.4
Complex Security-Specific oneM2M Data Types

12.4.1
MAF and MEF client configuration data
Table 12.4.1.-1 defines the assignment of data types  to the four data containers which are used in MAF and MEF client registration and key registration configuration procedures. Note that these data containers are not defined in the form of resource types since the information is not remotely accessible. The information elements of these containers are managed by means of Device Management procedures (cf. TS-0022 [TS-0022]) or by manual provisioning.     
Table 12.4.1-1: Types used in MAF and MEF Registration Configuration procedures. 

	data container name
	Used in
	Data Type
	
	Notes

	mefClientRegCfg
	MEF Client Registration Configuration, see 8.3.x.2
	sec:clientRegCfg

	
	See clause 12.4.2

	mafClientRegCfg
	MAF Client Registration Configuration, see 8.8.3.2
	
	
	

	mefKeyRegCfg
	MEF Key Registration Configuration, see 8.3.x.3
	sec:keyRegCfg
	
	See clause 12.4.3

	mafKeyRegCfg
	MAF Key Registration Configuration, see 8.8.3.3
	
	
	

	
	


12.4.2
sec:clientRegCfg
Data type sec:clientRegCfg applies to the mefClientRegCfg and mafClientRegCfg data containers used in MEF Client Registration Configuration and MAF Client Registration Configuration, see clause 8.3.x.2 and clause 8.8.3.2, respectively. 

Table 12.4.2-1: Type definition of sec:clientRegCfg 

	Element Path
	Element Type
	Multiplicity
	Notes

	expirationTime
	m2m:timestamp
	0..1
	oneM2M TS-0004 [4]

	labels
	m2m:labels
	0..1
	oneM2M TS-0004 [4]

	fqdn
	xs:anyURI
	1
	

	adminFQDN
	xs:anyURI
	1
	

	
	
	
	

	httpPort
	xs:unsignedByte
	0..1
	

	coapPort
	xs:unsignedByte
	0..1
	

	websocketPort
	xs:unsignedByte
	0..1
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	


12.4.3
sec:keyRegCfg

Data type sec:keyRegCfg applies to the mefKeyRegCfg and mafKeyRegCfg data containers used in MEF Key Registration Configuration and MAF Key Registration Configuration, see clause 8.3.x.3 and clause 8.8.3.3, respectively.
Table 12.4.3-1: Type definition of sec:keyRegCfg. 

	Element Path
	Element Type
	Multiplicity
	Notes

	expirationTime
	m2m:timestamp
	0..1
	oneM2M TS-0004 [4]

	labels
	m2m:labels
	0..1
	oneM2M TS-0004 [4]

	adminFQDN
	xs:anyURI
	1
	

	SUID
	m2m:suid
	1
	oneM2M TS-0004 [4]

	targetIDs
	m2m:listOfM2MIDs
	0..1
	oneM2M TS-0004 [4]


-----------------------End of change 2-------------------------------------------

CHECK LIST

· Does this Change Request include an informative introduction containing the problem(s) being solved, and a summary list of proposals.?
· Does this CR contain changes related to only one particular issue/problem?
· Have any mirror CRs been posted?
· Does this Change Request  make all the changes necessary to address the issue or problem?  E.g. A change impacting 5 tables should not include a proposal to change only 3 tables?Does this Change Request follow the drafting rules?
· Are all pictures editable?
· Have you checked the spelling and grammar?
· Have you used change bars for all modifications?
· Does the change include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change? (Additions of complete clauses need not show surrounding clauses as long as the proposed clause number clearly shows where the new clause is proposed to be located.)
· Are multiple changes in this CR clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.?
�I will introduce separate types mafClientRegCfg and mefClientRegCfg in the next update since the data types are not identical what I initially thought
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