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GUIDELINES for Change Requests:

Provide an informative introduction containing the problem(s) being solved, and a summary list of proposals.

Each CR should contain changes related to only one particular issue/problem.
In case of a correction, and the change apply to previous releases, a separated “mirror CR” should be posted at the same time of this CR

Follow the principle of completeness, where all changes related to the issue or problem within a deliverable are simultaneously proposed to be made E.g. A change impacting 5 tables should not only include a proposal to change only 3 tables. Includes any changes to references, definitions, and acronyms in the same deliverable.
Follow the drafting rules.

All pictures must be editable.
Check spelling and grammar to the extent practicable.
Use Change bars for modifications.
The change should include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change. Additions of complete sections need not show surrounding clauses as long as the proposed section number clearly shows where the new section is proposed to be located.
Multiple changes in a single CR shall be clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.
When subsequent changes are made to content of a CR, then the accepted version should not show changes over changes. The accepted version of the CR should only show changes relative to the baseline approved text. 
Introduction

The present CR suggests to:

· .remove text which is already given in referenced standards to avoid currently exisiting inconsistencies and contradictions. In particular consider the newest version (from 2017) of EN 419 212;
· align with existing specifications dedicated to M2M- and IoT-SEs, e.g. BSI TR-03109 which is a specification of a hardware secure environment providing asymmetric cryptography, among others TLS support, for a smart emtering gateway, and the eUICC specification from GSMA
·  Use authentication protocols which are already widely used in smart card deployments, i.e. do not use “Device authentication with privacy protection”, where no deployment is known to me. EN 419212-3 offers as alternative “Privacy constrained Modular EAC (mEAC) protocol with non-traceability feature” and “Key transport protocol based on RSA” which are already used in deployments. Furthermore SCP11a specified by GlobalPlatform is a good candidate or the variants from this protocol which are specified by the GSMA for the eUICCs.
· Use only future proof cryptographic mechanism, i.e. do not use “RSA with padding according to PKCS#1 v1.5” (chapter L.7, Table L.5.4.1-11) or DES (chapter L5.5.3)
· We should as most as possible use the existing standards ISO/IEC 7816-4, -8, -9, EN 419212, GlobalPlatform Card Specification, eUICC Specifications; please remove inconsistent, contradicting or proprietary parts, like:
· L.2 “blocked state”

· L.3 UNAUTHENTICATE command

· L.5.1. TLV coding

· L.5.2 and L.5.3: security attributes for contact and contactless interface

· L.5.4.: Creating PINs, Security Environments,… with PUT DATA

· L.5.4.1: Key Agreement Template

· Table L.5.5.1-4: Access Mode Byte coding for Key Objects

· Table L.5.5.3-1: Built-in minimum level of Secure Messaging

· L.7.3: hash integrity flag
· L.9: Read-Only State

· L.10.1.1: Activation PIN

· L.10.2.2: Unblocking PIN method byte
· L.10.2.3: "Force PIN Change Before Signature" mechanism
· L.11: GENERATE RANDOM, UNAUTHENTICATE EXTERNAL:
-----------------------Start of change X-------------------------------------------

Concrete Proposals for changes will follow after a general discussion about these topics in SEC 29.2

-----------------------End of change X---------------------------------------------
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