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Introduction
This CR describes the MEF Client Command processing and includes some editorial corrections to clause 12.
-----------------------Start of change 1-------------------------------------------
8.3.x MEF Client Command Processing

8.3.x.1 Introduction

Purpose: The MEF Client Commands are used by an MEF to control the sequence of Enrolment Exchange procedures executed by the MEF Client. 

A MEF Client Command is issued, or reissued, by the MEF to the MEF Client in the response of a MEF Client Command Retrieve procedure (clause 8.3.x.2) or MEF Client Command Update procedure (clause 8.3.x.2). The resulting status, following the attempt to parse and execute the command, is reported to the MEF Client in the request of a MEF Client Command Update procedure (clause 8.3.x.2).

A MEF Client Command Retrieve response or MEF Client Command Update response includes cmdID, cmdDescription, and initial cmdStatus of a MEF Client Command being issued, or reissued, by the MEF to the MEF Client. A MEF Client Command Update request, sent from the MEF Client to MEF, includes cmdID and cmdStatus indicating the result of attempting to pars and execute the command.

These three elements serve the following purposes:
· cmdID: disambiguates between sequential MEF Client Commands issued within the context of an MEF Client Registration (which, in some cases, may be one of multiple MEF Client Registrations on the MEF).  The cmdID serving two purposes: ensuring that a command is not accidentally executed twice; and correlating a MEF Client Command status to the corresponding issued command.

· cmdDescription: providing a description of the command to be executed. 
· cmdStatusCode: enables the MEF to indicate if a command is a reissued command or not, and enables the MEF Client to indicate the result of attempting to parse and execute the command.  

MEF Client Command procedures are performed within the context of a (non-expired) MEF Client Registration with the MEF. 
8.3.x.2 MEF Client Command Retrieve Procedure 

Triggering the Procedure: See clause 8.3.4.6 for mechanisms which can trigger MEF Client Command procedures.
Pre-Conditions:

A. The MEF and MEF Client have performed an MEF Handshake, see clause 8.3.5.2.2.
B. The MEF Client Registration is not expired, and the MEF Client has obtained the MEFClientRegID for the registration. 

C. The MEF Client shall not send an MEF Client Command Retrieve in between the time when an MEF Client receives an MEF Client Command from the MEF and the time when the MEF Client sends a corresponding MEF Client Command Update to report on the status.

D. The MEF Client shall not initiate an MEF Client Command Retrieve while waiting for a MEF Client Command Response from the MEF, unless the MEF takes too long to respond. The time duration for waiting for a response from the MEF is an implementation-specific decision of the MEF Client.

Procedure:
1. The MEF Client forms MEF Client Command Retrieve Request using the MEFClientRegID from Pre-Condition B.
2. The MEF Client shall send a MEF Client Command Retrieve request including the information shown in Table 8.3.5.2.4-1. 
Table 8.3.5.2.4-1: MEF Client Configuration Retrieval Request message information

	Parameter
	Description
	Multiplicity

	MEFClientRegID
	Identifier for the MEF Client registration record for which the MEF Client Command is being requested. See Pre-Condition B.
	1


3. Upon receiving the request, the MEF shall process the request. If error cases are encountered, then the MEF shall send an error response. If the request is processed successfully, then the MEF shall attempt to retrieve the MEF Client Command currently associated with the identified MEF Client registration record.

4. The MEF shall compose a MEF Client Configuration Retrieval response a containing the following parameters. 

Table 8.3.5.2.4-2: MEF Client Configuration Retrieve Response message information

	Parameter
	Description
	Multiplicity

	cmdID
	MEF Client Configuration currently associated with the identified MEF Client registration record
	1

	cmdDescription
	Description of the MEF Client Command being issued or reissued.
	1

	cmdStatusCode
	cmdStatusCode set to MEF_CLIENT_CMD_ISSUED or MEF_CLIENT_CMD_REISSUED as appropriate (see clauses 8.3.x.6.2 and 8.3.x.6.3)
	1


The MEF shall send the response to the MEF Client.

5. The MEF Client shall attempt to parse the MEF Client Configuration Retrieve Response message
a. If the cmdID matches the cmdID of the most recent command executed by the MEF Client, then the MEF_Client shall trigger MEF Client Command Update procedure for this cmdID with cmdStatusCode set to the value for MEF_CLIENT_CMD_REPEATED_CMD_ID.
Editor’s note: MEF_CLIENT_CMD_REPEATED_CMD_ID  is not yet defined

Editor’s note: TO BE CONTINUED
8.3.x.3 MEF Client Command Update procedure
Triggering: The MEF Client shall initiate MEF Client Command Update procedure only when triggered from within the MEF Client Command Retrieve procedure (clause 8.3.x.2)or MEF Client Command Update procedure (the present clause). The trigger includes the values for cmdID and cmdStatusCode. 
Pre-Conditions: 

A. The MEF and MEF Client have performed an MEF Handshake, see clause 8.3.5.2.2.
B. The MEF Client Registration is not expired, and the MEF Client has obtained the MEFClientRegID for the registration. 
Procedure: 
8.3.x.4 CURRENTLY VOID
8.3.x.5 The cmdDescription element

The cmdDescription elements has type  is comprised of the following elements: 

· cmdClassID: identifying a class of MEF Client Commands
· (conditional on cmdClassID) cmdArgs: containing a arguments specific to the cmdClass 

· (optional) targetID: When the MEF Client is a Node acting on behalf of a CE and/or multiple AE, then the targetID identifies Certificate Provisioning can be  for the cmdClass CERT_PROV 
MEF Client Command processing supports the following classes of MEF Client Commands:
· NO_MORE_COMMANDS: indicating that the MEF has no more MEF Client Commands for the MEF Client. The NO_MORE_COMMANDS MEF Client Command is specified in clause 8.3.x.5.2.
· CERT_PROV: for triggering Certificate Provisioning procedures. The CERT_PROV MEF Client Commands are specified in clause 8.3.x.8.
· DEV_CFG: for triggering Device Configuration. The DEV_CFG MEF Client Commands are specified in clause 8.3.x.9.

· MO_NODE: for triggering procedures. The CERT_PROV MEF Client Commands are specified in clause 8.3.x.10.

8.3.x.5.1 NO_MORE_COMMANDS MEF Client Command
Purpose: To indicate that the MEF has no more MEF Client Commands for the MEF Client. 

When cmdClassID indicates NO_MORE_COMMANDS, then the MEF is indicating that the MEF has no more MEF Client Commands for the MEF Client. 

When cmdClassID  in cmdDescription indicates NO_MORE_COMMANDS, then cmdArgs shall include the following elements

· retryDuration
: of data type xs:duration, after which the MEF Client shall attempts MEF Client Command Retrieve if the MEF Client. The retryDuration is cancelled if the MEF Client successfully performs another MEF Client Command procedure, within the scope of the MEF Client Registration,  before the retryDuration completes. See clause 8.3.4.6 for other mechanisms which can trigger MEF Client Command procedures.
The MEF Client shall end the MEF Client Command session when a NO_MORE_COMMANDS MEF Client Command is received.
8.3.x.6 The cmdStatus element
8.3.x.6.1 Introduction
The cmdStatus is used by the MEF and MEF Client to indicate the status of an issued Command. The value in the cmdStatus element is of datatype sec:cmdStatusCode, specified in clause 12.3.2.x, which maps to an interpretation. Table 8.3.x.6.1-1 provides an informative summary of the cmdStatus, with normative description in the remaining sub clauses of 8.3.x.6..

Table 8.3.x.6.1 -1: Overview of the cmdStatus element
	cmdStatus
	Assigned by
	cmdClass of issued MEF Client Command
	Clause

	MEF_CLIENT_CMD_ISSUED
	MEF
	Any
	8.3.x.6.2

	MEF_CLIENT_CMD_REISSUED
	MEF
	Any
	8.3.x.6.3

	MEF_CLIENT_CMD_OK
	MEF Client
	Any. See NOTE 1. 
	8.3.x.6.4

	MEF_CLIENT_CMD_CLASS_NOT_SUPPORTED
	MEF Client
	Any. See NOTE 1.
	8.3.x.6.5

	MEF_CLIENT_CMD_BAD_ ARGUMENTS
	MEF Client
	CERT_PROV, DEV_CFG, “MO_NODE”
	8.3.x.6.6

	MEF_CLIENT_CMD_UNACCEPTABLE_ARGUMENTS
	MEF Client
	CERT_PROV, DEV_CFG, MO_NODE
	8.3.x.6.7

	MEF_CLIENT_CMD_CERT_PROV_SERVER_ERROR
	MEF Client
	CERT_PROV
	8.3.x.6.8

	MEF_CLIENT_CMD_CERT_PROV_CLIENT_ERROR
	MEF Client
	CERT_PROV
	8.3.x.6.9

	MEF_CLIENT_CMD_DEV_CFG_SERVER_ERROR
	MEF Client
	DEV_CFG
	8.3.x.6.10

	MEF_CLIENT_CMD_DEV_CFG_SERVER_ERROR
	MEF Client
	DEV_CFG
	8.3.x.6.11

	MEF_CLIENT_CMD_MO_NODE_NOT_FOUND
	MEF Client
	MO_NODE
	8.3.x.6.12

	MEF_CLIENT_CMD_MO_NODE_TYPE_CONFLICT
	MEF Client
	MO_NODE
	8.3.x.6.13

	MEF_CLIENT_CMD_MO_NODE_UNACCEPTABLE_ARGS
	MEF Client
	MO_NODE
	8.3.x.6.14

	MEF_CLIENT_CMD_MO_NODE_EXECUTION_ERROR
	MEF Client
	MO_NODE
	8.3.x.6.15

	NOTE 1: In normal circumstances, an MEF Client should not provide this cmdStatus when the issued command has cmdClass indicating NO_MORE_COMMANDS.


8.3.x.6.2
cmdStatus MEF_CLIENT_CMD_ISSUED
The MEF is issuing the command, and the MEF expects that this is the first time that the MEF Client is receiving the command.

8.3.x.6.3
cmdStatus MEF_CLIENT_CMD_REISSUED
The MEF previously issued the command, and did not receive a corresponding MEF Client Command Update from the MEF Client (in particular, providing the status of the executed command), and consequently the MEF is reissuing the command.
If the MEF Client already performed the command, then it reports the status, otherwise the MEF Client performs the command.
8.3.x.6.4
cmdStatus  MEF_CLIENT_CMD_OK
The MEF Client successfully performed the command

8.3.x.6.5
cmdStatus MEF_CLIENT_CMD_CLASS_NOT_SUPPORTED
The MEF Client does not support the requested cmdClass.
8.3.x.6.6
cmdStatus MEF_CLIENT_CMD_BAD_ARGUMENTS
The MEF Client supports the cmdClass, but the MEF Client could not parse cmdArgs.
8.3.x.6.7
cmdStatus MEF_CLIENT_CMD_UNACCEPTABLE_ARGUMENTS
The MEF Client supports the cmdClass, and the MEF Client parsed cmdArgs element, but was unable to process any of the arguments.
8.3.x.6.8
cmdStatus MEF_CLIENT_CMD_CERT_PROV_SERVER_ERROR
The MEF Client supports the CERT_PROV cmdClass, and the MEF Client parsed the cmdsArgs element, but was unable to perform the command due to some error regarding communicating with the Certificate Provisioning server or an error internal to the Certificate Provisioning server.
8.3.x.6.9
cmdStatus MEF_CLIENT_CMD_CERT_PROV_CLIENT_ERROR
The MEF Client supports the CERT_PROV cmdClass, and the MEF Client parsed the cmdsArgs element, but was unable to perform the command due to a processing error on the MEF Client.
8.3.x.6.10
cmdStatus MEF_CLIENT_CMD_DEV_CFG_SERVER_ERROR
The MEF Client supports the DEV_CFG cmdClass, and the MEF Client parsed the cmdsArg element s, but was unable to perform the command due to some error regarding communicating with the Device Configuration server or an error internal to the Device Configuration server.

8.3.x.6.11
cmdStatus MEF_CLIENT_CMD_DEV_CFG_SERVER_ERROR
The MEF Client supports the DEV_CFG cmdClass, and the MEF Client parsed the cmdsArg element s, but was unable to perform the command due to some issue a processing error on the MEF Client.
8.3.x.6.12
cmdStatus MEF_CLIENT_CMD_MO_NODE_NOT_FOUND
The MEF Client supports the MO_Node cmdClass, and parsed the cmdsArgs element, but could not find the MO node at the MONodePath element in the MEF Client Command arguments.
8.3.x.6.13
cmdStatus MEF_CLIENT_CMD_MO_NODE_TYPE_CONFLICT
The MEF Client supports the MO_Node cmdClass, parsed the cmdsArgs element, and found the MO node at the MONodePath element, but the type of the MO Node does not match the MONodeType element in the MEF Client Command arguments.
8.3.x.6.14
cmdStatus MEF_CLIENT_CMD_MO_NODE_UNACCEPTABLE_ARGS
The MEF Client supports the MO_Node cmdClass, parsed the cmdsArgs element, and found the MO node at the MONodePath element, and the type of the MO Node matches the MONodeType element, but the remaining MO-type-specific arguments in MEF Client Command arguments are unacceptable to the MEF Client.

8.3.x.6.15
cmdStatus MEF_CLIENT_CMD_MO_NODE_EXECUTION_ERROR
The MEF Client supports the MO_Node cmdClass, parsed the cmdsArgs element, and found the MO node at the MONodePath element, and the type of the MO Node matches the MONodeType element, and the remaining MO-type-specific arguments in MEF Client Command arguments are acceptable, but there has been some other error in executing command on the MO Node.
8.3.x.7 CERT_PROV MEF Client Command Class-specific Processes
8.3.x.8 DEV_CFG MEF Client Command Class-specific Processes
8.3.x.9
MO_NODE MEF Client Command Class-specific Processes
8.3.x.9.1
[authenticationProfile]-specific Processes
8.3.x.9.1
[trustAnchor]-specific Processes
8.3.x.9.1
[MAFClientRegCfg]-specific Processes
-----------------------End of change 1---------------------------------------------
-----------------------Start of change 2---------------------------------------------

12.2
Simple Security-Specific oneM2M Data Types

Table 12.2-1 describes simple data type definitions specific to security. The types in table 12.2-1 are either:

· Atomic data types derived from XML Schema data types by restrictions other than enumeration

· List data types constructed from other XML Schema or oneM2M-defined atomic data types.

Table 12.2-1: Security-specific oneM2M simple data types

	XSD type name
	Used for
	Examples
	Description

	sec:relKeyID
	Relative part of symmetric key Identifiers
	1he83he, 
my-key_name,

firstname.lastname
	Any combination of the Roman alphabet, numerals, '.', '_' and '-' characters

	sec:credentialID
	Credential Identifier
	10-thiskey@mymef.com
	A sec:credIDTypeID and a xs:anyURI separated by the ‘-‘ character. See clause 10.4. The xs:anyURI is the value part of the credential-lD

	sec:deviceConfigURI
	deviceConfigURI attribute of the <MEFBase> resource, see TS-0032 [58]
	1:http://server.dmprovider.com
	A sec:devMgmtID value (see clause 12.3.2.2) separated with colon “:” from the URI of a device management server


12.3
Enumerated Security-Specific oneM2M Data Types

12.3.1
Introduction

The enumerated security-specific oneM2M data types are treated identically to the enumerated oneM2M data types defined in clause 6.3.4 of oneM2M TS-0004 [4]. These data types are based on <xs:integer>, with the numeric values interpreted as specified in clause 12.3.2.

12.3.2
Enumeration type definitions

12.3.2.1
sec:credIDTypeID

The sec:credIDTypeID enumeration type is used in sec:credentialID to identify the type of the identified credential. 

Table 12.3.2.1-1: Interpretation of the sec:credIDTypeID enumeration type. 
	Value
	Interpretation
	Note

	10
	Symmetric key used to authenticate to a MEF (KpmID)
	See clause 8.3.2.1

	11
	Symmetric key used to authenticate to a MAF (KmID)
	See clause 8.8.3.1

	12
	Symmetric key used to authenticate in an SAEF (KpsaID or KcID)
	See clauses 8.2.2.1, 8.2.2.3

	13
	Symmetric key used to authenticate in ESPrim (pairwiseESPrimKeyID)
	See clauses 8.4.2

	14
	Symmetric key used for direct encryption in the ESData Encryption-only or Nested-Sign-then-encrypt security classes (generic symmetric key identifier format)
	See clause 8.5.2

	15
	Symmetric key used for symmetric key wrap  in the ESData Encryption-only or Nested-Sign-then-encrypt security classes (generic symmetric key identifier format)
	See clause 8.5.2

	16
	Symmetric key used for HMAC  in the ESData Signature-only security class (generic symmetric key identifier format)
	See clause 8.5.2

	30
	Raw Public Key Certificate used in TLS: (Public Key Identifier) 
	10.1.2

	31
	Device Certificate used in TLS (globally unique hardware instance identifier)
	10.1.1.4

	32
	CSE-ID Certificate used in TLS (CSE-ID) 
	oneM2M TS-0001 [1]

	33
	AE-ID Certificate used in TLS (AE-ID) 
	oneM2M TS-0001 [1]

	41
	Raw Public Key Certificate used for RSA or ECDH Key management in the ESData Encryption-only or Nested-Sign-then-encrypt security classes: (Public Key Identifier) 
	10.1.2

	42
	Device Certificate used for RSA or ECDH Key management in the ESData Encryption-only or Nested-Sign-then-encrypt security classes (globally unique hardware instance identifier)
	10.1.1.4

	43
	CSE-ID Certificate used for RSA or ECDH Key management in the ESData Encryption-only or Nested-Sign-then-encrypt security classes (CSE-ID) 
	oneM2M TS-0001 [1]

	44
	AE-ID Certificate used for RSA or ECDH Key management in the ESData Encryption-only or Nested-Sign-then-encrypt security classes (AE-ID) 
	oneM2M TS-0001 [1]

	51
	Raw Public Key Certificate used for RSA or ECDH Key management in the ESData Signature-only security class: (Public Key Identifier) 
	10.1.2

	52
	Device Certificate used for RSA or ECDSA signatures in the ESData Signature-only security class (globally unique hardware instance identifier)
	10.1.1.4

	53
	CSE-ID Certificate used for RSA or ECDH Key management in the ESData Signature-only security class (CSE-ID) 
	oneM2M TS-0001 [1]

	54
	AE-ID Certificate used for RSA or ECDH Key management in the ESData Signature-only security class (AE-ID) 
	oneM2M TS-0001 [1]

	NOTE:
The form of the identifier for the credential type is described in brackets.


12.3.2.2
sec:devMgmtID

The sec:devMgmtID enumeration type is used in sec:deviceConfigURI as an identifier of  the device management technology used for field device configuration (cf. TS-0022 [57]). 

Table 12.3.2.2-1: Interpretation of the sec:devMgmtID enumeration type. 
	Value
	Interpretation
	Note

	1
	OMA DMv1.3
	See TS-0005

	2
	OMA DMv2.0
	See TS-0005

	3
	OMA LwM2M
	See TS-0005

	4
	BBF TR-069
	See TS-0006


12.3.2.3
sec:cmdClassID
The sec:cmdClassID enumeration type is used in the MEF Client Command cmdDescription element (see clause  8.3.x.6) to indicate the cmdClass of the cmdDescription. The cmdDescription is also an attribute of the <mefClientCmd> resource type in oneM2M TS-0032 [58]).
Table 12.3.23-1: Interpretation of the sec:cmdClassID enumeration type. 
	Value
	Interpretation
	Note

	0
	NO_MORE_COMMANDS
	The command class is specified in clause 8.x.3.6.2.

	1
	CERT_PROV
	The command class is specified in clause 8.x.3.6.3. 

Certificate Provisioning is specified in clause 8.3.6

	2
	DEV_CFG
	The command class is specified in clause 8.x.3.6.4. 

Device Configuration is specified in oneM2M TS-0022 [57]

	3
	MO_NODE
	The command class is specified in clause 8.x.3.7.


12.3.2.4
sec:cmdStatusCode
The sec:cmdStatusCode enumeration type is used by the cmdStatusCode element to indicating the status of an MEF Client Command. The cmdStatus is also an attribute of the <mefClientCmd> resource type in oneM2M TS-0032 [58].

Table 12.3.23-1: Interpretation of the sec:cmdStatusCode enumeration type. 
	Value
	Interpretation
	Note

	10
	MEF_CLIENT_CMD_ISSUED
	See 8.3.x.6.2

	11
	MEF_CLIENT_CMD_REISSUED
	See 8.3.x.6.3

	20
	MEF_CLIENT_CMD_OK
	See 8.3.x.6.4

	40
	MEF_CLIENT_CMD_CLASS_NOT_SUPPORTED
	See 8.3.x.6.5

	41
	MEF_CLIENT_CMD_BAD_ ARGUMENTS
	See 8.3.x.6.6

	42
	MEF_CLIENT_CMD_UNACCEPTABLE_ARGUMENTS
	See 8.3.x.6.7

	100
	MEF_CLIENT_CMD_CERT_PROV_SERVER_ERROR
	See 8.3.x.6.8

	101
	MEF_CLIENT_CMD_CERT_PROV_CLIENT_ERROR
	See 8.3.x.6.9

	201
	MEF_CLIENT_CMD_DEV_CFG_SERVER_ERROR
	See 8.3.x.6.10

	202
	MEF_CLIENT_CMD_DEV_CFG_SERVER_ERROR
	See 8.3.x.6.11

	300
	MEF_CLIENT_CMD_MO_NODE_NOT_FOUND
	See 8.3.x.6.12

	301
	MEF_CLIENT_CMD_MO_NODE_TYPE_CONFLICT
	See 8.3.x.6.13

	302
	MEF_CLIENT_CMD_MO_NODE_UNACCEPTABLE_ARGS
	See 8.3.x.6.14

	303
	MEF_CLIENT_CMD_MO_NODE_EXECUTION_ERROR
	See 8.3.x.6.15


12.3.2.5
sec:certProvProtocolID
The sec:certProvProtocolID enumeration type is used for the certProvProtocolID element of the cmdArgs element of the MEF Client Command cmdDescription element (see clause  8.3.x.7) to indicate the Certificate Provisioning protocol to be used. The cmdDescription is also an attribute of the <mefClientCmd> resource type in oneM2M TS-0032 [58])

Table 12.3.23-1: Interpretation of the sec:certProvProtocolID enumeration type. 
	Value
	Interpretation
	Note

	1
	EST
	See clause 8.3.6.2

	2
	SCEP
	See clause 8.3.6.3

	
	
	

	
	
	


12.4
Complex Security-Specific oneM2M Data Types

12.4.1
MAF and MEF client configuration data
Table 12.4.1-1 defines the assignment of data types to the four data containers which are used in MAF and MEF client registration and key registration configuration procedures. Note that these data containers are not defined in the form of resource types since the information is not remotely accessible. The information elements of these containers are managed by means of Device Management procedures (cf. TS-0022 [57]) or by manual provisioning.     

Table 12.4.1-1: Types used in MAF and MEF Registration Configuration procedures. 

	data container name
	Used in
	Data Type
	Notes

	mefClientRegCfg
	MEF Client Registration Configuration, see 8.3.7.2
	sec:clientRegCfg
	See clause 12.4.2

	mafClientRegCfg
	MAF Client Registration Configuration, see 8.8.3.2
	
	

	mefKeyRegCfg
	MEF Key Registration Configuration, see 8.3.7.3
	sec:keyRegCfg
	See clause 12.4.3

	mafKeyRegCfg
	MAF Key Registration Configuration, see 8.8.3.3
	
	


12.4.2
sec:clientRegCfg

Data type sec:clientRegCfg applies to the mefClientRegCfg and mafClientRegCfg data containers used in MEF Client Registration Configuration and MAF Client Registration Configuration, see clause 8.3.7.2 and clause 8.8.3.2, respectively. 

Table 12.4.2-1: Type definition of sec:clientRegCfg 

	Element Path
	Element Type
	Multiplicity
	Notes

	expirationTime
	m2m:timestamp
	0..1
	oneM2M TS-0004 [4]

	labels
	m2m:labels
	0..1
	oneM2M TS-0004 [4]

	fqdn
	xs:anyURI
	1
	

	adminFQDN
	xs:anyURI
	1
	

	httpPort
	xs:unsignedByte
	0..1
	

	coapPort
	xs:unsignedByte
	0..1
	

	websocketPort
	xs:unsignedByte
	0..1
	


12.4.3
sec:keyRegCfg

Data type sec:keyRegCfg applies to the mefKeyRegCfg and mafKeyRegCfg data containers used in MEF Key Registration Configuration and MAF Key Registration Configuration, see clause 8.3.7.3 and clause 8.8.3.3, respectively.
Table 12.4.3-1: Type definition of sec:keyRegCfg. 

	Element Path
	Element Type
	Multiplicity
	Notes

	expirationTime
	m2m:timestamp
	0..1
	oneM2M TS-0004 [4]

	labels
	m2m:labels
	0..1
	oneM2M TS-0004 [4]

	adminFQDN
	xs:anyURI
	1
	

	SUID
	m2m:suid
	1
	oneM2M TS-0004 [4]

	targetIDs
	m2m:listOfM2MIDs
	0..1
	oneM2M TS-0004 [4]


12.4.A
sec:cmdDescription
The sec:cmdDescription complex type is used by the cmdDescription element to describe an MEF Client Command, described in clause 8.3.x.6. The cmdDescription is also an attribute of the <mefClientCmd> resource type in oneM2M TS-0032 [58].
Table 12.4.2-1: Type definition of sec:cmdDescription 

	Element Path
	Element Type
	Multiplicity
	Notes

	cmdClassID
	sec:cmdClassID
	1
	

	cmdArgs
	sec:noMoreCmdArgs 

sec:certProvCmdArgs or sec:devCfgCmdArgs or sec:MONodeCmdArgs 
	1
	See clauses 12.4.B, 12.4.C, 12.4.D, 12.4.E

	targetID
	m2m:ID
	1
	


12.4.B
sec:noMoreCmdArgs
The sec:noMoreCmdArgs complex type is used in sec:cmdDescription.
Table 12.4.2-1: Type definition of sec:certProvCmdArgs
	Element Path
	Element Type
	Multiplicity
	Notes

	retryDuration
	xs:duration
	1
	

	
	
	
	

	
	
	
	


12.4.C
sec:certProvCmdArgs
The sec:certProvCmdArgs complex type is used in sec:cmdDescription.
Table 12.4.2-1: Type definition of sec:certProvCmdArgs
	Element Path
	Element Type
	Multiplicity
	Notes

	certProvProtocolID
	sec:certProvProtocolID
	1
	

	URI
	xs:anyURI
	1
	

	
	
	
	


12.4.D
sec:devCfgCmdArgs
The sec:devCfgCmdArgs complex type is used in sec:cmdDescription.
Table 12.4.2-1: Type definition of sec:devCfgCmdArgs
	Element Path
	Element Type
	Multiplicity
	Notes

	deviceConfigURI
	sec:deviceConfigURI
	1
	See clause 12.2

	
	
	
	

	
	
	
	


12.4.E
sec:MONodeCmdArgs
The sec:MONodeCmdArgs complex type is used in sec:cmdDescription.
Table 12.4.2-1: Type definition of sec:MONodeCmdArgs
	Element Path
	Element Type
	Multiplicity
	Notes

	objectPath
	xs:AnyURI
	
	

	objectType
	Enum
	
	

	objectTypeSpecifcArgs
	
	
	


-----------------------End of change 3---------------------------------------------

-----------------------Start of change 4---------------------------------------------

�Put into a table?
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