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Introduction


oneM2M thanks ETSI TC CYBER for their LS informing us on their TR 103 304 and further work on new deliverables, TS 103 458 and TS 173 352, related to Attribute-Based Encryption (ABE).
In the process of publishing Release 3 towards the end of 2017, oneM2M already froze the Requirements and Architecture stages related to this release. Therefore, any new work item proposing use cases, requirements and features related to ABE would now be processed in the context of Release 4, which is open for new contributions at these levels. In the Release 3 context, oneM2M is producing a Technical Report on Decentralized Authentication, TR-0041, analyzing use cases of Identity Based Encryption for the Remote Security Provisioning Framework of TS-0003, but extensions to ABE or Access Control are not included in this work. 
The Release 3 requirements related to security can be found in a dedicated clause of the oneM2M Requirements specification TS-0002 Release 3. Release 4 requirements have not yet been established and TC CYBER inputs will be welcome in that respect. Related use cases are collected in TR-0002 and similar documents related to specific domains such as Home Environment, Industrial, and Vehicular domain enablement.
The oneM2M Security Working Group confirms their interest for reviewing the drafts of TC CYBER specifications related to ABE, TS 103 458 and TS 173 532, when they become stable and can be shared with the general oneM2M Membership.
Actions

To ETSI TC CYBER :
1. Share drafts of their specifications relevant to IoT, such as TS 103 458 and TS 173 532, with the general oneM2M Membership and inform oneM2M of their availability.
2. Consider contributing to oneM2M Release 4 work on the above topics, either through direct involvement of interested companies, or through organization of joint teleconferences or Face-to-face meetings. 
Conclusion

oneM2M looks forward to continuous collaboration with ETSI TC CYBER on IoT Cybersecurity in general and ABE in particular.
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