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Introduction
See SEC-2017-0105R01
-----------------------Start of change 1-------------------------------------------
10.1.4
Certificate Signing Request Profile


A certificate signing request (CSR) is a signed object provided to the Certificate Provisioning server (EST Server or SCEP Server) to request the issuing of a certificate. Certificate Provisioning as specified in clause 8.3.6 may be used to issue a certificate to an Node, CSE or AE. The certificate signing request shall include 

· the subjectPublicKeyInfo: the public key and the algorithm with which key is used

· extensions:
· subjectAltName: This field shall contain the AE-ID, CSE-ID or Node-ID using the name type defined for each type of certificate in clause 10.1.1.5, 10.1.1.7 and 10.1.1.8. 

The certificate signing request may include additional fields and extensions provided by the Certificate Provisioning server, for example using the EST Certificate Signing Request (CSR) Attributes Request described in section 2.6 of IETF RFC 7030 [59].
-----------------------End of change 1---------------------------------------------

-----------------------Start of change 2---------------------------------------------

10.1.1.8
Profile for Node-ID Certificates and their Certificate Chains

Node-ID certificates and all other certificates in the corresponding certificate chain shall conform to clause 10.1.1.3 "Details Common to Certificates with Certificate Chains".

The subjectAltName extension shall include the Node-ID as defined in oneM2M TS-0001 [1].
Node-ID certificates shall not include wildcards.
-----------------------End of change 2---------------------------------------------

-----------------------Start of change 3---------------------------------------------

8.1.2.1
Public Key Certificate Flavours

The present document defines procedures using the following Public Key Certificate flavours:

· Raw Public Key Certificates:

· Description: A raw public key certificate (IETF RFC 7250 [37]) contains only the raw public key, without other information normally provided in a certificate. The raw public key certificate is exchanged in the TLS handshake in the place of a traditional certificate (see IETF RFC 7250 [37]).

· Use: A raw public key certificate can be used for authenticating a CSE or AE either during the Association Security Handshake phase of the Certificate-Based Security Association Establishment or during the Bootstrap Enrolment Handshake phase of the Certificate-Based Remote Security Provisioning Framework.

· Device certificates:

· Description: These certificates have a certificate chain to a trust anchor and include one or more globally unique hardware instance identifier (such as the Object Identifier Based M2M Device identifiers discussed in annex H "Object Identifier Based M2M Device Identifier" oneM2M TS‑0001 [1]) in the subjectAltName extension of the certificate. A device certificate can be used to verify the identity of the hardware instance on which the entity is being executed.

· Use: Device certificates can be used to authenticate a CSE or AE executing on a specific M2M Device. If the M2M device is an ASN or MN (which supports a CSE), then the device certificate is implicitly associated with the CSE that executes on the device. If the device is an ADN (which does not support a CSE) then the device certificate is not implicitly associated with a specific AE executing on the hardware. A device certificate can be used for authenticating a Field Domain CSE either during the Association Security Handshake phase in the Certificate-Based Security Association Establishment Framework or during the Bootstrap phase of the Certificate-Based Remote Security Provisioning Framework.

· Node-ID certificates:

· Description: These certificates have a certificate chain to a trust anchor and include the Node-ID of a Node (see oneM2M TS-0001 [1]) in the subjectAltName extension of the certificate. A Node-ID certificate can be used to verify the identity of a Node.

· Use: A Node-ID certificate can be used to authenticate a Security Principal on a Node acting on behalf of the CSE and/or AE(s).

· CSE-ID certificates:

· Description: These certificates have a certificate chain to a trust anchor and include the public domain name representation of a CSE-ID (see oneM2M TS-0001 [1]) in the subjectAltName extension of the certificate. A CSE-ID certificate verifies that the entity presenting the certificate has been assigned a particular CSE-ID.

· Use: A CSE-ID certificate can be used to authenticate a CSE only.

· AE-ID certificates:

· Description: These certificates have a certificate chain to a trust anchor and include the full URI representation of an AE-ID in the subjectAltName extension of the certificate. An AE-ID certificate verifies that the entity presenting the certificate has been assigned a particular AE-ID.

· Use: An AE-ID certificate can be used to authenticate an AE only.

· FQDN certificates:

· Description: These certificates have a certificate chain to a trust anchor and include the FQDN of an M2M Enrolment Function in the subjectAltName extension of the certificate. An FQDN certificate verifies that the entity presenting the certificate has been assigned a particular FQDN.

· Use: A FQDN certificate is used to authenticate an M2M Enrolment Function to an Enrolee during a Bootstrap Enrolment Handshake phase in a Certificate-Based Remote Security Provisioning Framework. 

NOTE:
The flavours, and the details specific for these flavours, are specified to support a range of deployment models while ensuring that oneM2M entities have clear procedures for authenticating other oneM2M entities using certificates.

The profiles for these certificates are found in clause 10.1.1 "Certificate Profiles".
-----------------------End of change 3---------------------------------------------
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