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GUIDELINES for Change Requests:

Provide an informative introduction containing the problem(s) being solved, and a summary list of proposals.

Each CR should contain changes related to only one particular issue/problem.
In case of a correction, and the change apply to previous releases, a separate “mirror CR” should be posted at the same time of this CR
Mirror CR: applies only when the text, including clause numbering are exactly the same.

Companion CR: applies when the change means the same but the baselines differ in some way (e.g. clause number).
Follow the principle of completeness, where all changes related to the issue or problem within a deliverable are simultaneously proposed to be made E.g. A change impacting 5 tables should not only include a proposal to change only 3 tables. Includes any changes to references, definitions, and acronyms in the same deliverable.
Follow the drafting rules.
All pictures must be editable.
Check spelling and grammar to the extent practicable.
Use Change bars for modifications.
The change should include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change. Additions of complete clauses need not show surrounding clauses as long as the proposed clause number clearly shows where the new clause is proposed to be located.
Multiple changes in a single CR shall be clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.
When subsequent changes are made to content of a CR, then the accepted version should not show changes over changes. The accepted version of the CR should only show changes relative to the baseline approved text. 
Introduction
This CR introduces a resource for Secure Environment to support a restful approach.
Further changes are included to align the access control attributes used in this TS.

-----------------------Start of change 1-------------------------------------------
7.6.1
<sensitiveDataObject> resource
Secure Environments provide a service to store and protect sensitive data. Sensitive data objects are represented as SE-resources and are created and managed within the Secure Environment. Requests to SE-resources are using absolute addressing. A <sensitiveDataObject> resource shall represent sensitive data and related information owned by a creator as shown in figure 7.6-1. 
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Figure 7.6-1: <sensitiveDataObject>representation

Editor’s note: removal of creationTime and lastModifiedTime is for further study

Attributes in <sensitiveDataObject> are shown in table 7.6-1.

Table 7.6-1: Attributes of <sensitiveDataObject> resource
	Attributes of <sensitiveDataObject>
	Multiplicity
	RW/

RO/

WO
	Description
	<sensitiveDataObjectAnnc> (MA/OA/NA)

	resourceType
	1
	RO
	Defines the resource type.
	NA

	resourceID
	1
	RO
	Defines an identifier for the resource.

This attribute shall be provided by the creator. The creator shall assign a resourceID which is unique within its context.
	NA

	creationTime
	1
	RO
	Time/date of creation of the resource.
The creationTime is set by the CSE hosting the SE when the resource is created.
	NA

	lastModifiedTime
	1
	RO
	Last modification time/date of the resource.

This attribute is mandatory. The lastModifiedTime value is set by the Hosting CSE when the resource is created,and the lastModifiedTime value is updated when the resource is updated.
	NA

	creator
	1
	RO
	The AE-ID or CSE-ID of the AE or CSE creating the resource.
	NA

	currentByteSize
	1
	RO
	Current size in bytes of sensitive data.
	NA

	sensitiveData
	1
	RW
	Contains sensitive data and required information to access and manage sensitive data owned by a dedicated creator
	NA

	accessControlPolicyIDs
	0..1 (L)
	RW
	Is used to control access to the resource. If no accessControlPolicyIDs value is configured, the accessControlPolicyIDs of the parent resource shall be applied for privilege checking.
	NA


Editor’s note: usage of resourceType attribute is for further study

-----------------------End of change 1---------------------------------------------

-----------------------Start of change 2-------------------------------------------
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7.3
Resource se
An <se> resource shall represent information about a Secure Environment available in a node. There could be multiple <se> resources in one node.
G+D’s note: Representing AEs and CSEs residing in the SE in the <se> resource is for further study. Maybe it is sufficient to represent them only as <AE> and <CSEbase> resources.
G+D’s note: Managing SEs is for further study. Should there be an extension of the <node> resource or should it be included in the <se> resource?
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Figure 7.3-1: Structure of <SE> resource

The <SE> resource shall contain the child resources specified in table 7.3-1.

Table 7.3-1: Child resources of <SE> resource

	Child Resources of <SE>
	Child Resource Type
	Multiplicity
	Description
	<SE> Child Resource Types

	seMgmt
	<seMmgmt>
	1
	The <SE_mgmt> resource represents specific information that provides properties of an SE, like [firmware], [software], [deviceInfo], [deviceCapability], [reboot]
	NA

	accessControlPolicy
	<accessControlPolicy>
	0..n
	The Access Control Policies (ACPs) shall be used by the SE to control access to the resources
	NA

	sensitiveDataObject
	<sensitiveDataObject>
	0..n
	See clause 7.6.1
	NA

	profile
	<profile>
	0..n
	See clause 7.6.3
	NA

	cipher
	<cipher>
	0..n
	See clause 7.7.1
	NA

	rand
	<rand>
	0..n
	See clause 7.7.2
	NA

	hash
	<hash>
	0..n
	See clause 7.7.3
	NA

	signature
	<signature>
	0..n
	See clause 7.7.4
	NA

	secureConnection
	<secureConnection>
	0..n
	See clause 7.8.1
	NA

	identity
	<identity>
	0..n
	See clause 7.9.1
	NA


The <SE> resource shall contain the attributes specified in table 7.3-2.

Table 7.3-2: Attributes of <SE> resource

	Attributes of <SE>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	Defines the resource type.

	resourceID
	1
	RO
	Defines an identifier for the resource.

This attribute shall be provided by the creator. The creator shall assign a resourceID which is unique within its context.

	resourceName
	1
	WO
	This attribute is the name for the resource that is used for 'hierarchical addressing method' to represent the parent-child relationships of resources.

	parentID
	1
	RO
	This attribute is the resourceID of the parent of this resource.

	creationTime
	1
	RO
	 Time/date of creation of the resource.

	lastModifiedTime
	1
	RO
	Last modification time/date of the resource.

	accessControlPolicyIDs
	0..1 (L)
	RW
	Is used to control access to the resource.

	seType
	0..1
	RO
	· See table 7.2.1-2

	m2mSeID
	1
	WO
	See tables 7.2.1-1 and 7.2.1-2

	securityLevel
	1
	WO
	See clause 6.2

	supportedResourceType
	1 (L)
	RO
	List of the resource types which are supported in the SE. 

	e2eSecInfo
	0..1
	RO
	Indicates the end-to-end security capabilities


-----------------------End of change 2---------------------------------------------

-----------------------Start of change n-------------------------------------------

<If the text is new text, turn on "Track Changes" and start typing or paste the new text>

<If the CR is changing existing text.

· Select the text from the latest baseline TS or TR.

· Turn  "Track Changes" off.

· Paste the existing text from the baseline.

· Turn "Track Changes" on.

· Make the proposed changes.>

-----------------------End of change n---------------------------------------------

-----------------------Start of Changes to References Section -------------

2.1
Normative references

The following referenced documents are necessary for the application of the present document.
[1]
oneM2M Drafting Rules (http://www.onem2m.org/images/files/oneM2M-Drafting-Rules.pdf))
2.2
Informative references
 [i.1]
oneM2M Drafting Rules (http://www.onem2m.org/images/files/oneM2M-Drafting-Rules.pdf) 
-----------------------End of Changes to References  -------------

-Start of changes to Definitions Symbols Abbreviations Acronyms -

3
Definitions, symbols, abbreviations  and acronyms
3.1
Definitions

<defined term>: <definition>

<defined term>[N]: <definition>

3.2
Symbols

<symbol>
<Explanation>

3.3
Abbreviations and Acronyms
<ABBREVIATION/ACRONYM>
<Explanation>
---End of changes to Definitions, Symbols, Abbreviations, Acronyms ---

CHECK LIST

· Does this Change Request include an informative introduction containing the problem(s) being solved, and a summary list of proposals.?
· Does this CR contain changes related to only one particular issue/problem?
· Have any mirror CRs been posted?
· Does this Change Request  make all the changes necessary to address the issue or problem?  E.g. A change impacting 5 tables should not include a proposal to change only 3 tables?Does this Change Request follow the drafting rules?
· Are all pictures editable?
· Have you checked the spelling and grammar?
· Have you used change bars for all modifications?
· Does the change include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change? (Additions of complete clauses need not show surrounding clauses as long as the proposed clause number clearly shows where the new clause is proposed to be located.)
· Are multiple changes in this CR clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.?
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