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Introduction

To accommodate the issues and requirements in Clause 6 of TR-0041, TR-0041 has proposed a solution for decentralized authentication framework. This contribution proposes to add this solution to TS-0003 clause 8.9.
-----------------------Start of change 1-------------------------------------------

2.1
Normative references

References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the reference document (including any amendments) applies.

The following referenced documents are necessary for the application of the present document.

[1]
oneM2M TS-0001: "Functional Architecture".

[2]
oneM2M TS-0011: "Common Terminology".

[3]
Void.

[4]
oneM2M TS-0004: "Service Layer Core Protocol Specification".

[5]
IETF RFC 5246: "The Transport Layer Security (TLS) Protocol Version 1.2".

[6]
IETF RFC 6347: "Datagram Transport Layer Security Version 1.2".

[7]
ETSI TS 102 225 (V11.0.0): "Smart Cards; Secured packet structure for UICC based applications (Release 11)".

[8]
ETSI TS 102 226 (V11.0.0): "Smart Cards; Remote APDU structure for UICC based applications (Release 11)".

[9]
3GPP TS 31.115 (V10.1.1): "Remote APDU Structure for (U)SIM Toolkit applications (Release 10)".
[10]
3GPP TS 31.116 (V10.2.0): "Remote APDU Structure for (Universal) Subscriber Identity Module (U)SIM Toolkit applications (Release 10)".

[11]
3GPP2 C.S0078-0 (V1.0): "Secured packet structure for CDMA Card Application Toolkit (CCAT) applications".

[12]
3GPP2 C.S0079-0 (V1.0): "Remote APDU Structure for CDMA Card Application Toolkit (CCAT) applications".

[13]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)".

[14]
3GPP2 S.S0109-Av1.0: "Generic Bootstrapping Architecture (GBA) Framework". Available at http://www.3gpp2.org/Public_html/Specs/
[15]
IETF RFC 4279: "Pre-Shared Key Ciphersuites for Transport Layer Security (TLS)".

[16]
Void.

[17]
Void.

[18]
IETF RFC 5705: "Keying Material Exporters for Transport Layer Security (TLS)".
[19]
IETF RFC 3629: "UTF-8, a transformation format of ISO 10646".

[20]
"Unicode Standard Annex #15; Unicode Normalization Forms", Unicode 5.1.0, March 2008.

NOTE:
Available at http://www.unicode.org.

[21]
GlobalPlatform Device Technology Specification “TEE Management Framework”, version 1.

[22]
GlobalPlatform Device Technology Specification “TEE System Architecture”, Version 1.1.

[23]
ETSI TS 102 671: "Smart Cards; Machine to Machine UICC; Physical and logical characteristics".

[24]
ETSI TS 102 221: "Smart Cards; UICC-Terminal interface; Physical and logical characteristics".

[25]
ETSI TS 102 484: "Smart Cards; Secure channel between a UICC and an end-point terminal".

[26]
ISO/IEC 7816-4: "Identification cards - Integrated circuit cards - Part 4: Organization, security and commands for interchange".

[27]
ETSI TS 101 220: "Smart Cards; ETSI numbering system for telecommunication application providers".

[28]
Void.

[29]
Void.

[30]
Void.

[31]
IETF RFC 6655: "AES-CCM Cipher Suites for Transport Layer Security (TLS)".

[32]
IETF RFC 5289: "TLS Elliptic Curve Cipher Suites with SHA-256/384 and AES Galois Counter Mode (GCM)".

[33]
IETF RFC 2104: "HMAC: Keyed-Hashing for Message Authentication".

[34]
IETF RFC 5280: "Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile".

[35]
IETF RFC 6960: "X.509 Internet Public Key Infrastructure Online Certificate Status Protocol - OCSP".

[36]
IETF RFC 6961: "The Transport Layer Security (TLS) Multiple Certificate Status Request Extension".

[37]
IETF RFC 7250: "Using Raw Public Keys in Transport Layer Security (TLS) and Datagram Transport Layer Security (DTLS)".

[38]
IETF RFC 7252: "The Constrained Application Protocol (CoAP)".

[39]
National Institute of Standards and Technology (July 1999): "Recommended Elliptic Curves for Federal Government user".

NOTE:
Available at http://csrc.nist.gov/groups/ST/toolkit/documents/dss/NISTReCur.pdf.

[40]
IETF RFC 6920: "Naming Things with Hashes".

[41]
IETF RFC 4648: "The Base16, Base32, and Base64 Data Encodings".

[42]
IETF RFC 5487: "Pre-Shared Key Cipher Suites for TLS with SHA-256/384 and AES Galois Counter Mode".

[43]
IETF RFC 4492: "Elliptic Curve Cryptography (ECC) Cipher Suites for Transport Layer Security (TLS)".

[44]
IETF RFC 6066: "Transport Layer Security (TLS) Extensions: Extension Definitions".

[45]
IETF RFC 7251: "AES-CCM Elliptic Curve Cryptography (ECC) Cipher Suites for Transport Layer Security (TLS)".

[46]
IETF RFC 5480: "Elliptic Curve Cryptography Subject Public Key Information".

[47]
GlobalPlatform Device Technology Specification “Secure Element Remote Application Management” v1.0.1 (GPD_SPE_008).

[48]
IETF RFC 5869: HMAC-based Extract-and-Expand Key Derivation Function (HKDF).

[49]
IETF RFC 7518 (2015): "JSON Web Algorithms (JWA)".
[50]
IETF RFC 7516: "JSON Web Encryption (JWE)", 2015.
[51]
IETF RFC 7515: "JSON Web Signature (JWS)", 2015.
[52]
W3C Recommendation: "XML Signature Syntax and Processing v1.1", 2013.
NOTE:
Available at http://www.w3.org/TR/xmlsig-core1/.

[53]
IETF RFC 7519: "JSON Web Token (JWT)", 2015.
[54]
OpenID Foundation: "OpenID Connect Core 1.0", 2014.

[55]
W3C Recommendation: "XML Encryption Syntax and Processing v1.1", 2013.

NOTE:
Available at http://www.w3.org/TR/xmlenc-core1/.

[56]
VOID
[57]      

oneM2M TS-0022: "Field Device Configuration”.
[58]

oneM2M TS-0032: "MAF and MEF Interface Specification”.
[59]


IETF RFC 7030, “Enrollment over Secure Transport”.
[60]
ISO/IEC 7816-6: "Identification cards - Integrated circuit cards - Part 6: Interindustry data elements”.

[61]
ISO/IEC 7816-8: "Identification cards - Integrated circuit cards - Part 8:Security related interindustry commands”.
[62]
ISO/IEC 7816-9: "Identification cards - Integrated circuit cards - Part 9: Additional interindustry commands and security attributes”. 
[63]
GlobalPlatform Card Specification, Version 2.3 (including Amendments A, D, F and G). 
[64]

EN 419 212, Application Interface for Secure Signature Creation Devices, 2014. 
[65]    

IETF Historic draft: “Simple Certificate Enrollment Protocol”, draft-nourse-scep-23   

NOTE:     Available at 
https://tools.ietf.org/html/draft-nourse-scep-23
[66]    

IETF Historic draft: “Simple Certificate Enrollment Protocol”, draft-gutmann-scep-05  
NOTE:     Available at:  https://www.ietf.org/id/draft-gutmann-scep-05.txt.

[67] 
IETF RFC 5408: “Identity-Based Encryption Architecture and Supporting Data Structures”.
2.2
Informative references

References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the reference document (including any amendments) applies.

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[i.1]
oneM2M Drafting Rules.

NOTE:
Available at http://www.onem2m.org/images/files/oneM2M-Drafting-Rules.pdf.

[i.2]
Void.

[i.3]
Void.

[i.4]
oneM2M TR-0008: "Analysis of Security Solutions".

[i.5]
eXtensible Access Control Markup Language (XACML) Version 3.0. 22 January 2013. OASIS Standard.

[i.6]
Handbook of Applied Cryptography, A. J. Menezes, P. C. van Oorschot, S. A. Vanstone, CRC Press, 1996.

[i.7]
Recommendation ITU-T X.509 (10/2012): "Information technology - Open Systems Interconnection - The Directory: Public-key and attribute certificate frameworks".

[i.8]
Void.

[i.9]
OMA-TS-REST-NetAPI-TerminalLocation-V1-0-20130924-A: "RESTful Network API for Terminal Location", Version 1.0.
[i.10]
ISO 3166-1:2013: "Codes for the representation of names of countries and their subdivisions -- Part 1: Country codes".

[i.11]
ISO/IEC 7816-5: "Identification cards - Integrated circuit cards - Part 5: Registration of Application Providers".

[i.12]
Guide to Attribute Based Access Control (ABAC) Definition and Considerations, NIST Special Publication 800-162.

NOTE:
Available at http://nvlpubs.nist.gov/nistpubs/specialpublications/NIST.sp.800-162.pdf.

[i.13]
National Institute of Standards and Technology: "Guide to Protecting the Confidentiality of Personally Identifiable Information (PII)".

[i.14]
void.
[i.15]
oneM2M TR-0019: "Dynamic Authorization".

[i.16]
oneM2M TR-0012: "End to End security".

[i.17]
oneM2M TR-0001: "Use Case collection".
[i.18]
IANA JSON Web Token (JWT) registry.
NOTE:
Available at http://www.iana.org/assignments/jwt/jwt.xhtml.

[i.19]
IETF RFC 6455: "The Web Socket Protocol", December 2011.

[i.20]
IETF RFC 7230: "Hypertext Transfer Protocol (HTTP/1.1): Message Syntax and Routing".

[i.21]
VOID

[i.22]
GlobalPlatform Device Technology, Generic API to access Secure Elements, Open Mobila API Spêcifications, Version 3.2. 

[i.23]
ETSI TS 102 600: "Smart Cards; UICC – Terrminal Interface; Characteristics of the USB Interface".

[i.24]
ETSI TS 102 622: "Smart Cards; UICC – Contactless Front-End (CLF) Interface; Host Controller Interface".

[i.25]
IEEE P1363 “Standard Specifications for Public Key Cryptography”.
[i.26] 
https://github.com/certnanny/sscep
[i.27]
https://github.com/jscep/jscep
[i.28]
https://github.com/certnanny/sscep/issues/42
[i.29]
BBF: “TR-069 CPE WAN Management Protocol” Issue: 1 Amendment 5, November 2013.
[i.30]
Dan Boneh, Matthew K. Franklin: “Identity-Based Encryption from the Weil Pairing”, Proceedings of CRYPTO 2001.

[i.31]
RFC 6507: “Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption (ECCSI)”, February, 2012.
-----------------------End of change 1---------------------------------------------
-----------------------Start of change 2--------------------------------------------

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in oneM2M TR-0004 [i.2] and the following abbreviations apply:

(D)TLS-PSK
(D)TLS Pre-Shared Key (ciphersuites)

3GPP2
3rd Generation Partnership Project 2

AAA
Authentication, Authorization and Accounting

ABAC
Attribute Based Access Control

ACP
AccessControlPolicy Instance

AEAD
Authenticated Encryption with Associated Data

AE-ID
Application Entity Identifier

App-ID
Application Identifier
ASE
Asymmetric Secure Elerment
ASN-CSE
CSE which resides in the Application Service Node

AuthorSignReqInfo
Authorization Signature Request Information
AuthorSign 
Authorization Signature

AuthorRelMapRecord 
Authorization Relationship Mapping Record
AuthorRelIndicator 
Authorization Relationship Indicator

AuthorSignIndicator 
Authorization Signature Indicator
BSF
Bootstrapping Server Function

B-TID

Bootstrapping Transaction Identifier

CA
Certification Authority or Certificate Authority
CIDR
Classless Inter-Domain Routing

CoAP
Constrained Application Protocol

CSE-ID
Common Service Entity Identifier

CSR
Certificate Signing Request 
DH
Diffie-Hellman
DTLS
Datagram Transport Layer Security (Protocol)
(D)TLS-PSK
(D)TLS Pre-Shared Key (ciphersuites)
ECC
Elliptic Curve Cryptography
EKU
Extended Key Usage
ESCertKE
End-to-End Certificate-based Key Establishment

Enrolee-ID
Enrolee Identity

ESData
End-to-End Security of Data

ESF
End-to-End Security Function
ESPrim
End-to-end Security of Primitives
EST
Enrolment over Secure Transport  

ETSI
European Telecommunications Standards Institute

FQDN
Fully Qualified Domain Name

GBA_ME
ME-based GBA

GBA_U
GBA with UICC-based enhancements

GUSS
GBA User Security Settings 

HLR
Home Location Register

HSS
Home Subscriber System

HTTP
HyperText Transfer Protocol

HW
Hardware
IBC
Identity Based Cryptography
ID
Identifier

IdA
Identifier for entity A

IdB
Identifier for entity B

IN-CSE
CSE which resides in the Infrastructure Node

IPv4
Internet Protocol version 4

IPv6
Internet Protocol version 6

IV
Initialization Vector 
Kc
M2M Secure Connection Key

KcID 
M2M Secure Connection Key Identifier

Ke
Enrolment Key

KeID
Enrolment Key Identifier

Ker
Enrolment Re-Authentication Key 
Km
Master Credential

KmID
Master Credential Identifier

Kpm
pre-provisioned credential for Master Credential provisioning

KpmID
pre-provisioned credential for Master Credential provisioning Identifier

Kpsa
provisioned credential for M2M Security Association Establishment

KpsaID
provisioned credential for M2M Security Association Establishment Identifier

Ks
temporary Key material referred to in GBA

Ks..NAF
Abbreviation of Ks_(int/ext)_NAF

Ks_(ext/int)_NAF
Derived key in GBA_ME or Derived key in GBA_U which remains on UICC

Ks_ext_NAF 
Derived key in GBA_U sent to the ME

Ks_int_NAF
Derived key in GBA_U which remains on UICC

Ks_NAF
Derived key in the ME

M2M-SP
M2M Service Provider

MAF
M2M Authentication Function

MAF-ID
M2M Authentication Function Identifier

Mca
Reference Point for M2M Communication with AE

Mcc
Reference Point for M2M Communication with CSE

Mcc'
Reference Point for M2M Communication with CSE of different M2M Service Provider

Mcn
Reference Point for M2M Communication with NSE

MEF
M2M Enrolment Function

MIC
Message Integrity Code

MN-CSE
CSE which resides in the Middle Node
MPK
Master public key

MSK
Master secret key
MTE
M2M Trust Enabler

NAF
Network Application Function
OAEP
Optimal Asymmetric Encryption Padding
OCSP
Online Certificate Status Protocol

PDP
Policy Decision Point

PEP
Policy Enforcement Point

PII
Personally Identifiable Information
PIN


Personal Identification Number
PIP
Policy Information Point
PKG
Private Key Generator
PKI
Public Key Infrastructure

PRP
Policy Retrieval Point
PSK
Pre-shared Key
RA
Registration Authority

RSA
Rivest, Shamir und Adleman

RSAES



RSA Encryption Scheme

RSASSA


RSA Signature Scheme Algorithm
RSPF
Remote Security Provisioning Framework

SAEF
Security Association Establishment Framework

SE
Secure Environment
SkA
Private key of entity A

SkB
Private key of entity B
SUID
Security Usage Identifier
SW
Software

T&C
Terms and Conditions

TEE
Trusted Execution Environment
TEF
Trust Enabling Function
TLS
Transport Layer Security (Protocol)

UE
(3GPP) User Equipment

UNSP
Underlying Network Service Provider

URI
Uniform Resource Identifier

USS
User Security Settings

XACML
eXtensible Access Control Markup Language

-----------------------End of change 2---------------------------------------------
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8.9 Decentralized Authentication Framework


8.9.1Purpose of Decentralized Authentication
Decentralized authentication is used to enable each entity to perform mutual authentication with many other entities in a timely manner. Applicable use cases and requirements are discussed in oneM2M TR-0041.
The present documents specifies Security Association Establishment Framework and Remote Security Provisioning Framework for decentralized authentication. 
8.9.2 Security Association Establishment Framework for Decentralized Authentication
This clause describes the Security Association Establishment Framework for Decentralized Authentication. This framework enables mutual authentication of two entities corresponding to either two CSEs or a CSE and an AE, each of which is provisioned an identity based cryptography (IBC) credential.
Figure 8.9.2-1 shows the sequence of events in this decentralized authentication framework using IBC credentials, wherein “Entity A” and “Entity B” could be either a CSE or an AE.

[image: image1.emf]A (AE/CSE) B (AE/CSE)

Credential Configuration

(IdA, SkA, MPK) & (IdB, SkB, MPK) are provisioned to A and B respectively 

Association Security Handshake: (D)TLS Handshake

1. TLS message: ClientHello with PSK ciphersuite 

2. TLS message: ServerHello, ServerKeyExchange,  

ServerHelloDone where the psk_identity_hint in 

ServerKeyExchange is set to IdB

3. computes K = 

KeyGen(IdB, SkA, MPK) 

and sets TLS psk 

parameter to be K

4. TLS message: ClientKeyExchange, [ChangeCipherSpec] 

Finished where the psk_identity in ClientKeyExchange is set to IdA

5. computes K = 

KeyGen(IdA, SkB, MPK) 

and sets TLS psk 

parameter to be K

6. TLS message: [ChangeCipherSpec], Finished


Figure 8.9.2-1: The sequence of events in decentralized authentication using IBC credentials

Credential Configuration: IBC credentials (IdA, SkA, MPK) and (IdB, SkB, MPK) shall be provisioned to entity A and entity B respectively, where IdA and IdB are the identities of entity A and entity B respectively, SkA and SkB are the private keys corresponding to IdA and IdB respectively, and the MPK is the master public key which is a public system parameter. IBC credentials shall conform to Clause 8.9.3. 

Association Security Handshake: The entities shall perform a (D)TLS PSK handshake with IBC credentials to establish a secure session. The details are described as follows, where unless specified, (D)TLS messages remain the same as in the original (D)TLS PSK handshake.

1. Entity A shall initiate TLS with B using a TLS PSK ciphersuite, i.e., Entity A shall send a TLS ClientHello message with PSK ciphersuite to entity B.

2. Entity B shall return TLS message ServerKeyExchange, in which the psk_identity_hint in ServerKeyExchange shall be set to IdB.

3. After receiving ServerKeyExchange message, entity A shall retrieve IdB, compute a key K = KeyGen(IdB, SkA, MPK) and set TLS psk parameter to be K, which will be used to authenticate entity B. The algorithm KeyGen shall conform to Clause 8.9.3.

4. Entity A shall send TLS message ClientKeyExchange and Finished, where the psk_identity in ClientKeyExchange shall be set to IdA;

5. After receiving ClientKeyExchange, entity B shall retrieve IdA, compute a Key K = KeyGen(IdA, SkB, MPK), and set TLS psk parameter to be K, which will be used to authenticate entity A. The algorithm KeyGen shall conform to Clause 8.9.3.

6. Entity B shall send TLS message Finished to A and complete the TLS PSK handshake.

8.9.3 Algorithmic Details
This clause provides the IBC credential format and the KeyGen algorithm based on the Elliptic Curve-Based Certificateless Signatures [i.31]. 

8.9.3.1 Master Public Key

PKG, equivalent to KMS (Key Management Service) in [i.31], shall establish MPK and MSK in the setup phase. The MPK shall include the Static Parameters and the Community Parameters defined in Clause 4 of [i.31]. For the purpose of exposition, the relevant Static Parameters in [i.31] are listed in the following table. 

Table 8.9.3.1-1 Static Parameters
	N
	A security parameter; the size in bits of the prime p over which elliptic curve cryptography is to be performed.

	P
	A prime number of size n bits. The finite field with p elements is denoted F_p

	E
	An elliptic curve defined over F_p, having a subgroup of prime order q

	B
	An element of F_p, where E is defined by the formula y^2 = x^3 - 3*x + B modulo p

	G
	A point on the elliptic curve E that generates the subgroup of order q

	Q
	The prime q is defined to be the order of G in E over F_p

	hash
	A cryptographic hash function mapping arbitrary strings to strings of N octets, where N = Ceiling(n/8) is the number of

octets output by the hash function


The Community Parameters in [i.31] are KPAK, which is the KMS Public Authentication Key. KPAK is derived from the KSAK (KMS Secret Authentication Key) in KMS as KPAK = [KSAK]G, where the KSAK is chosen to be a random secret non-zero integer modulo q and is kept secret to the KMS. The MSK is KSAK. 

As a result, MPK = (n, p, E, B, G, q, Hash, KPAK) and MSK = (KSAK).

8.9.3.2 IBC Credential

As in Clause 5.1 of [i.31], user key material shall be defined as a (SSK, PVT) pair, where SSK is Secret Signing Key and PVT is Public Validation Token. The SSK shall be kept secret, but the PVT need not be kept secret. The algorithm to generate (SSK, PVT) pair shall be defined and specified as follows. 

Let IDU  be the identifier of an entity U. A (SSKU, PVTU) pair shall be constructed from IDA by KMS through the following procedures:

1) Choose vU, a random (ephemeral) non-zero element of F_q;

2) Compute PVTU = [vU]G;

3) Compute a hash value HSU = hash(G || KPAK || IDU|| PVTU), an N-octet integer;

4) Compute SSKU = (KSAK + HSU * vU) modulo q;

5) If either the SSKU or HSU is zero modulo q, the KMS erases the SSKU and aborts or restart the procedure with a fresh value of vU;

6) Output the (SSKU, PVTU) pair. The KMS then erases the value v.

Given (SSKU, PVTU) for entity U, the IBC credential (IdU, SkU, MPK) for entity U shall be IdU = (IDU, PVTU) and SkU = SSKU.
7.1.3.2 KeyGen Algorithm

In Figure 8.9.2-1, entity A shall be provisioned with IBC credential (IdA = (IDA,PVTA), SkA = SSKA, MPK) and entity B shall be provisioned with  (IdB = (IDB,PVTB), SkB = SSKB, MPK)),  where PVTA = [vA]G, SSKA = KSAK + HSA*vA modulo q, PVTB = [vB]G, SSKB = KSAK + HSB*vB modulo q, with vA and vB being two random non-zero elements of F_q, HSA =  hash(G||KPAK||IDA||PVTA) and HSB = hash(G||KPAK||IDB||PVTB).  The key generation function is defined as follows.

KeyGen for A

Input: IdB = (IDB, PVTB), SkA = (KSAK + HSA*vA) modulo q, MPK

Output: KA – an elliptic curve point

1) Parse IdB into IDB and PVTB;

2) Compute HSB = hash(G||KPAK||IDB||PVTB);

3) Compute TMP = KPAK + [HSB]PVTB;

4) Compute KA = [SSKA]TMP;

5) Output KA.

KeyGen for B

Input: IdA = (IDA,PVTA), SkB = (KSAK + HSB*vB) modulo q, MPK

Output: KB – an elliptic curve point

1) Parse IdA into IDA and PVTA;

2) Compute HSA = hash(G||KPAK||IDA||PVTA);

3) Compute TMP = KPAK + [HSA]PVTA;

4) Compute KB = [SSKB]TMP;

5) Output KB.

Note: It is obvious that KA = KB, as KA = [SSKA]TMP = [SSKA](KPAK + [HSB]PVTB) = [(KSAK + HSA*vA][ KSAK + HSB*vB]G and KB = [SSKB]TMP = [SSKB](KPAK + [HSA]PVTA) = [(KSAK + HSB*vB][ KSAK + HSA*vA]G.
-----------------------End of change 3---------------------------------------------
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1. TLS message: ClientHello with PSK ciphersuite 


2. TLS message: ServerHello, ServerKeyExchange,  ServerHelloDone where the psk_identity_hint in ServerKeyExchange is set to IdB


3. computes K = KeyGen(IdB, SkA, MPK) and sets TLS psk parameter to be K
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