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6
Candidate Architecture for App-ID Registry Function
The Candidate Architecture for the App-ID Registry Function to provide Metadata with the M2M Service infrastructure is as follows:

OPTION #1 – Standalone App-ID Registry function (ARF)
· The App-ID Registry function is defined as a new entity of the oneM2M architecture.
· Defining a new interface for the CSE to query the App-ID Metadata.
OPTION #2 –  App-ID Registry is part of existing oneM2M MEF interface specification
· App-ID Registry function that is part of an existing oneM2M architectural entity MEF.
· Update the current MEF interface to enable query of the App-ID Registry Function Metadata.
6.1
OPTION #1 – Standalone App-ID Registry function (ARF)

For the architecture of a standalone App-ID Registry Function, a new entity (ARF) and interface is defined as ‘Marf’. 

[image: image1]
Figure X :  App-ID Registry Function new entity and interface
6.2
OPTION #2 –  App-ID Registry Function within MEF
For the App-ID Registry Function to be part of the existing oneM2M architecture, it is proposed that the ARF is an extended function of the MEF. The existing MEF entity and interface Mmef is extended and called Mmef’ (Mmef prime).

[image: image2]
Figure X :  App-ID Registry Function as part of the MEF entity and interface

6.3 App-ID registry Function Metadata

6.3.1 App-ID Registry Function – Metadata related Requirements
The following is a list of basic requirements to be considered in design and analysis of the App-ID Registry Function:-

1, The App-ID Registry Function shall allow registration of App-ID together with application metadata.
2, The App-ID Registry Function shall support a metadata profile to characterize the M2M application. 
3, The App-ID Registry Function shall provide upon request a M2M Service infrastructure with the application metadata corresponding to a registered App-ID. 

6.3.1 App-ID Metadata 
The App-ID Registry Function provides metadata for each registered App-ID and the corresponding AE-IDs. The metadata assigned to the App-ID will be used to address the needs of the use cases described in clause ?. The following table provides the candidate list of App-ID metadata attributes defined into sub clauses ?.?.  
	Group
	Attribute 
	Description of use
	Address Use Case  #

	Type
	Vertical application type 
	The vertical application type is used to determine if the application type is valid for the specific vertical service. Example types are:- 
· Home Automation

· Healthcare

· Automotive

· Energy

· Industrial
	Use Case: 1: to verify the identity of the type of device for access control. 
Use Case 3: to allocate an appropriate <serviceSubscribedAppRule> for the type of application 

	Type
	Application Unique Type
	The specific type of application within the vertical, for example for Home Automation. Example types are :- 

· Light Switch

· Thermostat

· Camera
	Use Case: 1: to verify the identity of the type of device for access control. 

Use Case 3: to allocate an appropriate <serviceSubscribedAppRule> for the type of application

	Capability 
	Application Data Resources  
	How resource intensive the application is for projecting data. This metadata is used to create system resources appropriate to support the application data. 
	Use Case 3: to allocate an appropriate <serviceSubscribedAppRule> for the type of application

	Data Definition
	The application data model 
	The application native data model definition. This can be a URL to an XML file describing the data model. 
Used to verify the application data / resource is the same way as the registered data model for the application identity. 
	Use Case 1: To verify the identity of the application, comparing the presented resources from the device with the reference metadata data model. 

Use Case 3: to allocate an appropriate <serviceSubscribedAppRule> for the type of application

	Data Definition
	Mapping to oneM2M base ontology 
	Mapping of the applications native data model to a specific oneM2M base ontology to provide syntactic interoperability.
	Use Case 4: to map the native data model to the base ontology

	Security 
	Application Authentication Type 
	Authentication Type :- RPK, PSK, PKI
This metadata is used to establish the authentication capabilities of the connecting application and verify if the authentication type presented by the connecting application is the same as the registered metadata.  
	Use Case 1: To verify the identity of the application, comparing the presented authentication type with the registered metadata.  



	Security 
	Application Issuing CA 
	The URL of the issuing CA when applications are using PKI authentication. 
This metadata is used to verify that the public key URL presented by the connecting application is the same as the registered metadata.  
	Use Case 1: To verify the identity of the application, comparing the presented public Key location with the registered metadata.  



	Security 
	Root CA assurance level 
	The Root CA assurance level for the issuing CA

This metadata is used to provide an indication of the assurance level for the Root CA that has validated the issuing CA according to oneM2M App-ID Registry management authority’s Certification Practice Statements (CPS) and Certificate Policy (CP) 
	Use Case 5: To provide the infrastructure with assurance assessment for the Root CA conformance. The infrastructure can use this to assess the level of trust of the issuing CA. 

	Security 
	MAF Identity 
	Where MAF is used for the App-ID instance authentication, the Identity of the MAF. 

Used to identify the MAF entity for a presented App-ID. 
	Use Case 1: to provide identity for the applications associated MAF. 

	Security
	MEF Identity 
	Where MEF is used for the App-ID instance enrolment, the Identity of the MEF. 

Used to identify the MEF entity for a presented App-ID.
	Use Case 1: to provide identity for the applications associated MEF. 

	Test & Compliance 
	Test and compliance entity name
	The name of the test and compliance organisation that have verified the registered application identity. Note that this could be one or more entities, i.e. oneM2M compliance and / or an industry specific compliance body, e.g. healthcare. 
This metadata can be used to determine if a connecting application has the relevant test and compliance to support the service. 
	Use Case 2: Allow the infrastructure to determine test and compliance.

	Test & Compliance
	Test and compliance certificate
	The compliance certification reference identity for this specific application 
	Use Case 2: Allow the infrastructure to determine test and compliance.

	Revocation 
	App-ID Revocation 
	The specific reason code for why the App-ID was revoked. 

Used to manage the full lifecycle of the App-ID to end of Life, and / or other reason for the App-ID to be revoked; for example if the App-ID software version has been compromised or faulty and is known to cause issues. This can be used to prevent these applications from obtaining service.
	Use Case 6 (new contribution): to indicate that the App-ID is revoked with a reason code to allow the infrastructure to enforce accordingly.  

	Instance
	AE-ID Range
	The Range of AE-ID’s that are valid for this App-ID. 
Provides a range of valid AE-ID’s that are valid and associated with this App-ID. 
	Use Case 1: To verify the unique instance identity of the application with the registered metadata.  



	Instance
	Revoked AE-ID(s)
	Revoked AE-ID identities. List of the AE-ID’s that have been revoked including the specific reason codes. Used to prevent an AE-ID from being authenticated. 

Used to manage the full lifecycle of the individual AE-ID to end of Life, and / or other reason for the AE-ID to be revoked; for example if the AE-ID software has been compromised or faulty and is known to cause issues. This can be used to prevent a specific unique instance of an application identity from obtaining service.
	Use Case 6 (new contribution): to indicate that the AE-ID is revoked with a reason code to allow the infrastructure to enforce accordingly.  
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