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5.6
Use Case 6: Revoke App-ID or AE-ID   

5.6.1
Description

The App-ID Registry may decide to:

· Revoke an App-ID: in this case a registered AE that has the revoked App-ID value will be denied a service or deregistered by the registrar CSE at the request of the App-ID registery. A typical example that motivates revoking and App-ID is: when an application (corresponding to the revoked App-ID) is declared permanently or temporary unauthorised. For example when a device is detected to be misbehaving (e.g. sending unexpected data), an administrator may decide to put it into quarantine until it is fully checked. Alternatively the administrator can decide to declare an application software to be permanently invalid through revocating the corresponding App-ID. In this case, typically, a software upgrade will be triggered and a new version of the software, with a new App-ID value, will be installed in the devices. The revocation of an App-ID means all registered AEs with that App-ID value shall be denied access until further notice by the App-ID registry.

· Revoke an AE-ID: in this case only a particular AE-ID will be denied service. The App-ID registery typically informs the registrar CSE about the need to declare an AE registration as revoked.

5.6.2
Actors

The entities involved in this use case are shown in the Figure 5.6.2-1 and described as follows:
M2M Service Infrastructure: It represents a Service Provider infrastructure, including the  physical equipment (e.g. a set of physical servers) that provides management of data and coordination capabilities for the M2M Service Provider and communicates with M2M Devices

NOTE:
An M2M Service Infrastructure may communicate with other M2M Service Infrastructures. An M2M Service Infrastructure contains a CSE. It can also contain M2M applications.

M2M Service Provider: entity (e.g. a company) that provides M2M Common Services to a M2M Application Service Provider or to the User

M2M Application: It represents a IoT application that is responsible for accumulating data, transferring it to the SP and performing actions instructed by the SP     . 

M2M App-ID Registration Authority (ARA): legal entity that manages/administers the App-ID database used to issue unique global identifiers consistent with oneM2M specifications.
5.6.3
Pre-conditions
The following is a list of pre-conditions:

· Variant 1: The App-ID registry allowed registration of AEs (eventually more than one) which provided the necessary credentials to register with a specific App-ID value
· Variant 2: The App-ID registry allowed registration of an AE instance which provided the necessary credentials to register with a specific App-ID value and a specific AE-ID value
5.6.4
Normal Flow
Procedure to revoke App-ID
1. One or more AEs register to CSEs of M2M service infrastructure. App-ID registry provides necessary authorisations as part of returned metadata
2. A specific event triggers a decision by the App-ID Registry to revoke an App-ID value, therefore suspending access to all AEs sharing that App-ID
3. App-ID registry informs M2M Service infrastructure about the decision to Revoke and App-ID
4. M2M Service infrastructure may declare all AEs with the revoked App-ID value as suspended

5. and 6. All requests from AEs with the revoked App-ID are denied service 
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Figure 5.x-1: flow for revocation of App-ID 

Procedure to revoke AE-ID
1. An AE register to CSEs of M2M service infrastructure. App-ID registry provides necessary authorisations as part of returned metadata

2. A specific event triggers a decision by the App-ID Registry to revoke AE-ID, therefore suspending access to AE 

3. App-ID registry informs M2M Service infrastructure about the decision to Revoke an AE-ID

4. M2M Service infrastructure may declare an AE registration with the revoked AE-ID value as suspended

5. and 6. All requests from AE with the revoked AE-ID are denied service 
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Figure 5.x-1: flow for revocation of App-ID 

5.1.9
Potential requirements
1. App-ID Registry shall keep track of registrar CSEs for all registred AEs (when App-ID registry is used)
2. When requested by management action, the App-ID registry shall request the revocation of App-ID or AE-ID.
3. A registrar CSE shall be capable of temporary or permanently suspend access to AEs with a revoked App-ID value
4. A registrar CSE shall be capable of temporary or permanently suspend access to an AE with a revoked AE-ID
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