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1
Scope

The present document provides options and analyses for the security features and mechanisms supporting attribute based access control policy, enhanced privacy policy enforcement, heterogeneous access control policy integration and access control policy management for oneM2M.

The scope of this technical report includes key issue analyses, generic requirements, potential solutions and evaluations of these solutions for the four security aspects mentioned above.

2
References

The following text block applies. 

References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references,only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.

2.1
Normative references

As a Technical Report (TR) is entirely informative it shall not list normative references.
The following referenced documents are necessary for the application of the present document.
Not applicable.

2.2
Informative references
Clause 2.2 shall only contain informative references which are cited in the document itself.

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[i.1]
oneM2M Drafting Rules  (http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc)
3
Definitions, symbols and abbreviations

Delete from the above heading the word(s) which is/are not applicable.
3.1
Definitions

Clause numbering depends on applicability.

· A definition shall not take the form of, or contain, a requirement. 

· The form of a definition shall be such that it can replace the term in context. Additional information shall be given only in the form of examples or notes (see below). 

· The terms and definitions shall be presented in alphabetical order. 
For the purposes of the present document, the [following] terms and definitions [given in ... and the following] apply:

Definition format

<defined term>: <definition>

If a definition is taken from an external source, use the format below where [N] identifies the external document which must be listed in Section 2 References.
<defined term>[N]: <definition>

example 1: text used to clarify abstract rules by applying them literally

NOTE:
This may contain additional information.

3.2
Symbols

Clause numbering depends on applicability.

For the purposes of the present document, the [following] symbols [given in ... and the following] apply:

Symbol format

<symbol>
<Explanation>

<2nd symbol>
<2nd Explanation>

<3rd symbol>
<3rd Explanation>

3.3
Abbreviations

Abbreviations should be ordered alphabetically.

Clause numbering depends on applicability.

For the purposes of the present document, the [following] abbreviations [given in ... and the following] apply:

Abbreviation format

<ABBREVIATION1>
<Explanation>

<ABBREVIATION2>
<Explanation>

<ABBREVIATION3>
<Explanation>

4
Conventions, 

The key words “Shall”, ”Shall not”, “May”, ”Need not”, “Should”, ”Should not” in this document are to be interpreted as described in the oneM2M Drafting Rules [i.1]
5
Security areas and high level security requirements
5.1
Security areas
Editor's Note: This clause further clarifies the scope of the study by listing the security areas that this TR is working on. 
<Text>

5.2
High level security requirements
Editor's Note: This clause will document high-level requirements that guide the study.
<Text>

6
Security Area #1: Attribute Based Access Control Policy

6.1
Introduction
Editor's Note: This clause will provide general description related to each security area.

<Text>
6.2
Key Issues
Editor's Note: This clause will contain the key issues that need to be addressed on each security area.
6.2.m
Key Issue #1.m: <key issue name>
Editor's Note: Key issues within the security area are not in any particular order but they are added incrementally (m = 1, 2, 3…) when new key issue is identified.

6.2.m.1
Key issue details
Editor's Note: This clause will describe the key issue.

<Text>
6.2.m.1
Potential security requirements
Editor's Note: This clause will describe the potential requirements arising from the key issue.

<Text>
6.3
Solutions
Editor's Note: This clause will contain the solutions that address the key issues in this security area.
6.3.n
Solution #1.n: <solution name>
Editor's Note: Solutions within the security area are not in any particular order but they are added incrementally (n = 1, 2, 3…) when new solution is identified.

6.3.n.1
Introduction
Editor's Note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area.

<Text>
6.3.n.2
Solution details
Editor's Note: This clause will describe the solution.

<Text>
6.3.n.3
Evaluation
Editor's Note: This clause will contain a variety of evaluations of this solution.
<Text>
6.4
Conclusions
Editor's Note: This clause will contain the evaluation between the solutions, and the conclusions made by WG4.
<Text>
7
Security Area #2: Enhanced Privacy Policy Enforcement
7.1
Introduction
Editor's Note: This clause will provide general description related to each security area.

<Text>
7.2
Key Issues
Editor's Note: This clause will contain the key issues that need to be addressed on each security area.
7.2.m
Key Issue #2.m: <key issue name>
Editor's Note: Key issues within the security area are not in any particular order but they are added incrementally (m = 1, 2, 3…) when new key issue is identified.

7.2.m.1
Key issue details
Editor's Note: This clause will describe the key issue.

<Text>
7.2.m.1
Potential security requirements
Editor's Note: This clause will describe the potential requirements arising from the key issue.

<Text>
7.3
Solutions
Editor's Note: This clause will contain the solutions that address the key issues in this security area.
7.3.n
Solution #2.n: <solution name>
Editor's Note: Solutions within the security area are not in any particular order but they are added incrementally (n = 1, 2, 3…) when new solution is identified.

7.3.n.1
Introduction
Editor's Note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area.

<Text>
7.3.n.2
Solution details
Editor's Note: This clause will describe the solution.

<Text>
7.3.n.3
Evaluation
Editor's Note: This clause will contain a variety of evaluations of this solution.
<Text>
7.4
Conclusions
Editor's Note: This clause will contain the evaluation between the solutions, and the conclusions made by WG4.
<Text>
8
Security Area #3: Heterogeneous Access Control Policy Integration
8.1
Introduction
Editor's Note: This clause will provide general description related to each security area.

<Text>
8.2
Key Issues
Editor's Note: This clause will contain the key issues that need to be addressed on each security area.
8.2.m
Key Issue #3.m: <key issue name>
Editor's Note: Key issues within the security area are not in any particular order but they are added incrementally (m = 1, 2, 3…) when new key issue is identified.

8.2.m.1
Key issue details
Editor's Note: This clause will describe the key issue.

<Text>
8.2.m.1
Potential security requirements
Editor's Note: This clause will describe the potential requirements arising from the key issue.

<Text>
8.3
Solutions
Editor's Note: This clause will contain the solutions that address the key issues in this security area.
8.3.n
Solution #3.n: <solution name>
Editor's Note: Solutions within the security area are not in any particular order but they are added incrementally (n = 1, 2, 3…) when new solution is identified.

8.3.n.1
Introduction
Editor's Note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area.

<Text>
8.3.n.2
Solution details
Editor's Note: This clause will describe the solution.

<Text>
8.3.n.3
Evaluation
Editor's Note: This clause will contain a variety of evaluations of this solution.
<Text>
8.4
Conclusions
Editor's Note: This clause will contain the evaluation between the solutions, and the conclusions made by WG4.
<Text>
9
Security Area #4: Access Control Policy Management
9.1
Introduction
Editor's Note: This clause will provide general description related to each security area.

<Text>
9.2
Key Issues
Editor's Note: This clause will contain the key issues that need to be addressed on each security area.
9.2.m
Key Issue #4.m: <key issue name>
Editor's Note: Key issues within the security area are not in any particular order but they are added incrementally (m = 1, 2, 3…) when new key issue is identified.

9.2.m.1
Key issue details
Editor's Note: This clause will describe the key issue.

<Text>
9.2.m.1
Potential security requirements
Editor's Note: This clause will describe the potential requirements arising from the key issue.

<Text>
9.3
Solutions
Editor's Note: This clause will contain the solutions that address the key issues in this security area.
9.3.n
Solution #4.n: <solution name>
Editor's Note: Solutions within the security area are not in any particular order but they are added incrementally (n = 1, 2, 3…) when new solution is identified.

9.3.n.1
Introduction
Editor's Note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area.

<Text>
9.3.n.2
Solution details
Editor's Note: This clause will describe the solution.

<Text>
9.3.n.3
Evaluation
Editor's Note: This clause will contain a variety of evaluations of this solution.
<Text>
9.4
Conclusions
Editor's Note: This clause will contain the evaluation between the solutions, and the conclusions made by WG4.
<Text>
x
Security Area #y: <security area name>
Editor's Note: The study is expected to be divided into several security areas which all have their own key issues and solutions. Security areas are not in any particular order but they are added incrementally (y = 1, 2, 3…) when new area is identified.
x.1
Introduction
Editor's Note: This clause will provide general description related to each security area.

<Text>
x.2
Key Issues
Editor's Note: This clause will contain the key issues that need to be addressed on each security area.
x.2.m
Key Issue #y.m: <key issue name>
Editor's Note: Key issues within the security area are not in any particular order but they are added incrementally (m = 1, 2, 3…) when new key issue is identified. 'y' refers to the security area.

x.2.m.1
Key issue details
Editor's Note: This clause will describe the key issue.
<Text>
x.2.m.1
Potential security requirements
Editor's Note: This clause will describe the potential requirements arising from the key issue.
<Text>
x.3
Solutions
Editor's Note: This clause will contain the solutions that address the key issues in this security area.
x.3.n
Solution #y.n: <solution name>
Editor's Note: Solutions within the security area are not in any particular order but they are added incrementally (n = 1, 2, 3…) when new solution is identified. 'y' refers to the security area.
x.3.n.1
Introduction
Editor's Note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area.
<Text>
x.3.n.2
Solution details
Editor's Note: This clause will describe the solution.

<Text>
x.3.n.3
Evaluation
Editor's Note: This clause will contain a variety of evaluations of this solution.
<Text>
x.4
Conclusions
Editor's Note: This clause will contain the evaluation between the solutions, and the conclusions made by WG4.
<Text>
z
Conclusions
Editor's Note: This clause will contain the overall conclusions made by WG4.

<Text>

The following text is to be used when appropriate:

Proforma copyright release text block

This text box shall immediately follow after the heading of an element (i.e. clause or annex) containing a proforma or template which is intended to be copied by the user. Such an element shall always start on a new page.

Notwithstanding the provisions of the copyright clause related to the text of the present document, oneM2M grants that users of the present document may freely reproduce the <proformatype> proforma in this {clause|annex} so that it can be used for its intended purposes and may further publish the completed <proformatype>.

<PAGE BREAK>

Annexes

Each annex shall start on a new page (insert a page break between annexes A and B, annexes B and C, etc.).

Use the Heading 9 style for the title and the Normal style for the text.
Annex <A>:
Title of annex (style H9)
<Text>

<PAGE BREAK>

Annex <B>:
Title of annex (style H9)
<Text>

B.1
First clause of the annex (style H1)
<Text>

B.1.1
First subdivided clause of the annex (style H2)
<Text>

<PAGE BREAK>
Annex <y>:
Bibliography

The annex entitled "Bibliography" is optional.

It shall contain a list of standards, books, articles, or other sources on a particular subject which are not mentioned in the document itself.

It shall not include references mentioned in the document.

Use the Heading 9 style for the title and B1+ or Normal for the text.

· <Publication>: "<Title>".

OR

<Publication>: "<Title>".

<PAGE BREAK>
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This clause shall be the last one in the document and list the main phases (all additional information will be removed at the publication stage).
	Publication history

	V1.1.1
	<yyyy-mm-dd>
	<Milestone>

	
	
	

	
	
	

	
	
	

	
	
	


	Draft history (to be removed on publication)

	V0.0.0
	2107-12-08
	Initial version agreed at TP#32 in SEC-2017-0163-Skeleton_of_TR-00xx-Attribute_Based_Access_Control_Policy

	V0.1.0
	2107-12-08
	Includes the following contributions agreed at SEC#15:

SEC-2017-0164R01-Clauses_of_TR-00xx_Attribute_Based_Access_Control_Policy
SEC-2017-0165-Scope_of_TR-00xx_Attribute_Based_Access_Control_Policy

	
	
	

	
	
	

	
	
	



© oneM2M Partners Type 1 (ARIB, ATIS, CCSA, ETSI, TIA, TSDSI, TTA, TTC)
Page 14 of 14
This is a draft oneM2M document and should not be relied upon; the final version, if any, will be made available by oneM2M Partners Type 1.

