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Introduction

This contribution proposes some text for the clause 5: “Security areas and high level security requirements”.
-----------------------Start of change 1---------------------------------------------
5
Security areas and high level security requirements
5.1
Security areas
Editor's Note: This clause further clarifies the scope of the study by listing the security areas that this TR is working on. 

This document includes the following security areas:
1) Attribute based access control policy deals with architecture and policy aspects of attributes based access control in oneM2M System.
2) Enhanced privacy policy enforcement deals with architecture and policy aspects of privacy protection in oneM2M System.
3) Heterogeneous access control policy integration deals with the integration of different types of access control policies (including privacy policies) in oneM2M System.
4) Access control policy management deals with access control policy provision and the privilege management in the access control policy provision in oneM2M System.
5.2
High level security requirements
Editor's Note: This clause will document high-level requirements that guide the study.

Fine grained access control should be supported, e.g. access control to any attribute and sub-resource.

Privacy control should reach the level of attributes and sub-resources.

Authorization system should support new access control policy types.

Access control policies should be provisioned securely.

-----------------------End of change 2---------------------------------------------
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