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Introduction

This contribution proposes some text for the introduction clause of “Security Area #2: Enhanced Privacy Policy Enforcement”.
-----------------------Start of change 1---------------------------------------------
2
References

The following text block applies. 

References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references,only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.

2.1
Normative references

As a Technical Report (TR) is entirely informative it shall not list normative references.
The following referenced documents are necessary for the application of the present document.
Not applicable.

2.2
Informative references
Clause 2.2 shall only contain informative references which are cited in the document itself.

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
 
[i.1]
oneM2M TS-0001: "Functional Architecture".

[i.2]
oneM2M TS-0003: "Security Solutions".
[i.3]
oneM2M TS-0004: "Service Layer Core Protocol Specification".
[i.4]
oneM2M TR-0016: "Study of Authorization Architecture for Supporting Heterogeneous Access Control Policies".

[i.5]

[i.6]

3
Definitions, symbols and abbreviations

Delete from the above heading the word(s) which is/are not applicable.
3.1
Definitions

Clause numbering depends on applicability.

· A definition shall not take the form of, or contain, a requirement. 

· The form of a definition shall be such that it can replace the term in context. Additional information shall be given only in the form of examples or notes (see below). 

· The terms and definitions shall be presented in alphabetical order. 
For the purposes of the present document, the [following] terms and definitions [given in ... and the following] apply:

Definition format

<defined term>: <definition>

If a definition is taken from an external source, use the format below where [N] identifies the external document which must be listed in Section 2 References.
<defined term>[N]: <definition>

example 1: text used to clarify abstract rules by applying them literally

NOTE:
This may contain additional information.

3.2
Symbols

Clause numbering depends on applicability.

For the purposes of the present document, the [following] symbols [given in ... and the following] apply:

Symbol format

<symbol>
<Explanation>

<2nd symbol>
<2nd Explanation>

<3rd symbol>
<3rd Explanation>

3.3
Abbreviations

Abbreviations should be ordered alphabetically.

Clause numbering depends on applicability.

For the purposes of the present document, the [following] abbreviations [given in ... and the following] apply:

Abbreviation format




ASP
Application Service Provider
-----------------------End of change 1---------------------------------------------
-----------------------Start of change 2---------------------------------------------
7
Security Area #2: Enhanced Privacy Policy Enforcement
7.1
Introduction
Editor's Note: This clause will provide general description related to each security area.


The present security area focuses on how to describe and use privacy policies in oneM2M System.

oneM2M has specified Privacy Policy Management Architecture and Privacy Policy Manager Implementation Models in clause 11 of TS-0003 [i.2]. The Privacy Policy Management Architecture specifies a privacy enforcement architecture and mechanism. The Privacy Policy Manager Implementation Models specifies a Terms and Conditions Mark-up Language that can be used by Application Service Provider (ASP) for setting privacy policies and/or by end user for setting privacy preferences. However, the privacy policy and their enforcement mentioned here are out of scope of oneM2M System. They are supported by oneM2M System through oneM2M distributed authorization system or ASP backend system indirectly.

An access control policy enforcement mechanism that may be used to enforce privacy policies has been proposed in clause 7 of oneM2M TR-0016 [i.4]. However, there is no detailed solution description. Therefore, there is no specific privacy policy and enforcement mechanism in the M2M system except for access control.
In particular this security area covers the following:

· Analyze the pros and cons of the current privacy protection in oneM2M System.
· Improve privacy protection architecture in oneM2M System.
· Improve privacy policy scheme (language) in oneM2M System.
· Represent privacy policies in policy management procedures.
-----------------------End of change 2---------------------------------------------
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