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1
Scope

The present document provides options and analyses for the security features and mechanisms supporting attribute based access control policy, enhanced privacy policy enforcement, heterogeneous access control policy integration and access control policy management for oneM2M.

The scope of this technical report includes key issue analyses, generic requirements, potential solutions and evaluations of these solutions for the four security aspects mentioned above.

2
References

The following text block applies. 

References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references,only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.

2.1
Normative references

As a Technical Report (TR) is entirely informative it shall not list normative references.
The following referenced documents are necessary for the application of the present document.
Not applicable.

2.2
Informative references
Clause 2.2 shall only contain informative references which are cited in the document itself.

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
 [i.1]
oneM2M TS-0001: "Functional Architecture".

[i.2]
oneM2M TS-0003: "Security Solutions".
[i.3]
oneM2M TS-0004: "Service Layer Core Protocol Specification".
[i.4]
oneM2M TR-0016: "Study of Authorization Architecture for Supporting Heterogeneous Access Control Policies".

[i.5]
eXtensible Access Control Markup Language (XACML) Version 3.0. 22 January 2013. OASIS Standard.
[i.6]

3
Definitions, symbols and abbreviations

Delete from the above heading the word(s) which is/are not applicable.
3.1
Definitions

Clause numbering depends on applicability.

· A definition shall not take the form of, or contain, a requirement. 

· The form of a definition shall be such that it can replace the term in context. Additional information shall be given only in the form of examples or notes (see below). 

· The terms and definitions shall be presented in alphabetical order. 
For the purposes of the present document, the [following] terms and definitions [given in ... and the following] apply:

Definition format

<defined term>: <definition>

If a definition is taken from an external source, use the format below where [N] identifies the external document which must be listed in Section 2 References.
<defined term>[N]: <definition>

example 1: text used to clarify abstract rules by applying them literally

NOTE:
This may contain additional information.

3.2
Symbols

Clause numbering depends on applicability.

For the purposes of the present document, the [following] symbols [given in ... and the following] apply:

Symbol format

<symbol>
<Explanation>

<2nd symbol>
<2nd Explanation>

<3rd symbol>
<3rd Explanation>

3.3
Abbreviations

Abbreviations should be ordered alphabetically.

Clause numbering depends on applicability.

For the purposes of the present document, the [following] abbreviations [given in ... and the following] apply:

Abbreviation format

ABAC
Attribute Based Access Control

ASP
Application Service Provider
4
Conventions, 

The key words “Shall”, ”Shall not”, “May”, ”Need not”, “Should”, ”Should not” in this document are to be interpreted as described in the oneM2M Drafting Rules [i.1]
5
Security areas and high level security requirements
5.1
Security areas
Editor's Note: This clause further clarifies the scope of the study by listing the security areas that this TR is working on. 
This document includes the following security areas:
1) Attribute based access control policy deals with architecture and policy aspects of attributes based access control in oneM2M System.
2) Enhanced privacy policy enforcement deals with architecture and policy aspects of privacy protection in oneM2M System.
3) Heterogeneous access control policy integration deals with the integration of different types of access control policies (including privacy policies) in oneM2M System.
4) Access control policy management deals with access control policy provision and the privilege management in the access control policy provision in oneM2M System.
5.2
High level security requirements
Editor's Note: This clause will document high-level requirements that guide the study.
Fine grained access control should be supported, e.g. access control to any resource attribute and child resource.

Privacy control should reach the level of resource attributes and child resources.

Authorization system should support new access control policy types.

Access control policies should be provisioned and managed securely.

6
Security Area #1: Attribute Based Access Control Policy

6.1
Introduction
Editor's Note: This clause will provide general description related to each security area.

The present security area focuses on how to use Attribute Based Access Control (ABAC) in oneM2M System.

ABAC is considered the "next generation" authorization model because it provides dynamic, context-aware and risk-intelligent access control to resources allowing access control policies that include specific attributes from many different information systems to be defined to resolve an authorization and achieve an efficient regulatory compliance, allowing enterprises flexibility in their implementations based on their existing infrastructures.
A typical access control rule can be modelled as a 3-tuple (subject, resource, action) where:
· the subject initiates an access request, 

· the resource is the object which the subject wants to access 

· and the action represents the operation on the object.
When extra access conditions need to be considered, an access control rule can be modelled as a 4-tuple (subject, resource, action, context) where the context represents the conditions under which a specific access control rule can be used for access control. 

Attribute Based Access Control (ABAC) is an access control model that grants or denies access requests based on the attributes of a subject, resource, action, and/or context. In ABAC the attributes can be about anything and anyone. They mainly fall into 4 different categories:

· Subject attributes: attributes describing the user that attempts the access e.g. age, gender, department, role, job, etc.
· Action attributes: attributes describing the action being attempted, e.g. create, read, update, delete, etc.
· Resource attributes: attributes describing the object being accessed, e.g. resource type, creation time, owner, location, etc.
· Context attributes: attributes describing constraint conditions, e.g. time, location or dynamic aspects of the access control scenario.
ABAC determines access to resources by matching the current value of subject attributes, resource attributes, and/or context with the values specified in access control rules. Various attributes can be added to subject, resource, action and/or context according to the requirements of applications. 

The key feature of ABAC is that it supports Boolean logic, in which rules contain "IF, THEN" statements about who is making the request, the resource and the operation. For example: IF the requestor is a “customer”, THEN allow create an “order”. ABAC can express complex access control scenarios through using Boolean rule set that can evaluate many different attributes. Attributes can be compared to static values or to one another, thus enabling relation-based access control.
ABAC allows various attributes related to subject, resource, action and context to be added to these elements. In oneM2M System the attributes belonging to a subject may be role, IP address, domain, group, etc., the attributes belonging to a resource may be resource type, parent ID, creation time, etc., the attributes belonging to an action maybe a time period in which the specified action can be performed, and various attributes of subject, resource and/or action can be used to describe access control conditions that are used to constrain the usage of an access control rule.
One standard that implements attribute based access control is XACML [i.5]. The eXtensible Access Control Markup Language (XACML) defines an attribute based access control policy language and an architecture that enforces XACML policies.
oneM2M TR-0016 [i.4] has studied XACML and concludes that XACML is not suitable for oneM2M.

In particular this security area covers the following:

· Analyze the pros and cons of current access control policy in the oneM2M System.
· Study ABAC architecture in oneM2M System.
· Study ABAC policy scheme (language) in oneM2M System.
· Study ABAC policy resources and procedures.
6.2
Key Issues
Editor's Note: This clause will contain the key issues that need to be addressed on each security area.
6.2.m
Key Issue #1.m: <key issue name>
Editor's Note: Key issues within the security area are not in any particular order but they are added incrementally (m = 1, 2, 3…) when new key issue is identified.

6.2.m.1
Key issue details
Editor's Note: This clause will describe the key issue.

<Text>
6.2.m.1
Potential security requirements
Editor's Note: This clause will describe the potential requirements arising from the key issue.

<Text>
6.3
Solutions
Editor's Note: This clause will contain the solutions that address the key issues in this security area.
6.3.n
Solution #1.n: <solution name>
Editor's Note: Solutions within the security area are not in any particular order but they are added incrementally (n = 1, 2, 3…) when new solution is identified.

6.3.n.1
Introduction
Editor's Note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area.

<Text>
6.3.n.2
Solution details
Editor's Note: This clause will describe the solution.

<Text>
6.3.n.3
Evaluation
Editor's Note: This clause will contain a variety of evaluations of this solution.
<Text>
6.4
Conclusions
Editor's Note: This clause will contain the evaluation between the solutions, and the conclusions made by WG4.
<Text>
7
Security Area #2: Enhanced Privacy Policy Enforcement
7.1
Introduction
Editor's Note: This clause will provide general description related to each security area.

The present security area focuses on how to describe and use privacy policies in oneM2M System.

oneM2M has specified Privacy Policy Management Architecture and Privacy Policy Manager Implementation Models in clause 11 of TS-0003 [i.2]. The Privacy Policy Management Architecture specifies a privacy enforcement architecture and mechanism. The Privacy Policy Manager Implementation Models specifies a Terms and Conditions Mark-up Language that can be used by Application Service Provider (ASP) for setting privacy policies and/or by end user for setting privacy preferences. However, the privacy policy and their enforcement mentioned here are out of scope of oneM2M System. They are supported by oneM2M System through oneM2M distributed authorization system or ASP backend system indirectly.

An access control policy enforcement mechanism that may be used to enforce privacy policies has been proposed in clause 7 of oneM2M TR-0016 [i.4]. However, there is no detailed solution description. Therefore, there is no specific privacy policy and enforcement mechanism in the M2M system except for access control.
In particular this security area covers the following:

· Analyze the pros and cons of the current privacy protection in oneM2M System.
· Improve privacy protection architecture in oneM2M System.
· Improve privacy policy scheme (language) in oneM2M System.
· Represent privacy policies in policy management procedures.
7.2
Key Issues
Editor's Note: This clause will contain the key issues that need to be addressed on each security area.
7.2.m
Key Issue #2.m: <key issue name>
Editor's Note: Key issues within the security area are not in any particular order but they are added incrementally (m = 1, 2, 3…) when new key issue is identified.

7.2.m.1
Key issue details
Editor's Note: This clause will describe the key issue.

<Text>
7.2.m.1
Potential security requirements
Editor's Note: This clause will describe the potential requirements arising from the key issue.

<Text>
7.3
Solutions
Editor's Note: This clause will contain the solutions that address the key issues in this security area.
7.3.n
Solution #2.n: <solution name>
Editor's Note: Solutions within the security area are not in any particular order but they are added incrementally (n = 1, 2, 3…) when new solution is identified.

7.3.n.1
Introduction
Editor's Note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area.

<Text>
7.3.n.2
Solution details
Editor's Note: This clause will describe the solution.

<Text>
7.3.n.3
Evaluation
Editor's Note: This clause will contain a variety of evaluations of this solution.
<Text>
7.4
Conclusions
Editor's Note: This clause will contain the evaluation between the solutions, and the conclusions made by WG4.
<Text>
8
Security Area #3: Heterogeneous Access Control Policy Integration
8.1
Introduction
Editor's Note: This clause will provide general description related to each security area.

The present security area focuses on how to integrate different kinds of access control policies in oneM2M System.

Current access control policy is access control list (ACL) based. The present work item will develop attribute based access control policy and improved privacy policy. In order to support all these new defined access control policies, an enhanced access control mechanism will be developed.

In particular this security area covers the following:

· Study how to manage and enforce new defined attributed based access control policies.
· Study how to manage and enforce new defined privacy policies.
8.2
Key Issues
Editor's Note: This clause will contain the key issues that need to be addressed on each security area.
8.2.m
Key Issue #3.m: <key issue name>
Editor's Note: Key issues within the security area are not in any particular order but they are added incrementally (m = 1, 2, 3…) when new key issue is identified.

8.2.m.1
Key issue details
Editor's Note: This clause will describe the key issue.

<Text>
8.2.m.1
Potential security requirements
Editor's Note: This clause will describe the potential requirements arising from the key issue.

<Text>
8.3
Solutions
Editor's Note: This clause will contain the solutions that address the key issues in this security area.
8.3.n
Solution #3.n: <solution name>
Editor's Note: Solutions within the security area are not in any particular order but they are added incrementally (n = 1, 2, 3…) when new solution is identified.

8.3.n.1
Introduction
Editor's Note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area.

<Text>
8.3.n.2
Solution details
Editor's Note: This clause will describe the solution.

<Text>
8.3.n.3
Evaluation
Editor's Note: This clause will contain a variety of evaluations of this solution.
<Text>
8.4
Conclusions
Editor's Note: This clause will contain the evaluation between the solutions, and the conclusions made by WG4.
<Text>
9
Security Area #4: Access Control Policy Management
9.1
Introduction
Editor's Note: This clause will provide general description related to each security area.

The present security area focuses on access control policy provisioning and the associated privilege management in oneM2M System.

In particular this security area covers the following:

· Study access control policy provisioning mechanism in oneM2M System.
· Study privilege management mechanism in access control policy provisioning in oneM2M System.
9.2
Key Issues
Editor's Note: This clause will contain the key issues that need to be addressed on each security area.
9.2.m
Key Issue #4.m: <key issue name>
Editor's Note: Key issues within the security area are not in any particular order but they are added incrementally (m = 1, 2, 3…) when new key issue is identified.

9.2.m.1
Key issue details
Editor's Note: This clause will describe the key issue.

<Text>
9.2.m.1
Potential security requirements
Editor's Note: This clause will describe the potential requirements arising from the key issue.

<Text>
9.3
Solutions
Editor's Note: This clause will contain the solutions that address the key issues in this security area.
9.3.n
Solution #4.n: <solution name>
Editor's Note: Solutions within the security area are not in any particular order but they are added incrementally (n = 1, 2, 3…) when new solution is identified.

9.3.n.1
Introduction
Editor's Note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area.

<Text>
9.3.n.2
Solution details
Editor's Note: This clause will describe the solution.

<Text>
9.3.n.3
Evaluation
Editor's Note: This clause will contain a variety of evaluations of this solution.
<Text>
9.4
Conclusions
Editor's Note: This clause will contain the evaluation between the solutions, and the conclusions made by WG4.
<Text>
x
Security Area #y: <security area name>
Editor's Note: The study is expected to be divided into several security areas which all have their own key issues and solutions. Security areas are not in any particular order but they are added incrementally (y = 1, 2, 3…) when new area is identified.
x.1
Introduction
Editor's Note: This clause will provide general description related to each security area.

<Text>
x.2
Key Issues
Editor's Note: This clause will contain the key issues that need to be addressed on each security area.
x.2.m
Key Issue #y.m: <key issue name>
Editor's Note: Key issues within the security area are not in any particular order but they are added incrementally (m = 1, 2, 3…) when new key issue is identified. 'y' refers to the security area.

x.2.m.1
Key issue details
Editor's Note: This clause will describe the key issue.
<Text>
x.2.m.1
Potential security requirements
Editor's Note: This clause will describe the potential requirements arising from the key issue.
<Text>
x.3
Solutions
Editor's Note: This clause will contain the solutions that address the key issues in this security area.
x.3.n
Solution #y.n: <solution name>
Editor's Note: Solutions within the security area are not in any particular order but they are added incrementally (n = 1, 2, 3…) when new solution is identified. 'y' refers to the security area.
x.3.n.1
Introduction
Editor's Note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area.
<Text>
x.3.n.2
Solution details
Editor's Note: This clause will describe the solution.

<Text>
x.3.n.3
Evaluation
Editor's Note: This clause will contain a variety of evaluations of this solution.
<Text>
x.4
Conclusions
Editor's Note: This clause will contain the evaluation between the solutions, and the conclusions made by WG4.
<Text>
z
Conclusions
Editor's Note: This clause will contain the overall conclusions made by WG4.

<Text>

The following text is to be used when appropriate:

Proforma copyright release text block
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